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@b BN ATIAANAIB YA

EK3 IIPUEMA HACOKMU 3A ICEBJOHUMMU3AIIUA U ITPOITPABSA II'BTS 3A
HOAJOBPABAHE HA CbTPYJHUYECTBOTO C OPTAHUTE 3A 3AIIIUTA HA
KOHKYPEHIUATA

EK3]] mpuema Hacoku 3a NMCEeBIOHUMUBAIIHS 1
MIPOIIPaBs BT 3a MOI00PsIBaHE HA CHTPYIHUYECTBOTO
C OpraHUTE 32 3aIUTA HA KOHKYPEHIIUATA.

[lo Bpeme Ha MIEHAPHOTO CH 3aceaHue Mpe3
Mecen siHyapu 2025 1. EBponeickusiT KOMUTET 10
Euro pean Data Protection Board 3amwra Ha JaHHMTE (EK3/]) mpue HaCOKH OTHOCHO

[ICEBIOHUMM3AIMATA, KAKTO U H3SBJICHUE OTHOCHO
B3aMMOJICCTBUETO MEXIY KOHKYPEHTHOTO IPAaBO U
3amyTara Ha JAHHWUTC.

EK3]] pazscHsiBa U3M013BaHETO Ha MCEBAOHUMU3aLU 1pu criazBaHe Ha OP3/].

B OP3]] ce BbBexkaa TEPMUHBT ,,JICEBJOHUMU3ALINS “ U C€ NOCOYBA KaTO MOAXOASAIIA TapaHIIus,
KOATO MOXKe J1a ObJie MoAXoAsia U eeKTHBHA 32 U3MBbIIHEHUE Ha 3aIbIDKSHISITA 32 3alllMTa Ha JaHHUTe. B
cBoute Hacoku EK3/] u3sicHsiBa onpeneneHuero, NpruiokMMOCTTa U MPEAMMCTBATa Ha IICEBAOHUMU3ALUATA
Y TICEBJIOHUMU3HPAHUTE JAHHHU.

HacoxuTte npenocTaBar ABe BaKHU MPABHU Pa3sCHEHUS:

1. [IceBpoHMMU3HpPAHUTE JAaHHU, KOUTO MOTaT Ja ObJAaT OTHECEHHW KbM AAJCHO JIMIE Ype3
M3MOJ3BaHe HA JIOMBJIHUTENHA WH(OpMaIus, ocTaBaT HHGOPMAIIHs, CBbp3aHa ¢ (PU3MUECKO JIUIIE, KOETO
MOXe J1a ObJ1e UASHTU(UIIMPAHO, U CJICIOBATEIIHO BCE OIIE ca JIMYHU JaHHU. J[eCTBUTEIHO, aKO TaHHUTE
Morar ga ObJaT CBbp3aHu C PU3MUECKO JINIIE OT aIMUHUCTPATOPA Ha IAHHU WJIU OT HIKOM JIPYT, T OCTaBaT
JIUYHU JTaHHHU.

2. HCGB,Z[OHI/IMI/I?;aI_[I/I}ITa MOXE Ja HaMaJIi pPUCKOBETC U A YJICCHU U3IOJI3BAHCTO HA JICTUTHUMCH
MHTEpEC KaTo MpaBHO OcHOBaHue (wieH 6, maparpad 1, Oyksa e) or OP3]1), crura na ca M3bJIHEHU BCHUKU
octananu uuckBanus Ha OP3/1. 1o chiust HAUMH NICEBIOHUMU3AIMATA MOXKE J]a IOMOTHE 32 OCUTYPsiIBaHE
Ha ChbBMECTHMOCT C ITbpBOHAYAIIHATA 11el (wieH 6, maparpad 4 or OP3]]).

B HacokuTe ce 00SICHSBA CHIINO KaK MICEBJOHUMHU3AIMITA MOXKE Jla TIOMOTHE Ha OPTaHU3aIUKUTE J1a
UBITBJIHAT 33 IbJDKCHHUSATA CH, CBbP3aHHU C IPUJIAraHEeTO Ha MIPUHITUITMTE 3a 3a1uTa Ha JanHuTe (wi. 5 OP3/T),
3alUTaTa Ha JaHHUTE Ha eTara Ha MPOEKTHUPAHETOo U 1o noapa3oupane (wieH 25 or OP3J]) u curypHocTTa
(unen 32 ot OP3])).

Hakpas, B HacOKUTe ce aHalu3UpaT TEXHUYECKUTE MEPKH W TrapaHlMM, KOraTo ce M3I0J3Ba
TICEBOHMMM3ALINS, 32 []a CE FApaHTHPa [IOBEPUTEITHOCTTA U J1a C€ IPEAOTBPATH HEPA3PELIEHO HICHTU(GUIIpaHe
Ha (U3UYECKHU JINLA.

Hacoxkwure mie 6b1at npeameT Ha o01iecTBeHH KoHCynTamuu 10 28 ¢pespyapu 2025 1., KoeTo 1mie aae
BBb3MOXKHOCT Ha 3aMHTEPECOBAHUTE CTPAHU J]a IPEICTABIT KOMEHTAPH U 1aBaT Bb3MOXKHOCT 3a BKJIIOUBAHE
Ha ObJIeNM Pa3BUTHS B ChlIeOHATA TIPAKTHKA.

BianmMoneiicTBre MeX Ty 3aKOHOIATEIICTBOTO B 00IACTTa HA 3aIIUTaTa HA IAHHUTE U KOHKYPEHTHOTO
npaBo: MHeHueTo Ha EK3/[ 3a ToBa kak /1a ce mogo0pu ChbTPpyAHUUECTBOTO MEXLy PEryJaTOPHUTE OpraHH

ITo Bpeme Ha mieHapHoTO 3aceqanue EK3/] npue n qoKkyMeHT ¢ o3uiusi OTHOCHO B3aMMO/IEHCTBUETO
MEX]y IIPaBOTO B 00J1acTTa Ha 3alllMTaTa HA JAHHUTE U NPABOTO B 00JaCTTa HA KOHKYPEHIIHUITA.
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CbBUTHUA U UTHULIUATHUBH

Pemenunero na CEC - Meta vs. Bundeskartellamt ot 4 ronu 2023 r. sicHO OCo4H, Y€ B HIKOHU CIy4yau
Ce M3MCKBA OPraHMTE 32 3alllUTa Ha JaHHUTE M 3a 3alIUTa Ha KOHKYpEHLUATa Aa paboTIT 3aeHO, 3a J1a ce
MOCTUTHE €(PEKTUBHO U KOOPIAUHHUPAHO MTPUIIaraHe Ha 3aKOHOJATEJICTBOTO B 00J1acTTa Ha 3alllUTaTa Ha TaHHUTE
U KOHKYpEeHIMATA. BbIpeku ue ToBa ca OTJeIHU 00JIaCTH HA IPABOTO, KOUTO MpecieBaT pa3InyHU LU B
pa3IMYHU PaMKH, B HAKOU CITyyau T€ MOTaT Jia ce MpUJIaraT 3a €HU U chlu cyoekTu. [Topaau ToBa € BaXXHO
Jla C€ OLICHAT CUTYallUUTE, B KOUTO 3aKOHUTE MOTaT J1a C€ IpecHuyar.

B Hacrosmus mokymeHT 3a m3paszsBaHe Ha moszunms, EK3J] o0scHsIBa kak cu B3amMoOjaeHCTBAT
3aKOHOJIATEJICTBOTO B 00J1aCTTa HA 3aIMTaTa Ha JAHHUTE ¥ 3aKOHOAATEICTBOTO B 00JIACTTa HA KOHKYPEHITUSATA.
B Hero ce mpemarat cTHIIKM 3a BKJIIOYBaHE HA MazapHUTE (AKTOpU U (AaKTOPUTE HAa KOHKYPCHIIHATA B
MIPAKTUKUTE 32 3allMTa Ha JAHHUTE U TIPaBHJIaTa 3a 3alliTa Ha JAaHHUTE J1a ObJIaT B3€TH MTPEIBU/I ITPH OLICHKHUTE
Ha KOHKypeHIuATa. JIOKyMEHTBT ChIIO TaKa MPe0CTaBs MPEMOPHKU 3a TOJ00psBaHE HA ChTPYTHUIECTBOTO
MEXIy peryiaTopHuTe opranu. Harpumep: opranure cienpa ga OOMHUCIST Ch3IaBaHETO Ha €IMHHO 3BEHO 32
KOHTAKT, KOETO Jla YIPaBJIsiBa KOOPAUHAIUATA C JPYTH PEryIaToOpH.

3amectHuk-npencenarensat Ha EK3/] 3apaBko Bykuu 3asBu: ,,C pa3BuTHETO Ha OM3HEC MOJEIUTE
HEOOXOIMMOCTTa OT 3alllUTa Ha JINYHUTE IaHHU cTaBa Bce Mo-BakHa. EK3/] HachpuaBa chIiacyBaHOCTTa MEXKAY
OTJIEJTHUTE, HO B3aUMOJICHCTBAILM CU 00JIACTH Ha peryJIrpaHe, 3a /1a Ce OCUTYpHU Bb3MOXKHO Haii-100para 3amura
Ha pU3NYECKUTE JIMLIA. 32 Ta3U LeJ LIe MPOIBIIKUM J1a padOTUM 3a€THO C OpPraHUTEe N0 KOHKYPEHIIHS, 3a J1a
YKpENHUM CIIOCOOHOCTTAa Ha OpraHUTE 3a 3allliTa Ha JaHHUTE J1a B3eMaT MPEIBHUI UKOHOMHUYECKHS KOHTEKCT,
KaKTO ¥ CIIOCOOHOCTTA HAa OPraHMUTE 110 KOHKYPEHIIM J1a BKIII0YBAT ChOOpaKEHUATA 3a 3alllMTa HA JaHHUTE
B CBOMTE OLICHKH U pelieHus.

PE3VYJIITATHU OT PAMKATA 3A KOOPAUHUPAHO ITPABOIIPUJIATAHE: EK3/]

NAEHTUO®ULUNPA IPEAU3BUKATEJICTBATA IPEJ IIbJIHOTO INTPUJIATAHE HA
IMPABOTO HA JTOCTBII 10 JAHHH

EBponeickuaT KOMUTET IO 3alluTa Ha JTaHHUTE
(EK3/]) mpue gokiaa OTHOCHO HpUJIaraHeTo Ha

OpaBoOTO HA AOCTHII OT CTpAHA HA AAMUHUCTPATOPHUTC.
B noknanma ce O606H_IaBaT PE3YATATUTEC OT Mopcauna OT

KOOPAMHUPAHU HAIIMOHAJIHU JEHCTBHS, U3BBPILICHU IPE3
2024 r. 3a u3nbJIHEHUETO Ha Pamkara 3a KOOpAMHHMPAHO
npaBonpunarane (PKII) (Coordinated Enforcement
Framework — CEF). B nero ca uz0poenu npobiemure,
KOUTO ca HaOJII0laBaHU 3a HAKOU aIMUHUCTPATOPHU, KAKTO
U peMLIa PETOPBKH, KOUTO J1a UM IIOMOTHAT 2 IMPHUII0XKAT
IIPABOTO Ha 1OCTHII. OCHOBEH €IEMEHT € 0CBEJOMEHOCTTA
Ha agMuHUcTparopute 3a Hacoku 01/2022 nwa EK3]]

OTHOCHO ITpaBaTa Ha CY6CKTI/ITC Ha JaHHU - ITPABO HA JOCTBHIL
" AaJn TE3U HACOKH Ca OWJIM Crla3BaHM Ha IIpaKTHKaA.

3amectHuk-npeacenarenstT Ha EK3]] 3apaBko

Byxkuu 3asiBu: ,,PaMkara 3a KOOpAMHUPAHO MTpaBONpUiIaraHe

¢ LleHHA MHUIIMaTHBa, KOATO CIIoOMara 3a 3acujBaHe Ha

CHTPYIHUYECTBOTO MEXAY OpraHute 3a 3amurta Ha gaHHuTe (O3]]): upe3 KOOpaAWHUPAHO pa3IyIeKIaaHe
Ha W30paHW TEMHM TE€ MOCTUTAT MO-ToJiIMa €(DEKTUBHOCT W TMOCJIEA0BaTCIHOCT. HauuHBT, MO KOWTO
aJMUHUCTPATOPHUTE MpUJIaraT MpaBoTO HA JIOCTHII, € B OCHOBAaTa Ha 3alllMTaTa Ha JaHHUTE U € €HO OT Hak-
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CbBUTHUA U UTHULIUATHUBH

4YeCcTO yHpakHABaHUTE MpaBa Ha CyOeKTUTE HA JaHHU.

[Ipe3 2024 r. 30 opraHa 3a 3anMTa Ha JaHHUTE B EBpona 3amoyHaxa KOOpAMHUPAHO M3CJIeIBaHE HA
MPABOTO Ha AOCTHI OT CTpaHa Ha a[IMUHUCTPATOPUTE, KaTo 3aroyHaxa oQUIIMaIHU pa3clieIBaHMs, OLIEHKA
Ha TOBa JaJIv € OIpaBIaHO OPUIIMAIHO pa3clieiBaHe U/WIIH MPOBEXK/IaHE HA MPOYUBaHUS 32 YCTAHOBSBAHE HA
¢daktute. O6mo 1185 agMuHUCTPATOPH, CHCTOALIN ce OT Mayku U cpennu npennpustus (MCII) u ronemu
KOMITAaHWH, JEWCTBAIM B PA3IMYHU OTPACIUd M OONACTHU, KAKTO M PA3IMYHU BUAOBE MyOIUYHU CyOeKTH
oTroBopuxa Ha Pamkara.

OGactu Ha MOIOOPEHNE U OCHOBHHU MPEAN3BUKATEIICTBA.

Pesynrarure couar, ye € HEOOXOUMO Ja Ce MOBHUIIK OCBenoMeHocTTa oTHOCHO Hacoxu 01/2022,
KaKTO Ha HAITMOHAJIHO paBHI/IHIC, TakKka 1 HA paBHI/IHlC EC, THH KaTO HACOKHUTE IToMarar Ha aI[MI/IHI/ICTpaTOPI/ITG
Jla TIpUJIaraT MpaBoOTO HA JIOCTHII, 0OSCHSBAT KaK yIPaKHIBAHETO HA TOBA MPaBO MOXKeE Ja ObJE YIECHEHO U
I/I36pO$IBaT N3KJIIFOYCHUATA N Ol'”paHI/I‘-IeHI/IﬂTa Ha HpaBOTO Ha JOCTBII.

B pesynrar Ha nefictBueto Ha Pamkara 3a koopauaupano npaBonpuiarane B EBpona npes 2024 r. 6sixa
YCTaHOBEHH CE/IeM IpeAM3BUKaTeICcTBA. EHO OT TSX € nuricara Ha JOKyMEHTHPAaHH BBTPEUIHH MPOLEITypH
3a 00paboTKa Ha UCKaHMATA 3a JAOCTbI. OCBEH TOBa ce HAOMIOAABAaT M HEMOCIEIOBATEIHN U PEKOMEPHHU
THJIKYBAaHUS HA OTPAaHUYEHUATA HA IPABOTO HA JOCTBHII, KATO HAIIPUMEP MPEKOMEPHO M3MOI3BAHE HA HAKOU
M3KITIOUEHUS 32 aBTOMAaTHYCH OTKAa3 Ha 3asBJICHUS 3a JOCTHIL. [lpyr nmpuMep ca MpedyKuTe, ¢ KOUTO JHIaTa
MoOrar Jia ce cOIbCKaT, KOraro YIpaKHsIBaT MIPaBOTO CH HA TOCTBII, KATO HampuMep (popMaHu W3UCKBAHUS
WIM MCKaHE 3a MPEJIOCTaBsSIHE Ha MPEKOMEPHU JOKYMEHTH 32 CAaMOJHMYHOCT. 3a BCAKO MJICHTH()HUIUPAHO
MPEIU3BUKATEICTBO JOKIAABT MPEIOCTaBs CIIMCHK C HE3aIbJDKUTEIHN MPENOPbKU, KOUTO Ja ObJaT B3ETH
npeaBu ot arMuHuctparopute u O3/1.

ITonoxurenHu 3aKIrOYCHUS.

Bbnpeku chliiecTByBalIMTe NPEAU3BUKATEIICTBA ABE TpeTH OT yuactBamuTe O3]] onieHuxa ctenenra
Ha ChOTBETCTBHE Ha OTrOBApSILUTE aJIMUHUCTPATOPHU MO OTHOILIEHHE HA MPABOTO HA JOCTBI OT ,,CPENHO,,
10 ,,BUCOKO*“. EnnH OT BakHUTE (paKTOpH, KOUTO O€ OINpeIesieH KaTo OKa3Balll BIMSIHUE BbPXY HUBOTO Ha
CHOTBETCTBHUE, € 00EMbT Ha UCKAHUATA 32 JOCTBII, OJIy4aBaHU OT aIMUHUCTPATOPUTE, KAKTO U pa3MepbT
Ha opraHuzanusaTa. [lo-koHKpeTHO, P roieMUuTe aAMUHUCTPATOPU UM aAMUHUCTPATOPUTE, MTOTyUYaBaIlH
MOBeYE UCKAHUS, € TT0-BEPOSATHO Ja C€ MOCTUTHE TI0-BUCOKO HUBO HAa CHbOTBETCTBUE, OTKOJIKOTO P MAJIKUTE
OpraHM3aliy C MO-MaJIKO PECYPCH.

[TonmoxxuTenHu pe3ynraru ce Habronasar B 1suta EBpomna. Te BKiIrOYBaT npuiiaraHeTo Ha Ha-100pH
MPaKTUKH OT CTpaHa Ha aJIMUHHUCTPATOPHUTE, KaTO HANpUMEpP yAOOHU 3a MOJ3BaHE OHJAWH (hopmyisipu,
II03BOJIsIBAaIlll Ha (1)I/I3I/I‘ICCKI/ITC Juna JECHO Ja mmoaaBaT MCKaHHUA 3a JOCTHBII, KAKTO MU CUCTCMH 3a
camMo00CTyKBaHEe, KOUTO MTO3BOJISIBAT HA (DU3MUYECKUTE JIUIA CAMOCTOSTEITHO J1a U3TEIVISIT CBOMTE JINYHU JAHHU
C HSIKOJIKO KJIMKBAHHS U 110 BCSIKO BpEME.

KonTeker n cJIcABalll CTBHIIKH.

PKII e kirouoBo nevicteue Ha EK3]] B pamkute Ha cTparerusita My 3a niepuoaa 2024-2027 ., HacoueHa
KBM paIlMoOHaIN3UPAHE HA MPABONPHUIIATAHETO U ChTPYIHIHYECTBOTO MEXK/Ty OPTAHHUTE 32 3aIMTA HA JAHHUTE.

Hpe3 MOCJICAHUTEC TPpHU I'OAUHHA Ca OCHIICCTBCHU ABC MMPCANUIIHA neiictBus no Pamkara.

Pesynrarure OT T€3u HallMOHATHU JIEUCTBHS ce 0000IIaBaT U aHAIM3UPAT 3aeHO, 32 J1a CE€ MOIYIH
M0-3a1hJI00UCHA MPEJICTaBa 10 TeMaTa U Jla C€ J1aJie Bb3MOKHOCT 32 IIEJICHACOUYCHH TIOCIJICIBAIIN JECHCTBUS
KaKTO Ha HalMOHAJIHO paBHUIIE, Taka 1 Ha paBHuile EC.

I[Tpe3 2023 . EK3/] my6nukyBa 10KI1a/1a OT IBPBOTO CU KOOPAMHUPAHO JIEHCTBHE OTHOCHO M3IIOIA3BAHETO
Ha 00JaYHM YCIAYTH OT MYOIUYHUS CEKTOP.

[Tpe3 2024 . EK3/] myOnmukyBa v TOKI1a/1a 3a pe3yJITaTUTE OT BTOPOTO KOOPAMHUPAHO JICHCTBHE OTHOCHO
OMPENENSHETO U ATBKHOCTTA HA JUTbKHOCTHH JIMIIA 110 3aIUTa HA JIAHHUTE.

HetictBuero no muaust Ha PKIT ipe3 2025 1. mie Ob/1e CBbp3aHO0 C IpUjlaraHeTo Ha MPaBOTO HA M3TPUBAHE

(ipaBo ..z1a 61356111 3362&BCH“!.
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CbBUTHUA U THULIUATHUBH

3A TIOPEJHA T'OJANHA K3JI1 OTBEJISI3A IEHS 3A 3AIIMTA HA JUYHUTE

3a mopenna roguna K3JIJI orbensza [lens 3a
3alIuTa Ha JINYHUTEC JaHHU.

Ha 28 snyapu 2025 r. Komucusita 3a 3amura Ha
anunute ganau (K3JI) tpagunuonno oroensza [lens 3a
3alMTa Ha IMYHUTE JaHHU. Bb3HUKHAI TbpBOHAYAIHO KaTo
eBpoIelicka MHUINATHBA, TO3U JICH CE OTOETISI3Ba B CBETOBEH
Mamad u 3a 19-tu nopenen bt B bbarapus. OcHoBHaTa
IIeJ1 Ha CBOMTHETO € Jla HaChPYM OCBEJOMEHOCTTA U Ja
[oJ4yepTae 3HAaYeHUETO HA JIMYHUTE IaHHU B TUTUTAIHATA
epa, KbJIETO OOMEHBT Ha MH(OpPMALIKSA € HEPA3IEJIHA YaCT

OT CKCAHCBUCTO HU.

[Tpunaraiiku cbBpeMEeHEH MOIX0/ B ITPOBEXkKAaHETO Ha 00yuyeHue B cpepara Ha 3aiuTa Ha nananTe K3J1/]
3aBBPUIN ISUIOCTHO BHBEXKIAI0 OHJIAWH 00yueHHe B chepara Ha 3aluTara Ha JUYHUTE JaHHU, HACOUEHO KbM
ny6nuanus cekrop. [1o moBox Ha Mpa3HUKa U B ChTPYIHUYECTBO ¢ MHCTUTYTA O MyOIMYHA aIMUHUCTPALIHS,
00y4EHHUETO € JOCTHITHO 32 BCUYKH JIbPKABHU CITY>KUTEIH, CJIe]] MPEIBAPUTEIIHA 3asBKA.

3a BTOpa MOpcAHa rognHa, Komucusita 00siBu HWHUIIMaTUBAaTa: rOAWIIHA HarpaJia ,,I[J'I’L)KHOCTHO JIMIIC 110
3allliuTa Ha JaHHUTC Ha FOI[I/IHaTa“. Ts nenu 3aTBBbPIKIaBaHC HA (I)yHKHI/II/ITe Ha JJIB)KHOCTHOTO JIMIIC I10 3alllkuTa Ha
JAAHHUTC U MOTUBUPAHC HA CAMUTC JIMIA, KOUTO U3IIBJIIHABAT TC3U (IJYHKI_[I/II/I C nHUaruBara K3.HI[ CC CTpCMHU
Jda ganac H}/6J'II/I‘1HOCT 1 ITO-BHUCOKA PA3IIO3HABACMOCT Ha CIKCIHCBHUTC YCUIIUS HA YCUIIMATA HA JJIB)KHOCTHUTC
Jijgna 1o 3aliuTa Ha JaHHUTEC CPEl I'paKAaHu, On3HECca U BCUYKH 3aUHTCPCCOBAHU OPraHU3aIuu. HO,[[60p’LT Ha
HOMUHUPAHUTC IIC 6’5}16 H3BBPIIBAH OT K3.HI[ Bb3 OCHOBA HAa KOHKPCTHU MOTHBH 34 BCAKA OTACIIHA HOMHUHAIIUA
U IpHU OTYUTAHC HA CIICAHUTC KPUTCPUU:

. HaJIMYKE HA TIOJIUTUKA 32 3allMTa Ha JIMYHUTE TaHHU U HEHHOTO ChOTBETCTBUE C M3UCKBAHUATA
B Ta3u obmnact (OP3/1 n/mm 33J1]1);
. HaJTMYUE/JIUTICA Ha YBEJAOMIICHHS 33 HAPYIIICHUS Ha CUTYPHOCTTA Ha JIMYHUTE TAHHH, HACTBITHIIH

npu aJIMI/IHPICTpaTOpa/ O6pa6OTBaHII/I$I JIMYHU JaHHH, KOTOTO HOMUHUPAHOTO AJIBXKXHOCTHO JIMIIC 110 3allUTa Ha
JaHHUTEC ImoAariomMara,

. HAJIMYHE/TUICAa Ha KOPEKTUBHU MEPKH /MM HaKa3aHWs Ha aJMUHHCTpaTropa/o0paboTBamus
JMYHYU TaHHA KOTOTO HOMHHHUPAHOTO JUTHKHOCTHO JIMIIE 110 3aIUTa Ha JJaHHUTE TOATIOMAra.

IIpu cria3BaHe Ha Beue yCTaHOBEHATa MHCTUTYLMOHaIHA Tpaauuus, K3JIJ] me peanusupa u ciegHure
Pa3sICHUTEIIHU MEPOIIPUATHUSA:

° OO0sBsiBaHE Ha CTYACHTCKHU KOHKYPC 3a €CC Ha aKTyaJiIHa TCMa, CBbp3aHa C IPCAN3BUKATCIICTBATA
Ipea 3amurara Ha JUIHUTC JaHHHA. ChbIlacHO Beue YTBbPACHATA IPAKTUKA KJIACUPAHUTC Ha I'bPBO, BTOPO U
TPETO MACTO a 6’5,[[3.T BKJIFOYCHH B IIpOIrpaMa Ha K3.HI[ 3a mareH ctax B Komucusra.

. Otkpura npuemna B K3J1J] 3a ammMuancTpaTopn Ha TUYHU J1aHHU U rpaxkaann (13:00-15:00 u.,
3acemarenHa 3ana Ha K3JI/).

HansiBame ce, 4e 11e ce Bb3MOI3BaTe OT MPEIOCTABEHUTE Bh3MOKHOCTH JIa CE 3all03HACTE C HAIIUTE
WHUIIMATHBH | JIa y4acTBaTe B TAX!

3aio 3amurara Ha JMYHUTE JJAaHHU € BaKHa?

3aMUCIISITN JIM CTe ce KaK OMXTe pearupaiu, ako HAKOW BHM MOMOJIU Ja otroBopure Ha 100 nuynn
BBIIPOCA U CJIE]] TOBA MpoJajie OTToBopuTe BU? BeposTHO OuxTe oTka3anu. B nururannara epa obaue, ¢ BCAKO
OHJIaliH Na3apyBaHe, chp(rpaHe WM CIOAEISIHE B COLIMATHUTE MPEKHU, OCTaBsIME CIIeIH, KOUTO MOTar Ja Ob1ar
U3I0JI3BaHM 110 HAYMHH, KOUTO HE BUHAr'M OCh3HaBaMe.
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CbBUTHUA U THULIUATHUBH

EBponeifckusr pernmameHT 3a 3ammura Ha naHHute (GDPR) rapanTtupa, ye AMYHUTE HU JJAaHHU Ce
U3II0JI3BaT CaMO ChC ChIVIACHETO HU M Y€ UMaMe JIOCThII A0 MHPOpMaIUTa, KoATO HU 3acsra. Ho 3Haem nu
Kak Jia ce npeanazuM? BernpochkT ocTaBa akTyaseH.

MexnyHapoIH1 WHUIIUATHBH

ITo noBox Jlens 3a 3ammra Ha JuuHUTEe JaHHU 2025 1., EBpONENHCKUAT HAJ30pEH OpraH Mo 3aluTa
Ha nannute (EDPS), CoBersT Ha EBpona u kondepennunre CPDP o6ennnnxa ycunus 3a npoBekJaHETO Ha
eqHomaeBHOTO chouTHe: ,,CPDP — Jlen 3a 3amura Ha nanauTe: HoB MaHmar 3a 3amura Ha JaHHATE .

KoHu(epeHiusiTa ce nposejie B KpUTHUEH MOMEHT, KOTaTo HOBHTE oIMTHYeckr MaHaaTi B EC 3amouBar
na opopMST OBJEIIETO Ha MOJUTUKUTE 32 3alUTa Ha JTUYHUTE NaHHU. [lucKycunte ce GoKycrupaxa BbpPXY
pa3BHBallaTa c€ poJisl Ha 3aIIMTaTa Ha IaHHUTE KaTo KJI0UOB MHCTPYMEHT 3a 3alla3BaHe Ha IEMOKPAaTUYHOTO
OOIIECTBO M OTpaHUYABAHE HA TPECKOMEPHUTE HAMECH B IMYHATA HEMIPUKOCHOBEHOCT OT CTPaHA Ha ITyOIMYHU
Y 4YaCTHU CYOEKTH.

bwaere undopmupanu, OpaeTe 3amUTEHN!

EK31 IITPUEMA JEKJIAPAIIUSA 3A IOTBBPKAEHUE HA Bb3PACTTA, Cb31ABA

PABOTHA I'PYIIA 3A TIPUJATAHE HA U1 U TABA TPEITOPBKN HA CBETOBHATA
AHTUJAOIINHI'OBA ATEHIIUA

[To BpeMe Ha MIEHApHOTO CH 3acelaHue
npe3 despyapu 2025 r. EBponelickuaT KOMUTET MO
3amura Ha nanHute (EK3/]) npue nzspinenre oTHOCHO
OOTBBPXKICHUE Ha Bb3pacTTa U PEIIM Ja Ch3JAajae
paboTHa rpymna mo MmpaBoONpUiIaraHeTo B 0oOJacTTa Ha
U3KycTBeHUs! UHTeNEeKT. OcBeH ToBa CHBETHT MpHUE U
) penopbku OTHOCHO CBETOBHHUS aHTHIOTTMHIOB KOJIEKC
Eu ropean Data Protection Board wua Caerosnara antugonuurosa arenims (WADA) 3a

2027 r.

B u3sBIEHUETO OTHOCHO MOTBBPKICHUETO Ha
Bb3pactTa, EK3J] n36posiBa necet mpuHIMIA 32 ChbBMECTUMA 00pabOTKa Ha JIMYHU JTAaHHU TIPU OTIPEICIISTHE
Ha Bb3pacTTa WM Bb3pacToBaTa rpymna Ha JajaeHo ¢pusndecko juie. V3sBieHneTo uma 3a 1ei Ja OCUrypu
MIOCJIEI0OBATENICH EBPOIEICKH MOIX0/] KbM MOTBBPKICHUETO Ha Bb3PACTTa, 3a J1a Ce 3aIUTST HEII'bJIHOJICTHUTE,
KaToO CHILEBPEMEHHO C€ CIa3BaT MPUHIUIINTE 3a 3alllMTa Ha JaHHUTE.

[Ipencenarenst na EK3/] Any Tanyc 3asBu: ,,II0TBBpXIEHHETO HA BB3pAcTTa € OT CHIIECTBEHO
3HAUYEHME, 3a Ja CE TapaHTUpa, Ye JAeuara HAMar JOCTHII 0 ChIbpPKAHHUE, KOETO HE € MOAXOASANIO 3a TsIXHaTa
BB3pacT. B chI10TO BpeMe METOABT 3a MPOBEPKa Ha Bh3pacTTa TPsiOBa Ja Ob/1€ Bh3MOXKHO HA-MaJIKO HATPAITInB
Y IMYHUTE JJAHHU Ha Jierara TpsaoBa aa ovaar 3anmurtenu. [Ipunnunure, npeaioxenn ot EK3/I, me momoraar
Ha MHAYCTPHUSATA J1a OLICHU Bb3paCTTa Ha AAJCHO JIMIIE M0 HAYMH, KOUTO € B ChOTBETCTBUE C MPUHIIUIIUTE 32
3alUTa Ha JAHHUTE, KaTo CHIIEBPEMEHHO 3allluTaBa 0JIarOChbCTOSHUETO HA Jlerara.

EK3/I cbuio cu cbTpynHnun ¢ EBpomnelickaTta KOMUCHS IO OTHOIIIEHUE Ha TIOTBbPK/IEHUE Ha Bb3pacTTa
B KOHTEKCTa Ha paboTHATa rpyna 1mo 3akoHOAaTeTHUS aKT 3a udposute ycryru (DSA).

ITo Bpeme Ha mieHapHara cecusi KOMUTETHT pely CchIo Aa pa3mmpu o0xBara Ha paboTHATa rpymna
ChatGPT, raka ue na ob6xBaHe u nmpasonpuiaraneto B oonacrra Ha M. Oceen toBa uneHoBete Ha EK3/]
nojuepraxa HeoOXOJMMOCTTa OT KOOPAMHUPAHE Ha JEHCTBUATA HA OPraHUTE 32 3alIUTa HAa JAHHHUTE IO
OTHOLICHHE Ha CHEIIHU YyBCTBUTEIIHU BBIIPOCH M 32 Ta3M LIeJ LI Ch3AaaaT eKUM 3a Obp30 pearupase.

ITpencenarenst Ha EK3J[ Any Tanyc 3asBu: ,,OP3/1 e npaBHa pamka, KOSITO HachpyaBa OTTOBOPHUTE
nHoBaumu. OP3]] e pa3paboTreH Taka, ye Aa MOLIbp)Ka BUCOKM CTaHJAPTH 3a 3alllUTa Ha JAHHUTE, KaTo
CBILEBPEMEHHO M3MO0JI3Ba HATBJIHO MOTEHIMAJIa HA NHOBALMUTE, KATO HAIIPUMED U3KYCTBEHHS UHTEJIEKT, B
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CbBUTHUA U UTHULIUATHUBH

MoJI3a Ha HallaTa MKoHoMuKa. PaboTHara rpyna 3a npuiarane Ha UM u ObaenusaT exun 3a Obp30 pearupaHe Ha
EK3/I e urpast pemrasaiia posisi 3a OCUTypsSIBaHETO Ha TO3H OajlaHC, KaTO KOOPIMHUPAT ACHCTBUSATA HA OPTaHUTE
3a 3alUTa Ha JAaHHWUTE U T'W MOAKPENAT B HABUTALMATA B CIOKHUTE acniekTH Ha MU, karo chiieBpeMeHHO ce
CrHa3BaT CUJIHU MPUHIIMITH 32 3allUTa Ha JaHHUTE.

ITo Bpeme Ha nmenapnHoto 3acenanue EK3Jl npue m npenopbku OTHOCHO CBETOBHMSI aHTHJIONIMHIOB
kofiekc Ha CeroBHaTa aHTuaonuHroa areHius (WADA) 3a 2027 1. Korarto ce o0paboTBaT JIMYHU JaHHU 32
AQHTHUJIONIMHTOBH 1LI€JH, OT CHIIECTBEHO 3HAUCHUE € J]a CE 3aYUTAaT U 3alllMTaBaT JUUYHUTE TaHHU Ha CIIOPTUCTHUTE.
B MHOTO citydau ToBa 11ie BKJII0UBa 00paboTBaHe Ha YyBCTBUTEIHU JIMYHU JAHHU, KATO HATpUMeEp 3ApaBHU JaHHHU,
MOJIYYSHHU OT OMOJIOTUYHU TIPOOH.

OcnoBnara nen Ha EK3Jl e ma onenn cbBMEeCTHMOCTTa Ha AHTHIONUHTOBHUS Kojaekc Ha WADA u
MexnyHnaponuus ctanaapt 3a 3ammura Ha ganaute (ISDP) ¢ OP3/]. AHTUIONUHTOBUST KOJEKC M CTAaHJAPTHUTE
clie/iBa Jia IbpKaT HALMOHAIHUTE aHTUI0NMUHTOoBY oprann3ainu (NADOS) nogunHeHn Ha CTaHAapT, eKBUBAJICHTEH
Ha To3u Ha OP3/], xorato 06paboTBaT JIMYHM TAHHU 32 AHTHIOMTMHTOBH IICJIH.

[Ipenoprkure Ha EK3J] 3acsarat kio4oBW NPUHIMIMN Ha 3alUTa HAa JaHHUTE, KaTO HAIpHUMeEpP
HEO0OXOAMMOCTTa OT MOAXO/IIO IPAaBHO OCHOBAaHHE 32 00pPaOOTBAHETO HA JIMUHH JaHHU M OrpaHUYaBaHE Ha
nenute. B mpenopbekute ce 00pbina BHUMaHUE U HA (akTa, ye (PU3MUECKUTE A TPsOBa Aa ObAAT HAITBIHO
uHGOpPMUpaHU 32 00paOOTBAHETO HA TEXHUTE JIMYHU JTAHHH U J1a MOTaT €()eKTUBHO JIa YIPaXXHIBAT IpaBara CH.

EK3]] mybnukyBa miectMeceuHus JOoKIan 3a JiedHocTTa Ha KomuTeTa 3a koopaunupad Hajazop (KKH)

(romu 2022 1. - nekemBpu 2024 1) .

EK31 IIYBJIUKYBA HIECTMECEYEH JOKJIA/l HA KOMHUTETA 3A

KOOPIUHUPAH HAJ30P

[Tpe3 nocnenuute ase roquau KKH paGotu mo
MHTETPUPAHETO Ha IHUpokoMaimadbuure cuctemu Ha EC B
obmactTra Ha WHGpOopManmuoHHUTE TexHoioruu (MT) B
cBost 00xBar. [Ipe3 oryeTHUs Mepuos TOW Moe Ha/I30pa Ha
mozepHu3upanara lllenrencka wHGOpMaIMOHHA CUCTEMA

coordinatEd (LI C) n Buszosara unpopmannonsa cucrema (BUC).

supenfiSiﬂn Ocgen ToBa KOMHUTETBT Ce MOATOTBH 3a MOsBATa HA
C H HOBHM CHCTEMH M 3a IpUJIaraHETO Ha pPETJIaMEHTHUTE 3a
ommlttee orneparuBHA CbBMECTHUMOCT.

Komurerptr nyOiaukyBa u HaOOp OT HIpEnopbKH
OTHOCHO 3aJbJXKEHHUATA 3a NPO3PAYHOCT HA
HUndopmanronnara cucrema 3a Bbrpeinnus naszap (MCBIT)
3 d aIMUHUCTPATOPUTC HA JAHHMU.

OcseHn ToBa npe3 tonu 2023 r. KKH ny6naukysa

,,AH(bopMaImoHHNTe cucremMu Ha EBpono -
DPBKOBOJICTBO 32 YIIPKHSBAHE HA MpaBaTa Ha CyOSKTUTE HA JAHHH: MIPABO HA JOCTHI, KOPUTUPAHE, U3TPHBAHE
u orpannyaBane®. Cren onuTHUS JI0KJIa] Ha EBpornielickust Haa30peH oprad 1o 3amura Ha ganaute (EHO3/T)

ot 2022 1. 0OTHOCHO 00pabOTBaHETO OT CTpaHa Ha EBporoN Ha JIMYHYU TaHHU HAa MAJIOJIETHU W HEII'BJIHOJIETHU
JMIa Ha Bb3pacT noJ 15 ronqunu, npenoctaBeHu Ha EBporon ot TpeTu AbpaBu U MEKIYHAPOIHU
opraHm3anuy u oTéens3anu karo 3anono3penu, KKH npennpue koopauHupana qeiHOCT 3a aHAIN3 Ha
IIPUHOCA Ha HAKOJIKO IAbpkaBu wieHku.lIpe3 nocnennure e ronuau KKH cbino Taka Hackpuasa quanora u
AQHTAKUPAHOCTTA ChC 3aMHTEPECOBAHUTE CTPAHHU, IIO-CHEUAIHO C IPAKIAHCKOTO OOIIECTBO.

boaemia pabora na KKH.
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file:Secretariat%20postal%20address:%20Rue%20Wiertz%2060%2C%20B-1047%20Brussels%20Offices:%20Rue%20Montoyer%2030%2C%20B-1000%20Brussels%20E-mail%20:%20csc-secretariat%40edpb.europa.eu%20%0D%20%0DEUROPOL%E2%80%99S%20INFORMATION%20SYSTEMS%20%0DA%20GUIDE%20FOR%20EXERCISING%20DATA%20SUBJECTS%E2%80%99%20RIGHTS:%20%0DTHE%20RIGHT%20OF%20ACCESS%2C%20RECTIFICATION%2C%20ERASURE%20AND%20RESTRICTION%20%0DCoordinated%20Supervision%20Committee%20-%20A%20Guide%20for%20exercising%20data%20subjects%E2%80%99%20rights%20vis-%C3%A0-vis%20Europol%20July%202023%20%0DThis%20guide%20was%20compiled%20by%20the%20Coordinated%20Supervision%20Committee.%20%0DThe%20national%20contributions%2C%20and%20any%20translations%20of%20this%20guide%20into%20languages%20other%20than%20English%2C%20are%20the%20responsibility%20of%20each%20national%20supervisory%20authority%20and%20they%20do%20not%20necessarily%20reflect%20the%20official%20position%20of%20the%20CSC.%20The%20CSC%20does%20not%20guarantee%20the%20accuracy%20of%20the%20information%20included%20in%20the%20national%20contributions%20and%20any%20questions%20should%20be%20address%20to%20the%20respective%20national%20supervisory%20authorities.%20Neither%20the%20CSC%20nor%20any%20person%20acting%20on%20the%20CSC%E2%80%99s%20behalf%20may%20be%20held%20responsible%20for%20the%20use%20which%20may%20be%20made%20of%20the%20information%20contained%20therein.%20%0DSecretariat%20postal%20address:%20Rue%20Wiertz%2060%2C%20B-1047%20Brussels%20%0DOffices:%20Rue%20Montoyer%2030%2C%20B-1000%20Brussels%20%0DE-mail%20:%20csc-secretariat%40edpb.europa.eu%20%0D3%20Coordinated%20Supervision%20Committee%20-%20A%20Guide%20for%20exercising%20data%20subjects%E2%80%99%20rights%20July%202023%20%0DTABLE%20OF%20CONTENTS%20%0D1.%20DATA%20CATEGORIES%20AND%20EXCHANGE%20OF%20PERSONAL%20DATA%20BETWEEN%20MEMBER%20STATES%20AND%20EUROPOL%20........................................................................................................5%20%0D2.%20RIGHTS%20GRANTED%20TO%20INDIVIDUALS%20WHOSE%20DATA%20ARE%20PROCESSED%20BY%20EUROPOL%20.......7%20%0D2.1.%20Right%20of%20access..................................................................................................8%20%0D2.2.%20Right%20to%20rectification%2C%20erasure%20and%20restriction%20.....................................................9%20%0D2.3.%20Right%20to%20have%20the%20legality%20of%20data%20relating%20to%20them%20transferred%20to%20Europol%20verified%20........................................................................................................10%20%0D2.4.%20Remedies:%20the%20right%20to%20complain%20to%20EDPS%20or%20to%20initiate%20a%20judicial%20proceeding......10%20%0D3.%20CONTACT%20POINTS%20..................................................................................................11%20%0D3.1.%20AUSTRIA%20...............................................................................................................12%20%0D3.2.%20BELGIUM%20..............................................................................................................12%20%0D3.3.%20BULGARIA%20.............................................................................................................12%20%0D3.4.%20CROATIA%20...............................................................................................................13%20%0D3.5.%20CYPRUS.................................................................................................................13%20%0D3.6.%20CZECH%20REPUBLIC%20...................................................................................................14%20%0D3.7.%20ESTONIA%20...............................................................................................................14%20%0D3.8.%20FINLAND%20...............................................................................................................15%20%0D3.9.%20FRANCE%20................................................................................................................15%20%0D3.10.%20GERMANY%20.............................................................................................................16%20%0D3.11.%20GREECE.................................................................................................................16%20%0D3.12.%20HUNGARY%20.............................................................................................................17%20%0D3.13.%20IRELAND%20...............................................................................................................17%20%0D3.14.%20ITALY%20....................................................................................................................18%20%0D3.15.%20LATVIA%20..................................................................................................................18%20%0D3.16.%20LITHUANIA%20............................................................................................................19%20%0D3.17.%20LUXEMBOURG%20......................................................................................................19%20%0D3.18.%20MALTA..................................................................................................................20%20%0D4%20Coordinated%20Supervision%20Committee%20-%20A%20Guide%20for%20exercising%20data%20subjects%E2%80%99%20rights%20July%202023%20%0D3.19.%20NETHERLANDS%20......................................................................................................20%20%0D3.20.%20POLAND................................................................................................................21%20%0D3.21.%20PORTUGAL%20............................................................................................................21%20%0D3.22.%20ROMANIA%20.............................................................................................................21%20%0D3.23.%20SLOVAK%20REPUBLIC%20.................................................................................................22%20%0D3.24.%20SLOVENIA%20.............................................................................................................23%20%0D3.25.%20SPAIN%20...................................................................................................................23%20%0D3.26.%20SWEDEN%20...............................................................................................................24%20%0DANNEXES%20%28TEMPLATE%20LETTERS%29%20......................................................................................25%20%0DAnnex%201%20................................................................................................................25%20%0DAnnex%202%20................................................................................................................26%20%0D5%20Coordinated%20Supervision%20Committee%20-%20A%20Guide%20for%20exercising%20data%20subjects%E2%80%99%20rights%20July%202023%20%0DIndividuals%20whose%20personal%20data%20are%20collected%2C%20held%20or%20otherwise%20processed%20by%20Europol%20are%20entitled%20to%20rights%20regarding%20their%20personal%20data%2C%20namely%20the%20right%20of%20access%2C%20right%20to%20rectification%2C%20erasure%20and%20restriction%20of%20personal%20data%20and%20the%20right%20to%20have%20the%20legality%20of%20transfer%20of%20his%20or%20her%20personal%20data%20verified%20by%20a%20national%20supervisory%20authority.%20%0DThis%20Guide%20describes%20the%20modalities%20for%20exercising%20those%20rights.%20%0DThe%20Guide%20is%20divided%20into%20three%20sections:%20%28I%29%20data%20categories%20and%20exchange%20of%20personal%20data%20between%20Member%20States%20and%20Europol%2C%20%28II%29%20the%20rights%20granted%20to%20the%20individuals%20whose%20personal%20data%20are%20processed%20in%20Europol%E2%80%99s%20Information%20Systems%20and%20%28III%29%20a%20description%20of%20the%20procedure%20for%20exercising%20the%20right%20of%20access%20in%20each%20of%20the%20countries%20concerned.%20%0D1.%20DATA%20CATEGORIES%20AND%20EXCHANGE%20OF%20PERSONAL%20DATA%20BETWEEN%20MEMBER%20STATES%20AND%20EUROPOL%20%0DEuropol%20processes%20personal%20data%20based%20on%20Regulation%20%28EU%29%202016/794%20of%20the%20European%20Parliament%20and%20of%20the%20Council%20of%2011%20May%202016%20on%20the%20European%20Union%20Agency%20for%20Law%20Enforcement%20Cooperation%20%28Europol%29%20%28hereinafter%20%E2%80%9CEuropol%20Regulation%E2%80%9D%29%2C%20as%20amended%20by%20Regulation%202022/991%20of%20the%20European%20Parliament%20and%20of%20the%20Council%20of%208%20June%202022%20%28hereinafter%20%E2%80%9CRegulation%20amending%20Europol%20Regulation%E2%80%9D%29.%20%0DCategories%20of%20personal%20data%20processed%20%0DPersonal%20data%20collected%20and%20processed%20by%20Europol%20relate%20to:%20%0Da%29%20persons%20who%2C%20in%20accordance%20with%20the%20national%20law%20of%20the%20Member%20State%20concerned%2C%20are%20suspected%20of%20having%20committed%20or%20having%20taken%20part%20in%20a%20criminal%20offence%20in%20respect%20of%20which%20Europol%20is%20competent%2C%20or%20who%20have%20been%20convicted%20of%20such%20an%20offence%3B%20%0Db%29%20persons%20regarding%20whom%20there%20are%20factual%20indications%20or%20reasonable%20grounds%20under%20the%20national%20law%20of%20the%20Member%20State%20concerned%20to%20believe%20that%20they%20will%20commit%20criminal%20offences%20in%20respect%20of%20which%20Europol%20is%20competent%3B%20%0Dc%29%20persons%20who%20might%20be%20called%20on%20to%20testify%20in%20investigations%20in%20connection%20with%20the%20offences%20under%20consideration%20or%20in%20subsequent%20criminal%20proceedings%3B%20%0D%0D6%20Coordinated%20Supervision%20Committee%20-%20A%20Guide%20for%20exercising%20data%20subjects%E2%80%99%20rights%20July%202023%20%0Dd%29%20persons%20who%20have%20been%20the%20victims%20of%20one%20of%20the%20offences%20under%20consideration%20or%20with%20regard%20to%20whom%20certain%20facts%20give%20reasons%20to%20believe%20that%20they%20could%20be%20the%20victims%20of%20such%20an%20offence%3B%20%0De%29%20contacts%20and%20associates%3B%20and%20%0Df%29%20persons%20who%20can%20provide%20information%20on%20the%20criminal%20offences%20under%20consideration.%20%0D%0DThe%20categories%20of%20personal%20data%20and%20categories%20of%20data%20subjects%20whose%20data%20may%20be%20collected%20and%20processed%20for%20each%20purpose%20referred%20to%20in%20Article%2018%282%29%20are%20listed%20in%20Annex%20II%20to%20the%20Europol%20Regulation1.%20%0D1%20Regulation%20%28EU%29%202016/794%20of%20the%20European%20Parliament%20and%20of%20the%20Council%20of%2011%20May%202016%20on%20the%20European%20Union%20Agency%20for%20Law%20Enforcement%20Cooperation%20%28Europol%29%20and%20replacing%20and%20repealing%20Council%20Decisions%202009/371/JHA%2C%202009/934/JHA%2C%202009/935/JHA%2C%202009/936/JHA%20and%202009/968/JHA%2C%20page%2057%20%0DProcessing%20of%20personal%20data%2C%20by%20automated%20or%20other%20means%2C%20revealing%20racial%20or%20ethnic%20origin%2C%20political%20opinions%2C%20religious%20or%20philosophical%20beliefs%20or%20trade%20union%20membership%20and%20processing%20of%20genetic%20data%2C%20biometric%20data%20for%20the%20purpose%20of%20uniquely%20identifying%20a%20natural%20person%2C%20or%20data%20concerning%20a%20person%27s%20health%20or%20sex%20life%20shall%20be%20allowed%20only%20where%20strictly%20necessary%20and%20proportionate%20for%20the%20purposes%20of%20research%20and%20innovation%20projects%20pursuant%20to%20Article%2033a%20and%20for%20operational%20purposes%2C%20within%20Europol%E2%80%99s%20objectives%2C%20and%20only%20for%20preventing%20or%20combating%20crime%20that%20falls%20within%20Europol%E2%80%99s%20objectives.%20Such%20processing%20shall%20also%20be%20subject%20to%20appropriate%20safeguards%20laid%20down%20in%20this%20Regulation%20with%20regard%20to%20the%20rights%20and%20freedoms%20of%20the%20data%20subject%2C%20and%2C%20with%20the%20exception%20of%20biometric%20data%20processed%20for%20the%20purpose%20of%20uniquely%20identifying%20a%20natural%20person%2C%20shall%20be%20allowed%20only%20if%20those%20data%20supplement%20other%20personal%20data%20processed%20by%20Europol.%20%0DThe%20selection%20of%20a%20particular%20group%20of%20persons%20solely%20on%20the%20basis%20of%20such%20personal%20data%20shall%20be%20prohibited.%20%0DExchange%20of%20personal%20data%20%0DEuropol%20should%20be%20a%20hub%20for%20information%20exchange%20in%20the%20Union.%20Information%20collected%2C%20stored%2C%20processed%2C%20analysed%20and%20exchanged%20by%20Europol%20includes%20criminal%20intelligence%20which%20relates%20to%20information%20about%20crime%20or%20criminal%20activities%20falling%20within%20the%20scope%20of%20Europol%E2%80%99s%20objectives%2C%20obtained%20with%20a%20view%20to%20establishing%20whether%20concrete%20criminal%20acts%20have%20been%20committed%20or%20may%20be%20committed%20in%20the%20future.%20%0D7%20Coordinated%20Supervision%20Committee%20-%20A%20Guide%20for%20exercising%20data%20subjects%E2%80%99%20rights%20July%202023%20%0DIn%20order%20to%20ensure%20an%20effective%20cooperation%20between%20Europol%20and%20Member%20States%2C%20a%20national%20unit%20should%20be%20set%20up%20in%20each%20Member%20State.%20The%20national%20unit%20should%20be%20the%20liaison%20link%20between%20national%20competent%20authorities%20and%20Europol.%20To%20ensure%20a%20continuous%20and%20effective%20exchange%20of%20information%20between%20Europol%20and%20the%20national%20units%2C%20and%20to%20facilitate%20their%20cooperation%2C%20each%20national%20unit%20should%20designate%20at%20least%20one%20liaison%20officer%20to%20be%20attached%20to%20Europol.%20The%20liaison%20officers%20shall%20assist%20in%20the%20exchange%20of%20information%20between%20Europol%20and%20their%20Member%20States.%20%0DAlso%2C%20liaison%20officers%20shall%20assist%20in%20the%20exchange%20of%20information%20between%20their%20Member%20States%20and%20the%20liaison%20officers%20of%20other%20Member%20States%2C%20third%20countries%20and%20international%20organisations.%20%0D2.%20RIGHTS%20GRANTED%20TO%20INDIVIDUALS%20WHOSE%20DATA%20ARE%20PROCESSED%20BY%20EUROPOL%20%0DIn%20accordance%20with%20data%20protection%20principles%2C%20all%20individuals%20whose%20data%20are%20processed%20by%20Europol%20are%20granted%20specific%20rights%20by%20the%20aforementioned%20Europol%20Regulation.%20%0DThese%20are%20basically:%20%0D%EF%82%A7%20the%20right%20of%20access%20to%20data%20relating%20to%20them%20stored%20by%20Europol%3B%20%0D%EF%82%A7%20the%20right%20to%20rectification%2C%20erasure%20and%20restriction%3B%20%0D%EF%82%A7%20the%20right%20to%20have%20the%20legality%20of%20data%20relating%20to%20them%20transferred%20to%20Europol%20verified%3B%20%0D%EF%82%A7%20the%20right%20to%20bring%20proceedings%20before%20the%20court%20or%20competent%20authorities%20to%20correct%20or%20delete%20data%20or%20to%20obtain%20compensation.%20%0D%0DAnyone%20exercising%20any%20of%20these%20rights%20can%20apply%20to%20the%20authority%20appointed%20for%20that%20purpose%20in%20the%20Member%20State%20of%20his%20or%20her%20choice.%20That%20authority%20shall%20refer%20the%20request%20to%20Europol%20without%20delay%20and%20in%20any%20case%20within%20one%20month%20of%20receipt.%20%0DDeadlines%20for%20replies%20to%20individuals%E2%80%99%20requests%20%0DWhen%20an%20individual%20exercises%20his/her%20right%20of%20access%2C%20his/her%20right%20to%20rectification%2C%20erasure%20and%20restriction%2C%20Europol%20shall%20answer%20it%20without%20undue%20delay%2C%20and%20in%20any%20case%20within%20three%20months%20of%20receipt%20by%20Europol%20of%20the%20request%20from%20the%20national%20authority.%20%0D8%20Coordinated%20Supervision%20Committee%20-%20A%20Guide%20for%20exercising%20data%20subjects%E2%80%99%20rights%20July%202023%20%0D2.1.%20Right%20of%20access%20%0DThe%20right%20of%20access%20is%20the%20possibility%20for%20anyone%20who%20so%20requests%20to%20consult%20the%20information%20relating%20to%20him/her%20stored%20in%20a%20data%20file.%20This%20is%20a%20fundamental%20principle%20of%20data%20protection%20which%20enables%20data%20subjects%20to%20exercise%20control%20over%20personal%20data%20which%20is%20being%20processed%20by%20the%20controller%2C%20namely%20by%20Europol.%20%0DThis%20right%20is%20expressly%20provided%20for%20in%20Article%2036%20of%20Europol%20Regulation%2C%20and%20Article%2080%20of%20Regulation%20%28EU%29%202018/1725.%20%0DAny%20data%20subject%20wishing%20to%20exercise%20the%20right%20of%20access%20to%20personal%20data%20relating%20to%20him%20or%20her%20may%20make%20a%20request%20to%20that%20effect%20to%20the%20authority%20appointed%20for%20that%20purpose%20in%20the%20Member%20State%20of%20his%20or%20her%20choice%2C%20or%20to%20Europol.%20Where%20the%20request%20is%20made%20to%20that%20authority%2C%20it%20shall%20refer%20the%20request%20to%20Europol%20without%20delay%20and%20in%20any%20case%20within%20one%20month%20of%20receipt.%20%0DEuropol%20shall%20answer%20it%20without%20undue%20delay%20and%20in%20any%20case%20within%20three%20months%20of%20receipt%20by%20Europol%20of%20the%20request%20from%20the%20national%20authority.%20%0DEuropol%20shall%20consult%20the%20competent%20authorities%20of%20the%20Member%20States%20and%20the%20provider%20of%20the%20data%20concerned%20so%20that%20they%20could%20have%20the%20opportunity%20to%20state%20their%20position%20as%20to%20the%20possibility%20of%20disclosing%20the%20data%20to%20the%20applicant%2C%20and%20to%20object%20to%20Europol%27s%20proposed%20response.%20In%20the%20latter%20case%2C%20the%20Member%20State%20or%20the%20provider%20of%20the%20data%20concerned%20shall%20notify%20Europol%20of%20the%20reasons%20for%20its%20objection.%20%0DAccording%20to%20Article%2081%20of%20Regulation%20%28EU%29%202018/1725%2C%20Europol%20may%20restrict%2C%20wholly%20or%20partly%2C%20the%20right%20of%20access%20of%20the%20extent%20that%2C%20and%20for%20as%20long%20as%20such%20a%20partial%20or%20complete%20restriction%20constitutes%20a%20necessary%20and%20proportionate%20measure%20in%20a%20democratic%20society%20with%20due%20regard%20for%20the%20fundamental%20rights%20and%20legitimate%20interests%20of%20the%20natural%20person%20concerned%2C%20in%20order%20to:%20%0Da%29%20avoid%20obstructing%20official%20or%20legal%20inquiries%2C%20investigations%20or%20procedures%3B%20%0Db%29%20avoid%20prejudicing%20the%20prevention%2C%20detection%2C%20investigation%20or%20prosecution%20of%20criminal%20offences%20or%20the%20execution%20of%20criminal%20penalties%3B%20%0Dc%29%20protect%20the%20public%20security%20of%20Member%20States%3B%20%0Dd%29%20protect%20the%20national%20security%20of%20Member%20States%3B%20%0De%29%20protect%20the%20rights%20and%20freedoms%20of%20others%2C%20such%20as%20victims%20and%20witnesses.%20%0D%0DIn%20the%20cases%20referred%20above%2C%20Europol%20shall%20inform%20the%20data%20subject%2C%20without%20undue%20delay%2C%20in%20writing%20of%20any%20refusal%20or%20restriction%20of%20access%20and%20of%20the%20reasons%20for%20the%20refusal%20or%20the%20restriction.%20Such%20%0D9%20Coordinated%20Supervision%20Committee%20-%20A%20Guide%20for%20exercising%20data%20subjects%E2%80%99%20rights%20July%202023%20%0Dinformation%20may%20be%20omitted%20where%20the%20provision%20thereof%20would%20undermine%20one%20of%20the%20purpose%20above.%20%0D2.2.%20Right%20to%20rectification%2C%20erasure%20and%20restriction%20%0DBesides%20the%20right%20of%20access%2C%20there%20is%20also%20the%20right%20to%20request%20Europol%2C%20through%20the%20authority%20appointed%20for%20that%20purpose%20in%20the%20Member%20State%20of%20his%20or%20her%20choice%2C%20or%20to%20Europol%2C%20to%20rectify%20personal%20data%20concerning%20him%20or%20her%20held%20by%20Europol%20if%20they%20are%20incorrect%20or%20to%20complete%20or%20update%20the%20personal%20data.%20%0DThe%20data%20subjects%20have%20also%20the%20right%20to%20request%20Europol%2C%20directly%20or%20through%20the%20authority%20appointed%20for%20that%20purpose%20in%20the%20Member%20State%20of%20his%20or%20her%20choice%2C%20to%20erase%20personal%20data%20relating%20to%20him%20or%20her%20held%20by%20Europol%20if%20they%20are%20no%20longer%20required%20for%20the%20purposes%20for%20which%20they%20are%20collected%20or%20are%20further%20processed.%20%0DIf%20there%20are%20reasonable%20grounds%20to%20believe%20that%20erasure%20could%20affect%20the%20legitimate%20interests%20of%20the%20data%20subjects%2C%20Europol%20shall%20restrict%20rather%20than%20erase%20personal%20data.%20Restricted%20data%20shall%20be%20processed%20only%20for%20the%20purpose%20of%20protecting%20the%20rights%20of%20the%20data%20subject%2C%20where%20it%20is%20necessary%20to%20protect%20the%20vital%20interests%20of%20the%20data%20subject%20or%20of%20another%20person%2C%20or%20for%20the%20purposes%20laid%20down%20in%20Article%2082%284%29%20of%20Regulation%20%28EU%29%202018/1725%20and%20listed%20below:%20%0Da%29%20avoid%20obstructing%20official%20or%20legal%20inquiries%2C%20investigations%20or%20procedures%3B%20%0Db%29%20avoid%20prejudicing%20the%20preve
file:Secretariat%20postal%20address:%20Rue%20Wiertz%2060%2C%20B-1047%20Brussels%20Offices:%20Rue%20Montoyer%2030%2C%20B-1000%20Brussels%20E-mail%20:%20csc-secretariat%40edpb.europa.eu%20%0D%20%0DEUROPOL%E2%80%99S%20INFORMATION%20SYSTEMS%20%0DA%20GUIDE%20FOR%20EXERCISING%20DATA%20SUBJECTS%E2%80%99%20RIGHTS:%20%0DTHE%20RIGHT%20OF%20ACCESS%2C%20RECTIFICATION%2C%20ERASURE%20AND%20RESTRICTION%20%0DCoordinated%20Supervision%20Committee%20-%20A%20Guide%20for%20exercising%20data%20subjects%E2%80%99%20rights%20vis-%C3%A0-vis%20Europol%20July%202023%20%0DThis%20guide%20was%20compiled%20by%20the%20Coordinated%20Supervision%20Committee.%20%0DThe%20national%20contributions%2C%20and%20any%20translations%20of%20this%20guide%20into%20languages%20other%20than%20English%2C%20are%20the%20responsibility%20of%20each%20national%20supervisory%20authority%20and%20they%20do%20not%20necessarily%20reflect%20the%20official%20position%20of%20the%20CSC.%20The%20CSC%20does%20not%20guarantee%20the%20accuracy%20of%20the%20information%20included%20in%20the%20national%20contributions%20and%20any%20questions%20should%20be%20address%20to%20the%20respective%20national%20supervisory%20authorities.%20Neither%20the%20CSC%20nor%20any%20person%20acting%20on%20the%20CSC%E2%80%99s%20behalf%20may%20be%20held%20responsible%20for%20the%20use%20which%20may%20be%20made%20of%20the%20information%20contained%20therein.%20%0DSecretariat%20postal%20address:%20Rue%20Wiertz%2060%2C%20B-1047%20Brussels%20%0DOffices:%20Rue%20Montoyer%2030%2C%20B-1000%20Brussels%20%0DE-mail%20:%20csc-secretariat%40edpb.europa.eu%20%0D3%20Coordinated%20Supervision%20Committee%20-%20A%20Guide%20for%20exercising%20data%20subjects%E2%80%99%20rights%20July%202023%20%0DTABLE%20OF%20CONTENTS%20%0D1.%20DATA%20CATEGORIES%20AND%20EXCHANGE%20OF%20PERSONAL%20DATA%20BETWEEN%20MEMBER%20STATES%20AND%20EUROPOL%20........................................................................................................5%20%0D2.%20RIGHTS%20GRANTED%20TO%20INDIVIDUALS%20WHOSE%20DATA%20ARE%20PROCESSED%20BY%20EUROPOL%20.......7%20%0D2.1.%20Right%20of%20access..................................................................................................8%20%0D2.2.%20Right%20to%20rectification%2C%20erasure%20and%20restriction%20.....................................................9%20%0D2.3.%20Right%20to%20have%20the%20legality%20of%20data%20relating%20to%20them%20transferred%20to%20Europol%20verified%20........................................................................................................10%20%0D2.4.%20Remedies:%20the%20right%20to%20complain%20to%20EDPS%20or%20to%20initiate%20a%20judicial%20proceeding......10%20%0D3.%20CONTACT%20POINTS%20..................................................................................................11%20%0D3.1.%20AUSTRIA%20...............................................................................................................12%20%0D3.2.%20BELGIUM%20..............................................................................................................12%20%0D3.3.%20BULGARIA%20.............................................................................................................12%20%0D3.4.%20CROATIA%20...............................................................................................................13%20%0D3.5.%20CYPRUS.................................................................................................................13%20%0D3.6.%20CZECH%20REPUBLIC%20...................................................................................................14%20%0D3.7.%20ESTONIA%20...............................................................................................................14%20%0D3.8.%20FINLAND%20...............................................................................................................15%20%0D3.9.%20FRANCE%20................................................................................................................15%20%0D3.10.%20GERMANY%20.............................................................................................................16%20%0D3.11.%20GREECE.................................................................................................................16%20%0D3.12.%20HUNGARY%20.............................................................................................................17%20%0D3.13.%20IRELAND%20...............................................................................................................17%20%0D3.14.%20ITALY%20....................................................................................................................18%20%0D3.15.%20LATVIA%20..................................................................................................................18%20%0D3.16.%20LITHUANIA%20............................................................................................................19%20%0D3.17.%20LUXEMBOURG%20......................................................................................................19%20%0D3.18.%20MALTA..................................................................................................................20%20%0D4%20Coordinated%20Supervision%20Committee%20-%20A%20Guide%20for%20exercising%20data%20subjects%E2%80%99%20rights%20July%202023%20%0D3.19.%20NETHERLANDS%20......................................................................................................20%20%0D3.20.%20POLAND................................................................................................................21%20%0D3.21.%20PORTUGAL%20............................................................................................................21%20%0D3.22.%20ROMANIA%20.............................................................................................................21%20%0D3.23.%20SLOVAK%20REPUBLIC%20.................................................................................................22%20%0D3.24.%20SLOVENIA%20.............................................................................................................23%20%0D3.25.%20SPAIN%20...................................................................................................................23%20%0D3.26.%20SWEDEN%20...............................................................................................................24%20%0DANNEXES%20%28TEMPLATE%20LETTERS%29%20......................................................................................25%20%0DAnnex%201%20................................................................................................................25%20%0DAnnex%202%20................................................................................................................26%20%0D5%20Coordinated%20Supervision%20Committee%20-%20A%20Guide%20for%20exercising%20data%20subjects%E2%80%99%20rights%20July%202023%20%0DIndividuals%20whose%20personal%20data%20are%20collected%2C%20held%20or%20otherwise%20processed%20by%20Europol%20are%20entitled%20to%20rights%20regarding%20their%20personal%20data%2C%20namely%20the%20right%20of%20access%2C%20right%20to%20rectification%2C%20erasure%20and%20restriction%20of%20personal%20data%20and%20the%20right%20to%20have%20the%20legality%20of%20transfer%20of%20his%20or%20her%20personal%20data%20verified%20by%20a%20national%20supervisory%20authority.%20%0DThis%20Guide%20describes%20the%20modalities%20for%20exercising%20those%20rights.%20%0DThe%20Guide%20is%20divided%20into%20three%20sections:%20%28I%29%20data%20categories%20and%20exchange%20of%20personal%20data%20between%20Member%20States%20and%20Europol%2C%20%28II%29%20the%20rights%20granted%20to%20the%20individuals%20whose%20personal%20data%20are%20processed%20in%20Europol%E2%80%99s%20Information%20Systems%20and%20%28III%29%20a%20description%20of%20the%20procedure%20for%20exercising%20the%20right%20of%20access%20in%20each%20of%20the%20countries%20concerned.%20%0D1.%20DATA%20CATEGORIES%20AND%20EXCHANGE%20OF%20PERSONAL%20DATA%20BETWEEN%20MEMBER%20STATES%20AND%20EUROPOL%20%0DEuropol%20processes%20personal%20data%20based%20on%20Regulation%20%28EU%29%202016/794%20of%20the%20European%20Parliament%20and%20of%20the%20Council%20of%2011%20May%202016%20on%20the%20European%20Union%20Agency%20for%20Law%20Enforcement%20Cooperation%20%28Europol%29%20%28hereinafter%20%E2%80%9CEuropol%20Regulation%E2%80%9D%29%2C%20as%20amended%20by%20Regulation%202022/991%20of%20the%20European%20Parliament%20and%20of%20the%20Council%20of%208%20June%202022%20%28hereinafter%20%E2%80%9CRegulation%20amending%20Europol%20Regulation%E2%80%9D%29.%20%0DCategories%20of%20personal%20data%20processed%20%0DPersonal%20data%20collected%20and%20processed%20by%20Europol%20relate%20to:%20%0Da%29%20persons%20who%2C%20in%20accordance%20with%20the%20national%20law%20of%20the%20Member%20State%20concerned%2C%20are%20suspected%20of%20having%20committed%20or%20having%20taken%20part%20in%20a%20criminal%20offence%20in%20respect%20of%20which%20Europol%20is%20competent%2C%20or%20who%20have%20been%20convicted%20of%20such%20an%20offence%3B%20%0Db%29%20persons%20regarding%20whom%20there%20are%20factual%20indications%20or%20reasonable%20grounds%20under%20the%20national%20law%20of%20the%20Member%20State%20concerned%20to%20believe%20that%20they%20will%20commit%20criminal%20offences%20in%20respect%20of%20which%20Europol%20is%20competent%3B%20%0Dc%29%20persons%20who%20might%20be%20called%20on%20to%20testify%20in%20investigations%20in%20connection%20with%20the%20offences%20under%20consideration%20or%20in%20subsequent%20criminal%20proceedings%3B%20%0D%0D6%20Coordinated%20Supervision%20Committee%20-%20A%20Guide%20for%20exercising%20data%20subjects%E2%80%99%20rights%20July%202023%20%0Dd%29%20persons%20who%20have%20been%20the%20victims%20of%20one%20of%20the%20offences%20under%20consideration%20or%20with%20regard%20to%20whom%20certain%20facts%20give%20reasons%20to%20believe%20that%20they%20could%20be%20the%20victims%20of%20such%20an%20offence%3B%20%0De%29%20contacts%20and%20associates%3B%20and%20%0Df%29%20persons%20who%20can%20provide%20information%20on%20the%20criminal%20offences%20under%20consideration.%20%0D%0DThe%20categories%20of%20personal%20data%20and%20categories%20of%20data%20subjects%20whose%20data%20may%20be%20collected%20and%20processed%20for%20each%20purpose%20referred%20to%20in%20Article%2018%282%29%20are%20listed%20in%20Annex%20II%20to%20the%20Europol%20Regulation1.%20%0D1%20Regulation%20%28EU%29%202016/794%20of%20the%20European%20Parliament%20and%20of%20the%20Council%20of%2011%20May%202016%20on%20the%20European%20Union%20Agency%20for%20Law%20Enforcement%20Cooperation%20%28Europol%29%20and%20replacing%20and%20repealing%20Council%20Decisions%202009/371/JHA%2C%202009/934/JHA%2C%202009/935/JHA%2C%202009/936/JHA%20and%202009/968/JHA%2C%20page%2057%20%0DProcessing%20of%20personal%20data%2C%20by%20automated%20or%20other%20means%2C%20revealing%20racial%20or%20ethnic%20origin%2C%20political%20opinions%2C%20religious%20or%20philosophical%20beliefs%20or%20trade%20union%20membership%20and%20processing%20of%20genetic%20data%2C%20biometric%20data%20for%20the%20purpose%20of%20uniquely%20identifying%20a%20natural%20person%2C%20or%20data%20concerning%20a%20person%27s%20health%20or%20sex%20life%20shall%20be%20allowed%20only%20where%20strictly%20necessary%20and%20proportionate%20for%20the%20purposes%20of%20research%20and%20innovation%20projects%20pursuant%20to%20Article%2033a%20and%20for%20operational%20purposes%2C%20within%20Europol%E2%80%99s%20objectives%2C%20and%20only%20for%20preventing%20or%20combating%20crime%20that%20falls%20within%20Europol%E2%80%99s%20objectives.%20Such%20processing%20shall%20also%20be%20subject%20to%20appropriate%20safeguards%20laid%20down%20in%20this%20Regulation%20with%20regard%20to%20the%20rights%20and%20freedoms%20of%20the%20data%20subject%2C%20and%2C%20with%20the%20exception%20of%20biometric%20data%20processed%20for%20the%20purpose%20of%20uniquely%20identifying%20a%20natural%20person%2C%20shall%20be%20allowed%20only%20if%20those%20data%20supplement%20other%20personal%20data%20processed%20by%20Europol.%20%0DThe%20selection%20of%20a%20particular%20group%20of%20persons%20solely%20on%20the%20basis%20of%20such%20personal%20data%20shall%20be%20prohibited.%20%0DExchange%20of%20personal%20data%20%0DEuropol%20should%20be%20a%20hub%20for%20information%20exchange%20in%20the%20Union.%20Information%20collected%2C%20stored%2C%20processed%2C%20analysed%20and%20exchanged%20by%20Europol%20includes%20criminal%20intelligence%20which%20relates%20to%20information%20about%20crime%20or%20criminal%20activities%20falling%20within%20the%20scope%20of%20Europol%E2%80%99s%20objectives%2C%20obtained%20with%20a%20view%20to%20establishing%20whether%20concrete%20criminal%20acts%20have%20been%20committed%20or%20may%20be%20committed%20in%20the%20future.%20%0D7%20Coordinated%20Supervision%20Committee%20-%20A%20Guide%20for%20exercising%20data%20subjects%E2%80%99%20rights%20July%202023%20%0DIn%20order%20to%20ensure%20an%20effective%20cooperation%20between%20Europol%20and%20Member%20States%2C%20a%20national%20unit%20should%20be%20set%20up%20in%20each%20Member%20State.%20The%20national%20unit%20should%20be%20the%20liaison%20link%20between%20national%20competent%20authorities%20and%20Europol.%20To%20ensure%20a%20continuous%20and%20effective%20exchange%20of%20information%20between%20Europol%20and%20the%20national%20units%2C%20and%20to%20facilitate%20their%20cooperation%2C%20each%20national%20unit%20should%20designate%20at%20least%20one%20liaison%20officer%20to%20be%20attached%20to%20Europol.%20The%20liaison%20officers%20shall%20assist%20in%20the%20exchange%20of%20information%20between%20Europol%20and%20their%20Member%20States.%20%0DAlso%2C%20liaison%20officers%20shall%20assist%20in%20the%20exchange%20of%20information%20between%20their%20Member%20States%20and%20the%20liaison%20officers%20of%20other%20Member%20States%2C%20third%20countries%20and%20international%20organisations.%20%0D2.%20RIGHTS%20GRANTED%20TO%20INDIVIDUALS%20WHOSE%20DATA%20ARE%20PROCESSED%20BY%20EUROPOL%20%0DIn%20accordance%20with%20data%20protection%20principles%2C%20all%20individuals%20whose%20data%20are%20processed%20by%20Europol%20are%20granted%20specific%20rights%20by%20the%20aforementioned%20Europol%20Regulation.%20%0DThese%20are%20basically:%20%0D%EF%82%A7%20the%20right%20of%20access%20to%20data%20relating%20to%20them%20stored%20by%20Europol%3B%20%0D%EF%82%A7%20the%20right%20to%20rectification%2C%20erasure%20and%20restriction%3B%20%0D%EF%82%A7%20the%20right%20to%20have%20the%20legality%20of%20data%20relating%20to%20them%20transferred%20to%20Europol%20verified%3B%20%0D%EF%82%A7%20the%20right%20to%20bring%20proceedings%20before%20the%20court%20or%20competent%20authorities%20to%20correct%20or%20delete%20data%20or%20to%20obtain%20compensation.%20%0D%0DAnyone%20exercising%20any%20of%20these%20rights%20can%20apply%20to%20the%20authority%20appointed%20for%20that%20purpose%20in%20the%20Member%20State%20of%20his%20or%20her%20choice.%20That%20authority%20shall%20refer%20the%20request%20to%20Europol%20without%20delay%20and%20in%20any%20case%20within%20one%20month%20of%20receipt.%20%0DDeadlines%20for%20replies%20to%20individuals%E2%80%99%20requests%20%0DWhen%20an%20individual%20exercises%20his/her%20right%20of%20access%2C%20his/her%20right%20to%20rectification%2C%20erasure%20and%20restriction%2C%20Europol%20shall%20answer%20it%20without%20undue%20delay%2C%20and%20in%20any%20case%20within%20three%20months%20of%20receipt%20by%20Europol%20of%20the%20request%20from%20the%20national%20authority.%20%0D8%20Coordinated%20Supervision%20Committee%20-%20A%20Guide%20for%20exercising%20data%20subjects%E2%80%99%20rights%20July%202023%20%0D2.1.%20Right%20of%20access%20%0DThe%20right%20of%20access%20is%20the%20possibility%20for%20anyone%20who%20so%20requests%20to%20consult%20the%20information%20relating%20to%20him/her%20stored%20in%20a%20data%20file.%20This%20is%20a%20fundamental%20principle%20of%20data%20protection%20which%20enables%20data%20subjects%20to%20exercise%20control%20over%20personal%20data%20which%20is%20being%20processed%20by%20the%20controller%2C%20namely%20by%20Europol.%20%0DThis%20right%20is%20expressly%20provided%20for%20in%20Article%2036%20of%20Europol%20Regulation%2C%20and%20Article%2080%20of%20Regulation%20%28EU%29%202018/1725.%20%0DAny%20data%20subject%20wishing%20to%20exercise%20the%20right%20of%20access%20to%20personal%20data%20relating%20to%20him%20or%20her%20may%20make%20a%20request%20to%20that%20effect%20to%20the%20authority%20appointed%20for%20that%20purpose%20in%20the%20Member%20State%20of%20his%20or%20her%20choice%2C%20or%20to%20Europol.%20Where%20the%20request%20is%20made%20to%20that%20authority%2C%20it%20shall%20refer%20the%20request%20to%20Europol%20without%20delay%20and%20in%20any%20case%20within%20one%20month%20of%20receipt.%20%0DEuropol%20shall%20answer%20it%20without%20undue%20delay%20and%20in%20any%20case%20within%20three%20months%20of%20receipt%20by%20Europol%20of%20the%20request%20from%20the%20national%20authority.%20%0DEuropol%20shall%20consult%20the%20competent%20authorities%20of%20the%20Member%20States%20and%20the%20provider%20of%20the%20data%20concerned%20so%20that%20they%20could%20have%20the%20opportunity%20to%20state%20their%20position%20as%20to%20the%20possibility%20of%20disclosing%20the%20data%20to%20the%20applicant%2C%20and%20to%20object%20to%20Europol%27s%20proposed%20response.%20In%20the%20latter%20case%2C%20the%20Member%20State%20or%20the%20provider%20of%20the%20data%20concerned%20shall%20notify%20Europol%20of%20the%20reasons%20for%20its%20objection.%20%0DAccording%20to%20Article%2081%20of%20Regulation%20%28EU%29%202018/1725%2C%20Europol%20may%20restrict%2C%20wholly%20or%20partly%2C%20the%20right%20of%20access%20of%20the%20extent%20that%2C%20and%20for%20as%20long%20as%20such%20a%20partial%20or%20complete%20restriction%20constitutes%20a%20necessary%20and%20proportionate%20measure%20in%20a%20democratic%20society%20with%20due%20regard%20for%20the%20fundamental%20rights%20and%20legitimate%20interests%20of%20the%20natural%20person%20concerned%2C%20in%20order%20to:%20%0Da%29%20avoid%20obstructing%20official%20or%20legal%20inquiries%2C%20investigations%20or%20procedures%3B%20%0Db%29%20avoid%20prejudicing%20the%20prevention%2C%20detection%2C%20investigation%20or%20prosecution%20of%20criminal%20offences%20or%20the%20execution%20of%20criminal%20penalties%3B%20%0Dc%29%20protect%20the%20public%20security%20of%20Member%20States%3B%20%0Dd%29%20protect%20the%20national%20security%20of%20Member%20States%3B%20%0De%29%20protect%20the%20rights%20and%20freedoms%20of%20others%2C%20such%20as%20victims%20and%20witnesses.%20%0D%0DIn%20the%20cases%20referred%20above%2C%20Europol%20shall%20inform%20the%20data%20subject%2C%20without%20undue%20delay%2C%20in%20writing%20of%20any%20refusal%20or%20restriction%20of%20access%20and%20of%20the%20reasons%20for%20the%20refusal%20or%20the%20restriction.%20Such%20%0D9%20Coordinated%20Supervision%20Committee%20-%20A%20Guide%20for%20exercising%20data%20subjects%E2%80%99%20rights%20July%202023%20%0Dinformation%20may%20be%20omitted%20where%20the%20provision%20thereof%20would%20undermine%20one%20of%20the%20purpose%20above.%20%0D2.2.%20Right%20to%20rectification%2C%20erasure%20and%20restriction%20%0DBesides%20the%20right%20of%20access%2C%20there%20is%20also%20the%20right%20to%20request%20Europol%2C%20through%20the%20authority%20appointed%20for%20that%20purpose%20in%20the%20Member%20State%20of%20his%20or%20her%20choice%2C%20or%20to%20Europol%2C%20to%20rectify%20personal%20data%20concerning%20him%20or%20her%20held%20by%20Europol%20if%20they%20are%20incorrect%20or%20to%20complete%20or%20update%20the%20personal%20data.%20%0DThe%20data%20subjects%20have%20also%20the%20right%20to%20request%20Europol%2C%20directly%20or%20through%20the%20authority%20appointed%20for%20that%20purpose%20in%20the%20Member%20State%20of%20his%20or%20her%20choice%2C%20to%20erase%20personal%20data%20relating%20to%20him%20or%20her%20held%20by%20Europol%20if%20they%20are%20no%20longer%20required%20for%20the%20purposes%20for%20which%20they%20are%20collected%20or%20are%20further%20processed.%20%0DIf%20there%20are%20reasonable%20grounds%20to%20believe%20that%20erasure%20could%20affect%20the%20legitimate%20interests%20of%20the%20data%20subjects%2C%20Europol%20shall%20restrict%20rather%20than%20erase%20personal%20data.%20Restricted%20data%20shall%20be%20processed%20only%20for%20the%20purpose%20of%20protecting%20the%20rights%20of%20the%20data%20subject%2C%20where%20it%20is%20necessary%20to%20protect%20the%20vital%20interests%20of%20the%20data%20subject%20or%20of%20another%20person%2C%20or%20for%20the%20purposes%20laid%20down%20in%20Article%2082%284%29%20of%20Regulation%20%28EU%29%202018/1725%20and%20listed%20below:%20%0Da%29%20avoid%20obstructing%20official%20or%20legal%20inquiries%2C%20investigations%20or%20procedures%3B%20%0Db%29%20avoid%20prejudicing%20the%20preve
file:Secretariat%20postal%20address:%20Rue%20Wiertz%2060%2C%20B-1047%20Brussels%20Offices:%20Rue%20Montoyer%2030%2C%20B-1000%20Brussels%20E-mail%20:%20csc-secretariat%40edpb.europa.eu%20%0D%20%0DEUROPOL%E2%80%99S%20INFORMATION%20SYSTEMS%20%0DA%20GUIDE%20FOR%20EXERCISING%20DATA%20SUBJECTS%E2%80%99%20RIGHTS:%20%0DTHE%20RIGHT%20OF%20ACCESS%2C%20RECTIFICATION%2C%20ERASURE%20AND%20RESTRICTION%20%0DCoordinated%20Supervision%20Committee%20-%20A%20Guide%20for%20exercising%20data%20subjects%E2%80%99%20rights%20vis-%C3%A0-vis%20Europol%20July%202023%20%0DThis%20guide%20was%20compiled%20by%20the%20Coordinated%20Supervision%20Committee.%20%0DThe%20national%20contributions%2C%20and%20any%20translations%20of%20this%20guide%20into%20languages%20other%20than%20English%2C%20are%20the%20responsibility%20of%20each%20national%20supervisory%20authority%20and%20they%20do%20not%20necessarily%20reflect%20the%20official%20position%20of%20the%20CSC.%20The%20CSC%20does%20not%20guarantee%20the%20accuracy%20of%20the%20information%20included%20in%20the%20national%20contributions%20and%20any%20questions%20should%20be%20address%20to%20the%20respective%20national%20supervisory%20authorities.%20Neither%20the%20CSC%20nor%20any%20person%20acting%20on%20the%20CSC%E2%80%99s%20behalf%20may%20be%20held%20responsible%20for%20the%20use%20which%20may%20be%20made%20of%20the%20information%20contained%20therein.%20%0DSecretariat%20postal%20address:%20Rue%20Wiertz%2060%2C%20B-1047%20Brussels%20%0DOffices:%20Rue%20Montoyer%2030%2C%20B-1000%20Brussels%20%0DE-mail%20:%20csc-secretariat%40edpb.europa.eu%20%0D3%20Coordinated%20Supervision%20Committee%20-%20A%20Guide%20for%20exercising%20data%20subjects%E2%80%99%20rights%20July%202023%20%0DTABLE%20OF%20CONTENTS%20%0D1.%20DATA%20CATEGORIES%20AND%20EXCHANGE%20OF%20PERSONAL%20DATA%20BETWEEN%20MEMBER%20STATES%20AND%20EUROPOL%20........................................................................................................5%20%0D2.%20RIGHTS%20GRANTED%20TO%20INDIVIDUALS%20WHOSE%20DATA%20ARE%20PROCESSED%20BY%20EUROPOL%20.......7%20%0D2.1.%20Right%20of%20access..................................................................................................8%20%0D2.2.%20Right%20to%20rectification%2C%20erasure%20and%20restriction%20.....................................................9%20%0D2.3.%20Right%20to%20have%20the%20legality%20of%20data%20relating%20to%20them%20transferred%20to%20Europol%20verified%20........................................................................................................10%20%0D2.4.%20Remedies:%20the%20right%20to%20complain%20to%20EDPS%20or%20to%20initiate%20a%20judicial%20proceeding......10%20%0D3.%20CONTACT%20POINTS%20..................................................................................................11%20%0D3.1.%20AUSTRIA%20...............................................................................................................12%20%0D3.2.%20BELGIUM%20..............................................................................................................12%20%0D3.3.%20BULGARIA%20.............................................................................................................12%20%0D3.4.%20CROATIA%20...............................................................................................................13%20%0D3.5.%20CYPRUS.................................................................................................................13%20%0D3.6.%20CZECH%20REPUBLIC%20...................................................................................................14%20%0D3.7.%20ESTONIA%20...............................................................................................................14%20%0D3.8.%20FINLAND%20...............................................................................................................15%20%0D3.9.%20FRANCE%20................................................................................................................15%20%0D3.10.%20GERMANY%20.............................................................................................................16%20%0D3.11.%20GREECE.................................................................................................................16%20%0D3.12.%20HUNGARY%20.............................................................................................................17%20%0D3.13.%20IRELAND%20...............................................................................................................17%20%0D3.14.%20ITALY%20....................................................................................................................18%20%0D3.15.%20LATVIA%20..................................................................................................................18%20%0D3.16.%20LITHUANIA%20............................................................................................................19%20%0D3.17.%20LUXEMBOURG%20......................................................................................................19%20%0D3.18.%20MALTA..................................................................................................................20%20%0D4%20Coordinated%20Supervision%20Committee%20-%20A%20Guide%20for%20exercising%20data%20subjects%E2%80%99%20rights%20July%202023%20%0D3.19.%20NETHERLANDS%20......................................................................................................20%20%0D3.20.%20POLAND................................................................................................................21%20%0D3.21.%20PORTUGAL%20............................................................................................................21%20%0D3.22.%20ROMANIA%20.............................................................................................................21%20%0D3.23.%20SLOVAK%20REPUBLIC%20.................................................................................................22%20%0D3.24.%20SLOVENIA%20.............................................................................................................23%20%0D3.25.%20SPAIN%20...................................................................................................................23%20%0D3.26.%20SWEDEN%20...............................................................................................................24%20%0DANNEXES%20%28TEMPLATE%20LETTERS%29%20......................................................................................25%20%0DAnnex%201%20................................................................................................................25%20%0DAnnex%202%20................................................................................................................26%20%0D5%20Coordinated%20Supervision%20Committee%20-%20A%20Guide%20for%20exercising%20data%20subjects%E2%80%99%20rights%20July%202023%20%0DIndividuals%20whose%20personal%20data%20are%20collected%2C%20held%20or%20otherwise%20processed%20by%20Europol%20are%20entitled%20to%20rights%20regarding%20their%20personal%20data%2C%20namely%20the%20right%20of%20access%2C%20right%20to%20rectification%2C%20erasure%20and%20restriction%20of%20personal%20data%20and%20the%20right%20to%20have%20the%20legality%20of%20transfer%20of%20his%20or%20her%20personal%20data%20verified%20by%20a%20national%20supervisory%20authority.%20%0DThis%20Guide%20describes%20the%20modalities%20for%20exercising%20those%20rights.%20%0DThe%20Guide%20is%20divided%20into%20three%20sections:%20%28I%29%20data%20categories%20and%20exchange%20of%20personal%20data%20between%20Member%20States%20and%20Europol%2C%20%28II%29%20the%20rights%20granted%20to%20the%20individuals%20whose%20personal%20data%20are%20processed%20in%20Europol%E2%80%99s%20Information%20Systems%20and%20%28III%29%20a%20description%20of%20the%20procedure%20for%20exercising%20the%20right%20of%20access%20in%20each%20of%20the%20countries%20concerned.%20%0D1.%20DATA%20CATEGORIES%20AND%20EXCHANGE%20OF%20PERSONAL%20DATA%20BETWEEN%20MEMBER%20STATES%20AND%20EUROPOL%20%0DEuropol%20processes%20personal%20data%20based%20on%20Regulation%20%28EU%29%202016/794%20of%20the%20European%20Parliament%20and%20of%20the%20Council%20of%2011%20May%202016%20on%20the%20European%20Union%20Agency%20for%20Law%20Enforcement%20Cooperation%20%28Europol%29%20%28hereinafter%20%E2%80%9CEuropol%20Regulation%E2%80%9D%29%2C%20as%20amended%20by%20Regulation%202022/991%20of%20the%20European%20Parliament%20and%20of%20the%20Council%20of%208%20June%202022%20%28hereinafter%20%E2%80%9CRegulation%20amending%20Europol%20Regulation%E2%80%9D%29.%20%0DCategories%20of%20personal%20data%20processed%20%0DPersonal%20data%20collected%20and%20processed%20by%20Europol%20relate%20to:%20%0Da%29%20persons%20who%2C%20in%20accordance%20with%20the%20national%20law%20of%20the%20Member%20State%20concerned%2C%20are%20suspected%20of%20having%20committed%20or%20having%20taken%20part%20in%20a%20criminal%20offence%20in%20respect%20of%20which%20Europol%20is%20competent%2C%20or%20who%20have%20been%20convicted%20of%20such%20an%20offence%3B%20%0Db%29%20persons%20regarding%20whom%20there%20are%20factual%20indications%20or%20reasonable%20grounds%20under%20the%20national%20law%20of%20the%20Member%20State%20concerned%20to%20believe%20that%20they%20will%20commit%20criminal%20offences%20in%20respect%20of%20which%20Europol%20is%20competent%3B%20%0Dc%29%20persons%20who%20might%20be%20called%20on%20to%20testify%20in%20investigations%20in%20connection%20with%20the%20offences%20under%20consideration%20or%20in%20subsequent%20criminal%20proceedings%3B%20%0D%0D6%20Coordinated%20Supervision%20Committee%20-%20A%20Guide%20for%20exercising%20data%20subjects%E2%80%99%20rights%20July%202023%20%0Dd%29%20persons%20who%20have%20been%20the%20victims%20of%20one%20of%20the%20offences%20under%20consideration%20or%20with%20regard%20to%20whom%20certain%20facts%20give%20reasons%20to%20believe%20that%20they%20could%20be%20the%20victims%20of%20such%20an%20offence%3B%20%0De%29%20contacts%20and%20associates%3B%20and%20%0Df%29%20persons%20who%20can%20provide%20information%20on%20the%20criminal%20offences%20under%20consideration.%20%0D%0DThe%20categories%20of%20personal%20data%20and%20categories%20of%20data%20subjects%20whose%20data%20may%20be%20collected%20and%20processed%20for%20each%20purpose%20referred%20to%20in%20Article%2018%282%29%20are%20listed%20in%20Annex%20II%20to%20the%20Europol%20Regulation1.%20%0D1%20Regulation%20%28EU%29%202016/794%20of%20the%20European%20Parliament%20and%20of%20the%20Council%20of%2011%20May%202016%20on%20the%20European%20Union%20Agency%20for%20Law%20Enforcement%20Cooperation%20%28Europol%29%20and%20replacing%20and%20repealing%20Council%20Decisions%202009/371/JHA%2C%202009/934/JHA%2C%202009/935/JHA%2C%202009/936/JHA%20and%202009/968/JHA%2C%20page%2057%20%0DProcessing%20of%20personal%20data%2C%20by%20automated%20or%20other%20means%2C%20revealing%20racial%20or%20ethnic%20origin%2C%20political%20opinions%2C%20religious%20or%20philosophical%20beliefs%20or%20trade%20union%20membership%20and%20processing%20of%20genetic%20data%2C%20biometric%20data%20for%20the%20purpose%20of%20uniquely%20identifying%20a%20natural%20person%2C%20or%20data%20concerning%20a%20person%27s%20health%20or%20sex%20life%20shall%20be%20allowed%20only%20where%20strictly%20necessary%20and%20proportionate%20for%20the%20purposes%20of%20research%20and%20innovation%20projects%20pursuant%20to%20Article%2033a%20and%20for%20operational%20purposes%2C%20within%20Europol%E2%80%99s%20objectives%2C%20and%20only%20for%20preventing%20or%20combating%20crime%20that%20falls%20within%20Europol%E2%80%99s%20objectives.%20Such%20processing%20shall%20also%20be%20subject%20to%20appropriate%20safeguards%20laid%20down%20in%20this%20Regulation%20with%20regard%20to%20the%20rights%20and%20freedoms%20of%20the%20data%20subject%2C%20and%2C%20with%20the%20exception%20of%20biometric%20data%20processed%20for%20the%20purpose%20of%20uniquely%20identifying%20a%20natural%20person%2C%20shall%20be%20allowed%20only%20if%20those%20data%20supplement%20other%20personal%20data%20processed%20by%20Europol.%20%0DThe%20selection%20of%20a%20particular%20group%20of%20persons%20solely%20on%20the%20basis%20of%20such%20personal%20data%20shall%20be%20prohibited.%20%0DExchange%20of%20personal%20data%20%0DEuropol%20should%20be%20a%20hub%20for%20information%20exchange%20in%20the%20Union.%20Information%20collected%2C%20stored%2C%20processed%2C%20analysed%20and%20exchanged%20by%20Europol%20includes%20criminal%20intelligence%20which%20relates%20to%20information%20about%20crime%20or%20criminal%20activities%20falling%20within%20the%20scope%20of%20Europol%E2%80%99s%20objectives%2C%20obtained%20with%20a%20view%20to%20establishing%20whether%20concrete%20criminal%20acts%20have%20been%20committed%20or%20may%20be%20committed%20in%20the%20future.%20%0D7%20Coordinated%20Supervision%20Committee%20-%20A%20Guide%20for%20exercising%20data%20subjects%E2%80%99%20rights%20July%202023%20%0DIn%20order%20to%20ensure%20an%20effective%20cooperation%20between%20Europol%20and%20Member%20States%2C%20a%20national%20unit%20should%20be%20set%20up%20in%20each%20Member%20State.%20The%20national%20unit%20should%20be%20the%20liaison%20link%20between%20national%20competent%20authorities%20and%20Europol.%20To%20ensure%20a%20continuous%20and%20effective%20exchange%20of%20information%20between%20Europol%20and%20the%20national%20units%2C%20and%20to%20facilitate%20their%20cooperation%2C%20each%20national%20unit%20should%20designate%20at%20least%20one%20liaison%20officer%20to%20be%20attached%20to%20Europol.%20The%20liaison%20officers%20shall%20assist%20in%20the%20exchange%20of%20information%20between%20Europol%20and%20their%20Member%20States.%20%0DAlso%2C%20liaison%20officers%20shall%20assist%20in%20the%20exchange%20of%20information%20between%20their%20Member%20States%20and%20the%20liaison%20officers%20of%20other%20Member%20States%2C%20third%20countries%20and%20international%20organisations.%20%0D2.%20RIGHTS%20GRANTED%20TO%20INDIVIDUALS%20WHOSE%20DATA%20ARE%20PROCESSED%20BY%20EUROPOL%20%0DIn%20accordance%20with%20data%20protection%20principles%2C%20all%20individuals%20whose%20data%20are%20processed%20by%20Europol%20are%20granted%20specific%20rights%20by%20the%20aforementioned%20Europol%20Regulation.%20%0DThese%20are%20basically:%20%0D%EF%82%A7%20the%20right%20of%20access%20to%20data%20relating%20to%20them%20stored%20by%20Europol%3B%20%0D%EF%82%A7%20the%20right%20to%20rectification%2C%20erasure%20and%20restriction%3B%20%0D%EF%82%A7%20the%20right%20to%20have%20the%20legality%20of%20data%20relating%20to%20them%20transferred%20to%20Europol%20verified%3B%20%0D%EF%82%A7%20the%20right%20to%20bring%20proceedings%20before%20the%20court%20or%20competent%20authorities%20to%20correct%20or%20delete%20data%20or%20to%20obtain%20compensation.%20%0D%0DAnyone%20exercising%20any%20of%20these%20rights%20can%20apply%20to%20the%20authority%20appointed%20for%20that%20purpose%20in%20the%20Member%20State%20of%20his%20or%20her%20choice.%20That%20authority%20shall%20refer%20the%20request%20to%20Europol%20without%20delay%20and%20in%20any%20case%20within%20one%20month%20of%20receipt.%20%0DDeadlines%20for%20replies%20to%20individuals%E2%80%99%20requests%20%0DWhen%20an%20individual%20exercises%20his/her%20right%20of%20access%2C%20his/her%20right%20to%20rectification%2C%20erasure%20and%20restriction%2C%20Europol%20shall%20answer%20it%20without%20undue%20delay%2C%20and%20in%20any%20case%20within%20three%20months%20of%20receipt%20by%20Europol%20of%20the%20request%20from%20the%20national%20authority.%20%0D8%20Coordinated%20Supervision%20Committee%20-%20A%20Guide%20for%20exercising%20data%20subjects%E2%80%99%20rights%20July%202023%20%0D2.1.%20Right%20of%20access%20%0DThe%20right%20of%20access%20is%20the%20possibility%20for%20anyone%20who%20so%20requests%20to%20consult%20the%20information%20relating%20to%20him/her%20stored%20in%20a%20data%20file.%20This%20is%20a%20fundamental%20principle%20of%20data%20protection%20which%20enables%20data%20subjects%20to%20exercise%20control%20over%20personal%20data%20which%20is%20being%20processed%20by%20the%20controller%2C%20namely%20by%20Europol.%20%0DThis%20right%20is%20expressly%20provided%20for%20in%20Article%2036%20of%20Europol%20Regulation%2C%20and%20Article%2080%20of%20Regulation%20%28EU%29%202018/1725.%20%0DAny%20data%20subject%20wishing%20to%20exercise%20the%20right%20of%20access%20to%20personal%20data%20relating%20to%20him%20or%20her%20may%20make%20a%20request%20to%20that%20effect%20to%20the%20authority%20appointed%20for%20that%20purpose%20in%20the%20Member%20State%20of%20his%20or%20her%20choice%2C%20or%20to%20Europol.%20Where%20the%20request%20is%20made%20to%20that%20authority%2C%20it%20shall%20refer%20the%20request%20to%20Europol%20without%20delay%20and%20in%20any%20case%20within%20one%20month%20of%20receipt.%20%0DEuropol%20shall%20answer%20it%20without%20undue%20delay%20and%20in%20any%20case%20within%20three%20months%20of%20receipt%20by%20Europol%20of%20the%20request%20from%20the%20national%20authority.%20%0DEuropol%20shall%20consult%20the%20competent%20authorities%20of%20the%20Member%20States%20and%20the%20provider%20of%20the%20data%20concerned%20so%20that%20they%20could%20have%20the%20opportunity%20to%20state%20their%20position%20as%20to%20the%20possibility%20of%20disclosing%20the%20data%20to%20the%20applicant%2C%20and%20to%20object%20to%20Europol%27s%20proposed%20response.%20In%20the%20latter%20case%2C%20the%20Member%20State%20or%20the%20provider%20of%20the%20data%20concerned%20shall%20notify%20Europol%20of%20the%20reasons%20for%20its%20objection.%20%0DAccording%20to%20Article%2081%20of%20Regulation%20%28EU%29%202018/1725%2C%20Europol%20may%20restrict%2C%20wholly%20or%20partly%2C%20the%20right%20of%20access%20of%20the%20extent%20that%2C%20and%20for%20as%20long%20as%20such%20a%20partial%20or%20complete%20restriction%20constitutes%20a%20necessary%20and%20proportionate%20measure%20in%20a%20democratic%20society%20with%20due%20regard%20for%20the%20fundamental%20rights%20and%20legitimate%20interests%20of%20the%20natural%20person%20concerned%2C%20in%20order%20to:%20%0Da%29%20avoid%20obstructing%20official%20or%20legal%20inquiries%2C%20investigations%20or%20procedures%3B%20%0Db%29%20avoid%20prejudicing%20the%20prevention%2C%20detection%2C%20investigation%20or%20prosecution%20of%20criminal%20offences%20or%20the%20execution%20of%20criminal%20penalties%3B%20%0Dc%29%20protect%20the%20public%20security%20of%20Member%20States%3B%20%0Dd%29%20protect%20the%20national%20security%20of%20Member%20States%3B%20%0De%29%20protect%20the%20rights%20and%20freedoms%20of%20others%2C%20such%20as%20victims%20and%20witnesses.%20%0D%0DIn%20the%20cases%20referred%20above%2C%20Europol%20shall%20inform%20the%20data%20subject%2C%20without%20undue%20delay%2C%20in%20writing%20of%20any%20refusal%20or%20restriction%20of%20access%20and%20of%20the%20reasons%20for%20the%20refusal%20or%20the%20restriction.%20Such%20%0D9%20Coordinated%20Supervision%20Committee%20-%20A%20Guide%20for%20exercising%20data%20subjects%E2%80%99%20rights%20July%202023%20%0Dinformation%20may%20be%20omitted%20where%20the%20provision%20thereof%20would%20undermine%20one%20of%20the%20purpose%20above.%20%0D2.2.%20Right%20to%20rectification%2C%20erasure%20and%20restriction%20%0DBesides%20the%20right%20of%20access%2C%20there%20is%20also%20the%20right%20to%20request%20Europol%2C%20through%20the%20authority%20appointed%20for%20that%20purpose%20in%20the%20Member%20State%20of%20his%20or%20her%20choice%2C%20or%20to%20Europol%2C%20to%20rectify%20personal%20data%20concerning%20him%20or%20her%20held%20by%20Europol%20if%20they%20are%20incorrect%20or%20to%20complete%20or%20update%20the%20personal%20data.%20%0DThe%20data%20subjects%20have%20also%20the%20right%20to%20request%20Europol%2C%20directly%20or%20through%20the%20authority%20appointed%20for%20that%20purpose%20in%20the%20Member%20State%20of%20his%20or%20her%20choice%2C%20to%20erase%20personal%20data%20relating%20to%20him%20or%20her%20held%20by%20Europol%20if%20they%20are%20no%20longer%20required%20for%20the%20purposes%20for%20which%20they%20are%20collected%20or%20are%20further%20processed.%20%0DIf%20there%20are%20reasonable%20grounds%20to%20believe%20that%20erasure%20could%20affect%20the%20legitimate%20interests%20of%20the%20data%20subjects%2C%20Europol%20shall%20restrict%20rather%20than%20erase%20personal%20data.%20Restricted%20data%20shall%20be%20processed%20only%20for%20the%20purpose%20of%20protecting%20the%20rights%20of%20the%20data%20subject%2C%20where%20it%20is%20necessary%20to%20protect%20the%20vital%20interests%20of%20the%20data%20subject%20or%20of%20another%20person%2C%20or%20for%20the%20purposes%20laid%20down%20in%20Article%2082%284%29%20of%20Regulation%20%28EU%29%202018/1725%20and%20listed%20below:%20%0Da%29%20avoid%20obstructing%20official%20or%20legal%20inquiries%2C%20investigations%20or%20procedures%3B%20%0Db%29%20avoid%20prejudicing%20the%20preve
file:Secretariat%20postal%20address:%20Rue%20Wiertz%2060%2C%20B-1047%20Brussels%20Offices:%20Rue%20Montoyer%2030%2C%20B-1000%20Brussels%20E-mail%20:%20csc-secretariat%40edpb.europa.eu%20%0D%20%0DEUROPOL%E2%80%99S%20INFORMATION%20SYSTEMS%20%0DA%20GUIDE%20FOR%20EXERCISING%20DATA%20SUBJECTS%E2%80%99%20RIGHTS:%20%0DTHE%20RIGHT%20OF%20ACCESS%2C%20RECTIFICATION%2C%20ERASURE%20AND%20RESTRICTION%20%0DCoordinated%20Supervision%20Committee%20-%20A%20Guide%20for%20exercising%20data%20subjects%E2%80%99%20rights%20vis-%C3%A0-vis%20Europol%20July%202023%20%0DThis%20guide%20was%20compiled%20by%20the%20Coordinated%20Supervision%20Committee.%20%0DThe%20national%20contributions%2C%20and%20any%20translations%20of%20this%20guide%20into%20languages%20other%20than%20English%2C%20are%20the%20responsibility%20of%20each%20national%20supervisory%20authority%20and%20they%20do%20not%20necessarily%20reflect%20the%20official%20position%20of%20the%20CSC.%20The%20CSC%20does%20not%20guarantee%20the%20accuracy%20of%20the%20information%20included%20in%20the%20national%20contributions%20and%20any%20questions%20should%20be%20address%20to%20the%20respective%20national%20supervisory%20authorities.%20Neither%20the%20CSC%20nor%20any%20person%20acting%20on%20the%20CSC%E2%80%99s%20behalf%20may%20be%20held%20responsible%20for%20the%20use%20which%20may%20be%20made%20of%20the%20information%20contained%20therein.%20%0DSecretariat%20postal%20address:%20Rue%20Wiertz%2060%2C%20B-1047%20Brussels%20%0DOffices:%20Rue%20Montoyer%2030%2C%20B-1000%20Brussels%20%0DE-mail%20:%20csc-secretariat%40edpb.europa.eu%20%0D3%20Coordinated%20Supervision%20Committee%20-%20A%20Guide%20for%20exercising%20data%20subjects%E2%80%99%20rights%20July%202023%20%0DTABLE%20OF%20CONTENTS%20%0D1.%20DATA%20CATEGORIES%20AND%20EXCHANGE%20OF%20PERSONAL%20DATA%20BETWEEN%20MEMBER%20STATES%20AND%20EUROPOL%20........................................................................................................5%20%0D2.%20RIGHTS%20GRANTED%20TO%20INDIVIDUALS%20WHOSE%20DATA%20ARE%20PROCESSED%20BY%20EUROPOL%20.......7%20%0D2.1.%20Right%20of%20access..................................................................................................8%20%0D2.2.%20Right%20to%20rectification%2C%20erasure%20and%20restriction%20.....................................................9%20%0D2.3.%20Right%20to%20have%20the%20legality%20of%20data%20relating%20to%20them%20transferred%20to%20Europol%20verified%20........................................................................................................10%20%0D2.4.%20Remedies:%20the%20right%20to%20complain%20to%20EDPS%20or%20to%20initiate%20a%20judicial%20proceeding......10%20%0D3.%20CONTACT%20POINTS%20..................................................................................................11%20%0D3.1.%20AUSTRIA%20...............................................................................................................12%20%0D3.2.%20BELGIUM%20..............................................................................................................12%20%0D3.3.%20BULGARIA%20.............................................................................................................12%20%0D3.4.%20CROATIA%20...............................................................................................................13%20%0D3.5.%20CYPRUS.................................................................................................................13%20%0D3.6.%20CZECH%20REPUBLIC%20...................................................................................................14%20%0D3.7.%20ESTONIA%20...............................................................................................................14%20%0D3.8.%20FINLAND%20...............................................................................................................15%20%0D3.9.%20FRANCE%20................................................................................................................15%20%0D3.10.%20GERMANY%20.............................................................................................................16%20%0D3.11.%20GREECE.................................................................................................................16%20%0D3.12.%20HUNGARY%20.............................................................................................................17%20%0D3.13.%20IRELAND%20...............................................................................................................17%20%0D3.14.%20ITALY%20....................................................................................................................18%20%0D3.15.%20LATVIA%20..................................................................................................................18%20%0D3.16.%20LITHUANIA%20............................................................................................................19%20%0D3.17.%20LUXEMBOURG%20......................................................................................................19%20%0D3.18.%20MALTA..................................................................................................................20%20%0D4%20Coordinated%20Supervision%20Committee%20-%20A%20Guide%20for%20exercising%20data%20subjects%E2%80%99%20rights%20July%202023%20%0D3.19.%20NETHERLANDS%20......................................................................................................20%20%0D3.20.%20POLAND................................................................................................................21%20%0D3.21.%20PORTUGAL%20............................................................................................................21%20%0D3.22.%20ROMANIA%20.............................................................................................................21%20%0D3.23.%20SLOVAK%20REPUBLIC%20.................................................................................................22%20%0D3.24.%20SLOVENIA%20.............................................................................................................23%20%0D3.25.%20SPAIN%20...................................................................................................................23%20%0D3.26.%20SWEDEN%20...............................................................................................................24%20%0DANNEXES%20%28TEMPLATE%20LETTERS%29%20......................................................................................25%20%0DAnnex%201%20................................................................................................................25%20%0DAnnex%202%20................................................................................................................26%20%0D5%20Coordinated%20Supervision%20Committee%20-%20A%20Guide%20for%20exercising%20data%20subjects%E2%80%99%20rights%20July%202023%20%0DIndividuals%20whose%20personal%20data%20are%20collected%2C%20held%20or%20otherwise%20processed%20by%20Europol%20are%20entitled%20to%20rights%20regarding%20their%20personal%20data%2C%20namely%20the%20right%20of%20access%2C%20right%20to%20rectification%2C%20erasure%20and%20restriction%20of%20personal%20data%20and%20the%20right%20to%20have%20the%20legality%20of%20transfer%20of%20his%20or%20her%20personal%20data%20verified%20by%20a%20national%20supervisory%20authority.%20%0DThis%20Guide%20describes%20the%20modalities%20for%20exercising%20those%20rights.%20%0DThe%20Guide%20is%20divided%20into%20three%20sections:%20%28I%29%20data%20categories%20and%20exchange%20of%20personal%20data%20between%20Member%20States%20and%20Europol%2C%20%28II%29%20the%20rights%20granted%20to%20the%20individuals%20whose%20personal%20data%20are%20processed%20in%20Europol%E2%80%99s%20Information%20Systems%20and%20%28III%29%20a%20description%20of%20the%20procedure%20for%20exercising%20the%20right%20of%20access%20in%20each%20of%20the%20countries%20concerned.%20%0D1.%20DATA%20CATEGORIES%20AND%20EXCHANGE%20OF%20PERSONAL%20DATA%20BETWEEN%20MEMBER%20STATES%20AND%20EUROPOL%20%0DEuropol%20processes%20personal%20data%20based%20on%20Regulation%20%28EU%29%202016/794%20of%20the%20European%20Parliament%20and%20of%20the%20Council%20of%2011%20May%202016%20on%20the%20European%20Union%20Agency%20for%20Law%20Enforcement%20Cooperation%20%28Europol%29%20%28hereinafter%20%E2%80%9CEuropol%20Regulation%E2%80%9D%29%2C%20as%20amended%20by%20Regulation%202022/991%20of%20the%20European%20Parliament%20and%20of%20the%20Council%20of%208%20June%202022%20%28hereinafter%20%E2%80%9CRegulation%20amending%20Europol%20Regulation%E2%80%9D%29.%20%0DCategories%20of%20personal%20data%20processed%20%0DPersonal%20data%20collected%20and%20processed%20by%20Europol%20relate%20to:%20%0Da%29%20persons%20who%2C%20in%20accordance%20with%20the%20national%20law%20of%20the%20Member%20State%20concerned%2C%20are%20suspected%20of%20having%20committed%20or%20having%20taken%20part%20in%20a%20criminal%20offence%20in%20respect%20of%20which%20Europol%20is%20competent%2C%20or%20who%20have%20been%20convicted%20of%20such%20an%20offence%3B%20%0Db%29%20persons%20regarding%20whom%20there%20are%20factual%20indications%20or%20reasonable%20grounds%20under%20the%20national%20law%20of%20the%20Member%20State%20concerned%20to%20believe%20that%20they%20will%20commit%20criminal%20offences%20in%20respect%20of%20which%20Europol%20is%20competent%3B%20%0Dc%29%20persons%20who%20might%20be%20called%20on%20to%20testify%20in%20investigations%20in%20connection%20with%20the%20offences%20under%20consideration%20or%20in%20subsequent%20criminal%20proceedings%3B%20%0D%0D6%20Coordinated%20Supervision%20Committee%20-%20A%20Guide%20for%20exercising%20data%20subjects%E2%80%99%20rights%20July%202023%20%0Dd%29%20persons%20who%20have%20been%20the%20victims%20of%20one%20of%20the%20offences%20under%20consideration%20or%20with%20regard%20to%20whom%20certain%20facts%20give%20reasons%20to%20believe%20that%20they%20could%20be%20the%20victims%20of%20such%20an%20offence%3B%20%0De%29%20contacts%20and%20associates%3B%20and%20%0Df%29%20persons%20who%20can%20provide%20information%20on%20the%20criminal%20offences%20under%20consideration.%20%0D%0DThe%20categories%20of%20personal%20data%20and%20categories%20of%20data%20subjects%20whose%20data%20may%20be%20collected%20and%20processed%20for%20each%20purpose%20referred%20to%20in%20Article%2018%282%29%20are%20listed%20in%20Annex%20II%20to%20the%20Europol%20Regulation1.%20%0D1%20Regulation%20%28EU%29%202016/794%20of%20the%20European%20Parliament%20and%20of%20the%20Council%20of%2011%20May%202016%20on%20the%20European%20Union%20Agency%20for%20Law%20Enforcement%20Cooperation%20%28Europol%29%20and%20replacing%20and%20repealing%20Council%20Decisions%202009/371/JHA%2C%202009/934/JHA%2C%202009/935/JHA%2C%202009/936/JHA%20and%202009/968/JHA%2C%20page%2057%20%0DProcessing%20of%20personal%20data%2C%20by%20automated%20or%20other%20means%2C%20revealing%20racial%20or%20ethnic%20origin%2C%20political%20opinions%2C%20religious%20or%20philosophical%20beliefs%20or%20trade%20union%20membership%20and%20processing%20of%20genetic%20data%2C%20biometric%20data%20for%20the%20purpose%20of%20uniquely%20identifying%20a%20natural%20person%2C%20or%20data%20concerning%20a%20person%27s%20health%20or%20sex%20life%20shall%20be%20allowed%20only%20where%20strictly%20necessary%20and%20proportionate%20for%20the%20purposes%20of%20research%20and%20innovation%20projects%20pursuant%20to%20Article%2033a%20and%20for%20operational%20purposes%2C%20within%20Europol%E2%80%99s%20objectives%2C%20and%20only%20for%20preventing%20or%20combating%20crime%20that%20falls%20within%20Europol%E2%80%99s%20objectives.%20Such%20processing%20shall%20also%20be%20subject%20to%20appropriate%20safeguards%20laid%20down%20in%20this%20Regulation%20with%20regard%20to%20the%20rights%20and%20freedoms%20of%20the%20data%20subject%2C%20and%2C%20with%20the%20exception%20of%20biometric%20data%20processed%20for%20the%20purpose%20of%20uniquely%20identifying%20a%20natural%20person%2C%20shall%20be%20allowed%20only%20if%20those%20data%20supplement%20other%20personal%20data%20processed%20by%20Europol.%20%0DThe%20selection%20of%20a%20particular%20group%20of%20persons%20solely%20on%20the%20basis%20of%20such%20personal%20data%20shall%20be%20prohibited.%20%0DExchange%20of%20personal%20data%20%0DEuropol%20should%20be%20a%20hub%20for%20information%20exchange%20in%20the%20Union.%20Information%20collected%2C%20stored%2C%20processed%2C%20analysed%20and%20exchanged%20by%20Europol%20includes%20criminal%20intelligence%20which%20relates%20to%20information%20about%20crime%20or%20criminal%20activities%20falling%20within%20the%20scope%20of%20Europol%E2%80%99s%20objectives%2C%20obtained%20with%20a%20view%20to%20establishing%20whether%20concrete%20criminal%20acts%20have%20been%20committed%20or%20may%20be%20committed%20in%20the%20future.%20%0D7%20Coordinated%20Supervision%20Committee%20-%20A%20Guide%20for%20exercising%20data%20subjects%E2%80%99%20rights%20July%202023%20%0DIn%20order%20to%20ensure%20an%20effective%20cooperation%20between%20Europol%20and%20Member%20States%2C%20a%20national%20unit%20should%20be%20set%20up%20in%20each%20Member%20State.%20The%20national%20unit%20should%20be%20the%20liaison%20link%20between%20national%20competent%20authorities%20and%20Europol.%20To%20ensure%20a%20continuous%20and%20effective%20exchange%20of%20information%20between%20Europol%20and%20the%20national%20units%2C%20and%20to%20facilitate%20their%20cooperation%2C%20each%20national%20unit%20should%20designate%20at%20least%20one%20liaison%20officer%20to%20be%20attached%20to%20Europol.%20The%20liaison%20officers%20shall%20assist%20in%20the%20exchange%20of%20information%20between%20Europol%20and%20their%20Member%20States.%20%0DAlso%2C%20liaison%20officers%20shall%20assist%20in%20the%20exchange%20of%20information%20between%20their%20Member%20States%20and%20the%20liaison%20officers%20of%20other%20Member%20States%2C%20third%20countries%20and%20international%20organisations.%20%0D2.%20RIGHTS%20GRANTED%20TO%20INDIVIDUALS%20WHOSE%20DATA%20ARE%20PROCESSED%20BY%20EUROPOL%20%0DIn%20accordance%20with%20data%20protection%20principles%2C%20all%20individuals%20whose%20data%20are%20processed%20by%20Europol%20are%20granted%20specific%20rights%20by%20the%20aforementioned%20Europol%20Regulation.%20%0DThese%20are%20basically:%20%0D%EF%82%A7%20the%20right%20of%20access%20to%20data%20relating%20to%20them%20stored%20by%20Europol%3B%20%0D%EF%82%A7%20the%20right%20to%20rectification%2C%20erasure%20and%20restriction%3B%20%0D%EF%82%A7%20the%20right%20to%20have%20the%20legality%20of%20data%20relating%20to%20them%20transferred%20to%20Europol%20verified%3B%20%0D%EF%82%A7%20the%20right%20to%20bring%20proceedings%20before%20the%20court%20or%20competent%20authorities%20to%20correct%20or%20delete%20data%20or%20to%20obtain%20compensation.%20%0D%0DAnyone%20exercising%20any%20of%20these%20rights%20can%20apply%20to%20the%20authority%20appointed%20for%20that%20purpose%20in%20the%20Member%20State%20of%20his%20or%20her%20choice.%20That%20authority%20shall%20refer%20the%20request%20to%20Europol%20without%20delay%20and%20in%20any%20case%20within%20one%20month%20of%20receipt.%20%0DDeadlines%20for%20replies%20to%20individuals%E2%80%99%20requests%20%0DWhen%20an%20individual%20exercises%20his/her%20right%20of%20access%2C%20his/her%20right%20to%20rectification%2C%20erasure%20and%20restriction%2C%20Europol%20shall%20answer%20it%20without%20undue%20delay%2C%20and%20in%20any%20case%20within%20three%20months%20of%20receipt%20by%20Europol%20of%20the%20request%20from%20the%20national%20authority.%20%0D8%20Coordinated%20Supervision%20Committee%20-%20A%20Guide%20for%20exercising%20data%20subjects%E2%80%99%20rights%20July%202023%20%0D2.1.%20Right%20of%20access%20%0DThe%20right%20of%20access%20is%20the%20possibility%20for%20anyone%20who%20so%20requests%20to%20consult%20the%20information%20relating%20to%20him/her%20stored%20in%20a%20data%20file.%20This%20is%20a%20fundamental%20principle%20of%20data%20protection%20which%20enables%20data%20subjects%20to%20exercise%20control%20over%20personal%20data%20which%20is%20being%20processed%20by%20the%20controller%2C%20namely%20by%20Europol.%20%0DThis%20right%20is%20expressly%20provided%20for%20in%20Article%2036%20of%20Europol%20Regulation%2C%20and%20Article%2080%20of%20Regulation%20%28EU%29%202018/1725.%20%0DAny%20data%20subject%20wishing%20to%20exercise%20the%20right%20of%20access%20to%20personal%20data%20relating%20to%20him%20or%20her%20may%20make%20a%20request%20to%20that%20effect%20to%20the%20authority%20appointed%20for%20that%20purpose%20in%20the%20Member%20State%20of%20his%20or%20her%20choice%2C%20or%20to%20Europol.%20Where%20the%20request%20is%20made%20to%20that%20authority%2C%20it%20shall%20refer%20the%20request%20to%20Europol%20without%20delay%20and%20in%20any%20case%20within%20one%20month%20of%20receipt.%20%0DEuropol%20shall%20answer%20it%20without%20undue%20delay%20and%20in%20any%20case%20within%20three%20months%20of%20receipt%20by%20Europol%20of%20the%20request%20from%20the%20national%20authority.%20%0DEuropol%20shall%20consult%20the%20competent%20authorities%20of%20the%20Member%20States%20and%20the%20provider%20of%20the%20data%20concerned%20so%20that%20they%20could%20have%20the%20opportunity%20to%20state%20their%20position%20as%20to%20the%20possibility%20of%20disclosing%20the%20data%20to%20the%20applicant%2C%20and%20to%20object%20to%20Europol%27s%20proposed%20response.%20In%20the%20latter%20case%2C%20the%20Member%20State%20or%20the%20provider%20of%20the%20data%20concerned%20shall%20notify%20Europol%20of%20the%20reasons%20for%20its%20objection.%20%0DAccording%20to%20Article%2081%20of%20Regulation%20%28EU%29%202018/1725%2C%20Europol%20may%20restrict%2C%20wholly%20or%20partly%2C%20the%20right%20of%20access%20of%20the%20extent%20that%2C%20and%20for%20as%20long%20as%20such%20a%20partial%20or%20complete%20restriction%20constitutes%20a%20necessary%20and%20proportionate%20measure%20in%20a%20democratic%20society%20with%20due%20regard%20for%20the%20fundamental%20rights%20and%20legitimate%20interests%20of%20the%20natural%20person%20concerned%2C%20in%20order%20to:%20%0Da%29%20avoid%20obstructing%20official%20or%20legal%20inquiries%2C%20investigations%20or%20procedures%3B%20%0Db%29%20avoid%20prejudicing%20the%20prevention%2C%20detection%2C%20investigation%20or%20prosecution%20of%20criminal%20offences%20or%20the%20execution%20of%20criminal%20penalties%3B%20%0Dc%29%20protect%20the%20public%20security%20of%20Member%20States%3B%20%0Dd%29%20protect%20the%20national%20security%20of%20Member%20States%3B%20%0De%29%20protect%20the%20rights%20and%20freedoms%20of%20others%2C%20such%20as%20victims%20and%20witnesses.%20%0D%0DIn%20the%20cases%20referred%20above%2C%20Europol%20shall%20inform%20the%20data%20subject%2C%20without%20undue%20delay%2C%20in%20writing%20of%20any%20refusal%20or%20restriction%20of%20access%20and%20of%20the%20reasons%20for%20the%20refusal%20or%20the%20restriction.%20Such%20%0D9%20Coordinated%20Supervision%20Committee%20-%20A%20Guide%20for%20exercising%20data%20subjects%E2%80%99%20rights%20July%202023%20%0Dinformation%20may%20be%20omitted%20where%20the%20provision%20thereof%20would%20undermine%20one%20of%20the%20purpose%20above.%20%0D2.2.%20Right%20to%20rectification%2C%20erasure%20and%20restriction%20%0DBesides%20the%20right%20of%20access%2C%20there%20is%20also%20the%20right%20to%20request%20Europol%2C%20through%20the%20authority%20appointed%20for%20that%20purpose%20in%20the%20Member%20State%20of%20his%20or%20her%20choice%2C%20or%20to%20Europol%2C%20to%20rectify%20personal%20data%20concerning%20him%20or%20her%20held%20by%20Europol%20if%20they%20are%20incorrect%20or%20to%20complete%20or%20update%20the%20personal%20data.%20%0DThe%20data%20subjects%20have%20also%20the%20right%20to%20request%20Europol%2C%20directly%20or%20through%20the%20authority%20appointed%20for%20that%20purpose%20in%20the%20Member%20State%20of%20his%20or%20her%20choice%2C%20to%20erase%20personal%20data%20relating%20to%20him%20or%20her%20held%20by%20Europol%20if%20they%20are%20no%20longer%20required%20for%20the%20purposes%20for%20which%20they%20are%20collected%20or%20are%20further%20processed.%20%0DIf%20there%20are%20reasonable%20grounds%20to%20believe%20that%20erasure%20could%20affect%20the%20legitimate%20interests%20of%20the%20data%20subjects%2C%20Europol%20shall%20restrict%20rather%20than%20erase%20personal%20data.%20Restricted%20data%20shall%20be%20processed%20only%20for%20the%20purpose%20of%20protecting%20the%20rights%20of%20the%20data%20subject%2C%20where%20it%20is%20necessary%20to%20protect%20the%20vital%20interests%20of%20the%20data%20subject%20or%20of%20another%20person%2C%20or%20for%20the%20purposes%20laid%20down%20in%20Article%2082%284%29%20of%20Regulation%20%28EU%29%202018/1725%20and%20listed%20below:%20%0Da%29%20avoid%20obstructing%20official%20or%20legal%20inquiries%2C%20investigations%20or%20procedures%3B%20%0Db%29%20avoid%20prejudicing%20the%20preve
file:Secretariat%20postal%20address:%20Rue%20Wiertz%2060%2C%20B-1047%20Brussels%20Offices:%20Rue%20Montoyer%2030%2C%20B-1000%20Brussels%20E-mail%20:%20csc-secretariat%40edpb.europa.eu%20%0D%20%0DEUROPOL%E2%80%99S%20INFORMATION%20SYSTEMS%20%0DA%20GUIDE%20FOR%20EXERCISING%20DATA%20SUBJECTS%E2%80%99%20RIGHTS:%20%0DTHE%20RIGHT%20OF%20ACCESS%2C%20RECTIFICATION%2C%20ERASURE%20AND%20RESTRICTION%20%0DCoordinated%20Supervision%20Committee%20-%20A%20Guide%20for%20exercising%20data%20subjects%E2%80%99%20rights%20vis-%C3%A0-vis%20Europol%20July%202023%20%0DThis%20guide%20was%20compiled%20by%20the%20Coordinated%20Supervision%20Committee.%20%0DThe%20national%20contributions%2C%20and%20any%20translations%20of%20this%20guide%20into%20languages%20other%20than%20English%2C%20are%20the%20responsibility%20of%20each%20national%20supervisory%20authority%20and%20they%20do%20not%20necessarily%20reflect%20the%20official%20position%20of%20the%20CSC.%20The%20CSC%20does%20not%20guarantee%20the%20accuracy%20of%20the%20information%20included%20in%20the%20national%20contributions%20and%20any%20questions%20should%20be%20address%20to%20the%20respective%20national%20supervisory%20authorities.%20Neither%20the%20CSC%20nor%20any%20person%20acting%20on%20the%20CSC%E2%80%99s%20behalf%20may%20be%20held%20responsible%20for%20the%20use%20which%20may%20be%20made%20of%20the%20information%20contained%20therein.%20%0DSecretariat%20postal%20address:%20Rue%20Wiertz%2060%2C%20B-1047%20Brussels%20%0DOffices:%20Rue%20Montoyer%2030%2C%20B-1000%20Brussels%20%0DE-mail%20:%20csc-secretariat%40edpb.europa.eu%20%0D3%20Coordinated%20Supervision%20Committee%20-%20A%20Guide%20for%20exercising%20data%20subjects%E2%80%99%20rights%20July%202023%20%0DTABLE%20OF%20CONTENTS%20%0D1.%20DATA%20CATEGORIES%20AND%20EXCHANGE%20OF%20PERSONAL%20DATA%20BETWEEN%20MEMBER%20STATES%20AND%20EUROPOL%20........................................................................................................5%20%0D2.%20RIGHTS%20GRANTED%20TO%20INDIVIDUALS%20WHOSE%20DATA%20ARE%20PROCESSED%20BY%20EUROPOL%20.......7%20%0D2.1.%20Right%20of%20access..................................................................................................8%20%0D2.2.%20Right%20to%20rectification%2C%20erasure%20and%20restriction%20.....................................................9%20%0D2.3.%20Right%20to%20have%20the%20legality%20of%20data%20relating%20to%20them%20transferred%20to%20Europol%20verified%20........................................................................................................10%20%0D2.4.%20Remedies:%20the%20right%20to%20complain%20to%20EDPS%20or%20to%20initiate%20a%20judicial%20proceeding......10%20%0D3.%20CONTACT%20POINTS%20..................................................................................................11%20%0D3.1.%20AUSTRIA%20...............................................................................................................12%20%0D3.2.%20BELGIUM%20..............................................................................................................12%20%0D3.3.%20BULGARIA%20.............................................................................................................12%20%0D3.4.%20CROATIA%20...............................................................................................................13%20%0D3.5.%20CYPRUS.................................................................................................................13%20%0D3.6.%20CZECH%20REPUBLIC%20...................................................................................................14%20%0D3.7.%20ESTONIA%20...............................................................................................................14%20%0D3.8.%20FINLAND%20...............................................................................................................15%20%0D3.9.%20FRANCE%20................................................................................................................15%20%0D3.10.%20GERMANY%20.............................................................................................................16%20%0D3.11.%20GREECE.................................................................................................................16%20%0D3.12.%20HUNGARY%20.............................................................................................................17%20%0D3.13.%20IRELAND%20...............................................................................................................17%20%0D3.14.%20ITALY%20....................................................................................................................18%20%0D3.15.%20LATVIA%20..................................................................................................................18%20%0D3.16.%20LITHUANIA%20............................................................................................................19%20%0D3.17.%20LUXEMBOURG%20......................................................................................................19%20%0D3.18.%20MALTA..................................................................................................................20%20%0D4%20Coordinated%20Supervision%20Committee%20-%20A%20Guide%20for%20exercising%20data%20subjects%E2%80%99%20rights%20July%202023%20%0D3.19.%20NETHERLANDS%20......................................................................................................20%20%0D3.20.%20POLAND................................................................................................................21%20%0D3.21.%20PORTUGAL%20............................................................................................................21%20%0D3.22.%20ROMANIA%20.............................................................................................................21%20%0D3.23.%20SLOVAK%20REPUBLIC%20.................................................................................................22%20%0D3.24.%20SLOVENIA%20.............................................................................................................23%20%0D3.25.%20SPAIN%20...................................................................................................................23%20%0D3.26.%20SWEDEN%20...............................................................................................................24%20%0DANNEXES%20%28TEMPLATE%20LETTERS%29%20......................................................................................25%20%0DAnnex%201%20................................................................................................................25%20%0DAnnex%202%20................................................................................................................26%20%0D5%20Coordinated%20Supervision%20Committee%20-%20A%20Guide%20for%20exercising%20data%20subjects%E2%80%99%20rights%20July%202023%20%0DIndividuals%20whose%20personal%20data%20are%20collected%2C%20held%20or%20otherwise%20processed%20by%20Europol%20are%20entitled%20to%20rights%20regarding%20their%20personal%20data%2C%20namely%20the%20right%20of%20access%2C%20right%20to%20rectification%2C%20erasure%20and%20restriction%20of%20personal%20data%20and%20the%20right%20to%20have%20the%20legality%20of%20transfer%20of%20his%20or%20her%20personal%20data%20verified%20by%20a%20national%20supervisory%20authority.%20%0DThis%20Guide%20describes%20the%20modalities%20for%20exercising%20those%20rights.%20%0DThe%20Guide%20is%20divided%20into%20three%20sections:%20%28I%29%20data%20categories%20and%20exchange%20of%20personal%20data%20between%20Member%20States%20and%20Europol%2C%20%28II%29%20the%20rights%20granted%20to%20the%20individuals%20whose%20personal%20data%20are%20processed%20in%20Europol%E2%80%99s%20Information%20Systems%20and%20%28III%29%20a%20description%20of%20the%20procedure%20for%20exercising%20the%20right%20of%20access%20in%20each%20of%20the%20countries%20concerned.%20%0D1.%20DATA%20CATEGORIES%20AND%20EXCHANGE%20OF%20PERSONAL%20DATA%20BETWEEN%20MEMBER%20STATES%20AND%20EUROPOL%20%0DEuropol%20processes%20personal%20data%20based%20on%20Regulation%20%28EU%29%202016/794%20of%20the%20European%20Parliament%20and%20of%20the%20Council%20of%2011%20May%202016%20on%20the%20European%20Union%20Agency%20for%20Law%20Enforcement%20Cooperation%20%28Europol%29%20%28hereinafter%20%E2%80%9CEuropol%20Regulation%E2%80%9D%29%2C%20as%20amended%20by%20Regulation%202022/991%20of%20the%20European%20Parliament%20and%20of%20the%20Council%20of%208%20June%202022%20%28hereinafter%20%E2%80%9CRegulation%20amending%20Europol%20Regulation%E2%80%9D%29.%20%0DCategories%20of%20personal%20data%20processed%20%0DPersonal%20data%20collected%20and%20processed%20by%20Europol%20relate%20to:%20%0Da%29%20persons%20who%2C%20in%20accordance%20with%20the%20national%20law%20of%20the%20Member%20State%20concerned%2C%20are%20suspected%20of%20having%20committed%20or%20having%20taken%20part%20in%20a%20criminal%20offence%20in%20respect%20of%20which%20Europol%20is%20competent%2C%20or%20who%20have%20been%20convicted%20of%20such%20an%20offence%3B%20%0Db%29%20persons%20regarding%20whom%20there%20are%20factual%20indications%20or%20reasonable%20grounds%20under%20the%20national%20law%20of%20the%20Member%20State%20concerned%20to%20believe%20that%20they%20will%20commit%20criminal%20offences%20in%20respect%20of%20which%20Europol%20is%20competent%3B%20%0Dc%29%20persons%20who%20might%20be%20called%20on%20to%20testify%20in%20investigations%20in%20connection%20with%20the%20offences%20under%20consideration%20or%20in%20subsequent%20criminal%20proceedings%3B%20%0D%0D6%20Coordinated%20Supervision%20Committee%20-%20A%20Guide%20for%20exercising%20data%20subjects%E2%80%99%20rights%20July%202023%20%0Dd%29%20persons%20who%20have%20been%20the%20victims%20of%20one%20of%20the%20offences%20under%20consideration%20or%20with%20regard%20to%20whom%20certain%20facts%20give%20reasons%20to%20believe%20that%20they%20could%20be%20the%20victims%20of%20such%20an%20offence%3B%20%0De%29%20contacts%20and%20associates%3B%20and%20%0Df%29%20persons%20who%20can%20provide%20information%20on%20the%20criminal%20offences%20under%20consideration.%20%0D%0DThe%20categories%20of%20personal%20data%20and%20categories%20of%20data%20subjects%20whose%20data%20may%20be%20collected%20and%20processed%20for%20each%20purpose%20referred%20to%20in%20Article%2018%282%29%20are%20listed%20in%20Annex%20II%20to%20the%20Europol%20Regulation1.%20%0D1%20Regulation%20%28EU%29%202016/794%20of%20the%20European%20Parliament%20and%20of%20the%20Council%20of%2011%20May%202016%20on%20the%20European%20Union%20Agency%20for%20Law%20Enforcement%20Cooperation%20%28Europol%29%20and%20replacing%20and%20repealing%20Council%20Decisions%202009/371/JHA%2C%202009/934/JHA%2C%202009/935/JHA%2C%202009/936/JHA%20and%202009/968/JHA%2C%20page%2057%20%0DProcessing%20of%20personal%20data%2C%20by%20automated%20or%20other%20means%2C%20revealing%20racial%20or%20ethnic%20origin%2C%20political%20opinions%2C%20religious%20or%20philosophical%20beliefs%20or%20trade%20union%20membership%20and%20processing%20of%20genetic%20data%2C%20biometric%20data%20for%20the%20purpose%20of%20uniquely%20identifying%20a%20natural%20person%2C%20or%20data%20concerning%20a%20person%27s%20health%20or%20sex%20life%20shall%20be%20allowed%20only%20where%20strictly%20necessary%20and%20proportionate%20for%20the%20purposes%20of%20research%20and%20innovation%20projects%20pursuant%20to%20Article%2033a%20and%20for%20operational%20purposes%2C%20within%20Europol%E2%80%99s%20objectives%2C%20and%20only%20for%20preventing%20or%20combating%20crime%20that%20falls%20within%20Europol%E2%80%99s%20objectives.%20Such%20processing%20shall%20also%20be%20subject%20to%20appropriate%20safeguards%20laid%20down%20in%20this%20Regulation%20with%20regard%20to%20the%20rights%20and%20freedoms%20of%20the%20data%20subject%2C%20and%2C%20with%20the%20exception%20of%20biometric%20data%20processed%20for%20the%20purpose%20of%20uniquely%20identifying%20a%20natural%20person%2C%20shall%20be%20allowed%20only%20if%20those%20data%20supplement%20other%20personal%20data%20processed%20by%20Europol.%20%0DThe%20selection%20of%20a%20particular%20group%20of%20persons%20solely%20on%20the%20basis%20of%20such%20personal%20data%20shall%20be%20prohibited.%20%0DExchange%20of%20personal%20data%20%0DEuropol%20should%20be%20a%20hub%20for%20information%20exchange%20in%20the%20Union.%20Information%20collected%2C%20stored%2C%20processed%2C%20analysed%20and%20exchanged%20by%20Europol%20includes%20criminal%20intelligence%20which%20relates%20to%20information%20about%20crime%20or%20criminal%20activities%20falling%20within%20the%20scope%20of%20Europol%E2%80%99s%20objectives%2C%20obtained%20with%20a%20view%20to%20establishing%20whether%20concrete%20criminal%20acts%20have%20been%20committed%20or%20may%20be%20committed%20in%20the%20future.%20%0D7%20Coordinated%20Supervision%20Committee%20-%20A%20Guide%20for%20exercising%20data%20subjects%E2%80%99%20rights%20July%202023%20%0DIn%20order%20to%20ensure%20an%20effective%20cooperation%20between%20Europol%20and%20Member%20States%2C%20a%20national%20unit%20should%20be%20set%20up%20in%20each%20Member%20State.%20The%20national%20unit%20should%20be%20the%20liaison%20link%20between%20national%20competent%20authorities%20and%20Europol.%20To%20ensure%20a%20continuous%20and%20effective%20exchange%20of%20information%20between%20Europol%20and%20the%20national%20units%2C%20and%20to%20facilitate%20their%20cooperation%2C%20each%20national%20unit%20should%20designate%20at%20least%20one%20liaison%20officer%20to%20be%20attached%20to%20Europol.%20The%20liaison%20officers%20shall%20assist%20in%20the%20exchange%20of%20information%20between%20Europol%20and%20their%20Member%20States.%20%0DAlso%2C%20liaison%20officers%20shall%20assist%20in%20the%20exchange%20of%20information%20between%20their%20Member%20States%20and%20the%20liaison%20officers%20of%20other%20Member%20States%2C%20third%20countries%20and%20international%20organisations.%20%0D2.%20RIGHTS%20GRANTED%20TO%20INDIVIDUALS%20WHOSE%20DATA%20ARE%20PROCESSED%20BY%20EUROPOL%20%0DIn%20accordance%20with%20data%20protection%20principles%2C%20all%20individuals%20whose%20data%20are%20processed%20by%20Europol%20are%20granted%20specific%20rights%20by%20the%20aforementioned%20Europol%20Regulation.%20%0DThese%20are%20basically:%20%0D%EF%82%A7%20the%20right%20of%20access%20to%20data%20relating%20to%20them%20stored%20by%20Europol%3B%20%0D%EF%82%A7%20the%20right%20to%20rectification%2C%20erasure%20and%20restriction%3B%20%0D%EF%82%A7%20the%20right%20to%20have%20the%20legality%20of%20data%20relating%20to%20them%20transferred%20to%20Europol%20verified%3B%20%0D%EF%82%A7%20the%20right%20to%20bring%20proceedings%20before%20the%20court%20or%20competent%20authorities%20to%20correct%20or%20delete%20data%20or%20to%20obtain%20compensation.%20%0D%0DAnyone%20exercising%20any%20of%20these%20rights%20can%20apply%20to%20the%20authority%20appointed%20for%20that%20purpose%20in%20the%20Member%20State%20of%20his%20or%20her%20choice.%20That%20authority%20shall%20refer%20the%20request%20to%20Europol%20without%20delay%20and%20in%20any%20case%20within%20one%20month%20of%20receipt.%20%0DDeadlines%20for%20replies%20to%20individuals%E2%80%99%20requests%20%0DWhen%20an%20individual%20exercises%20his/her%20right%20of%20access%2C%20his/her%20right%20to%20rectification%2C%20erasure%20and%20restriction%2C%20Europol%20shall%20answer%20it%20without%20undue%20delay%2C%20and%20in%20any%20case%20within%20three%20months%20of%20receipt%20by%20Europol%20of%20the%20request%20from%20the%20national%20authority.%20%0D8%20Coordinated%20Supervision%20Committee%20-%20A%20Guide%20for%20exercising%20data%20subjects%E2%80%99%20rights%20July%202023%20%0D2.1.%20Right%20of%20access%20%0DThe%20right%20of%20access%20is%20the%20possibility%20for%20anyone%20who%20so%20requests%20to%20consult%20the%20information%20relating%20to%20him/her%20stored%20in%20a%20data%20file.%20This%20is%20a%20fundamental%20principle%20of%20data%20protection%20which%20enables%20data%20subjects%20to%20exercise%20control%20over%20personal%20data%20which%20is%20being%20processed%20by%20the%20controller%2C%20namely%20by%20Europol.%20%0DThis%20right%20is%20expressly%20provided%20for%20in%20Article%2036%20of%20Europol%20Regulation%2C%20and%20Article%2080%20of%20Regulation%20%28EU%29%202018/1725.%20%0DAny%20data%20subject%20wishing%20to%20exercise%20the%20right%20of%20access%20to%20personal%20data%20relating%20to%20him%20or%20her%20may%20make%20a%20request%20to%20that%20effect%20to%20the%20authority%20appointed%20for%20that%20purpose%20in%20the%20Member%20State%20of%20his%20or%20her%20choice%2C%20or%20to%20Europol.%20Where%20the%20request%20is%20made%20to%20that%20authority%2C%20it%20shall%20refer%20the%20request%20to%20Europol%20without%20delay%20and%20in%20any%20case%20within%20one%20month%20of%20receipt.%20%0DEuropol%20shall%20answer%20it%20without%20undue%20delay%20and%20in%20any%20case%20within%20three%20months%20of%20receipt%20by%20Europol%20of%20the%20request%20from%20the%20national%20authority.%20%0DEuropol%20shall%20consult%20the%20competent%20authorities%20of%20the%20Member%20States%20and%20the%20provider%20of%20the%20data%20concerned%20so%20that%20they%20could%20have%20the%20opportunity%20to%20state%20their%20position%20as%20to%20the%20possibility%20of%20disclosing%20the%20data%20to%20the%20applicant%2C%20and%20to%20object%20to%20Europol%27s%20proposed%20response.%20In%20the%20latter%20case%2C%20the%20Member%20State%20or%20the%20provider%20of%20the%20data%20concerned%20shall%20notify%20Europol%20of%20the%20reasons%20for%20its%20objection.%20%0DAccording%20to%20Article%2081%20of%20Regulation%20%28EU%29%202018/1725%2C%20Europol%20may%20restrict%2C%20wholly%20or%20partly%2C%20the%20right%20of%20access%20of%20the%20extent%20that%2C%20and%20for%20as%20long%20as%20such%20a%20partial%20or%20complete%20restriction%20constitutes%20a%20necessary%20and%20proportionate%20measure%20in%20a%20democratic%20society%20with%20due%20regard%20for%20the%20fundamental%20rights%20and%20legitimate%20interests%20of%20the%20natural%20person%20concerned%2C%20in%20order%20to:%20%0Da%29%20avoid%20obstructing%20official%20or%20legal%20inquiries%2C%20investigations%20or%20procedures%3B%20%0Db%29%20avoid%20prejudicing%20the%20prevention%2C%20detection%2C%20investigation%20or%20prosecution%20of%20criminal%20offences%20or%20the%20execution%20of%20criminal%20penalties%3B%20%0Dc%29%20protect%20the%20public%20security%20of%20Member%20States%3B%20%0Dd%29%20protect%20the%20national%20security%20of%20Member%20States%3B%20%0De%29%20protect%20the%20rights%20and%20freedoms%20of%20others%2C%20such%20as%20victims%20and%20witnesses.%20%0D%0DIn%20the%20cases%20referred%20above%2C%20Europol%20shall%20inform%20the%20data%20subject%2C%20without%20undue%20delay%2C%20in%20writing%20of%20any%20refusal%20or%20restriction%20of%20access%20and%20of%20the%20reasons%20for%20the%20refusal%20or%20the%20restriction.%20Such%20%0D9%20Coordinated%20Supervision%20Committee%20-%20A%20Guide%20for%20exercising%20data%20subjects%E2%80%99%20rights%20July%202023%20%0Dinformation%20may%20be%20omitted%20where%20the%20provision%20thereof%20would%20undermine%20one%20of%20the%20purpose%20above.%20%0D2.2.%20Right%20to%20rectification%2C%20erasure%20and%20restriction%20%0DBesides%20the%20right%20of%20access%2C%20there%20is%20also%20the%20right%20to%20request%20Europol%2C%20through%20the%20authority%20appointed%20for%20that%20purpose%20in%20the%20Member%20State%20of%20his%20or%20her%20choice%2C%20or%20to%20Europol%2C%20to%20rectify%20personal%20data%20concerning%20him%20or%20her%20held%20by%20Europol%20if%20they%20are%20incorrect%20or%20to%20complete%20or%20update%20the%20personal%20data.%20%0DThe%20data%20subjects%20have%20also%20the%20right%20to%20request%20Europol%2C%20directly%20or%20through%20the%20authority%20appointed%20for%20that%20purpose%20in%20the%20Member%20State%20of%20his%20or%20her%20choice%2C%20to%20erase%20personal%20data%20relating%20to%20him%20or%20her%20held%20by%20Europol%20if%20they%20are%20no%20longer%20required%20for%20the%20purposes%20for%20which%20they%20are%20collected%20or%20are%20further%20processed.%20%0DIf%20there%20are%20reasonable%20grounds%20to%20believe%20that%20erasure%20could%20affect%20the%20legitimate%20interests%20of%20the%20data%20subjects%2C%20Europol%20shall%20restrict%20rather%20than%20erase%20personal%20data.%20Restricted%20data%20shall%20be%20processed%20only%20for%20the%20purpose%20of%20protecting%20the%20rights%20of%20the%20data%20subject%2C%20where%20it%20is%20necessary%20to%20protect%20the%20vital%20interests%20of%20the%20data%20subject%20or%20of%20another%20person%2C%20or%20for%20the%20purposes%20laid%20down%20in%20Article%2082%284%29%20of%20Regulation%20%28EU%29%202018/1725%20and%20listed%20below:%20%0Da%29%20avoid%20obstructing%20official%20or%20legal%20inquiries%2C%20investigations%20or%20procedures%3B%20%0Db%29%20avoid%20prejudicing%20the%20preve
file:Secretariat%20postal%20address:%20Rue%20Wiertz%2060%2C%20B-1047%20Brussels%20Offices:%20Rue%20Montoyer%2030%2C%20B-1000%20Brussels%20E-mail%20:%20csc-secretariat%40edpb.europa.eu%20%0D%20%0DEUROPOL%E2%80%99S%20INFORMATION%20SYSTEMS%20%0DA%20GUIDE%20FOR%20EXERCISING%20DATA%20SUBJECTS%E2%80%99%20RIGHTS:%20%0DTHE%20RIGHT%20OF%20ACCESS%2C%20RECTIFICATION%2C%20ERASURE%20AND%20RESTRICTION%20%0DCoordinated%20Supervision%20Committee%20-%20A%20Guide%20for%20exercising%20data%20subjects%E2%80%99%20rights%20vis-%C3%A0-vis%20Europol%20July%202023%20%0DThis%20guide%20was%20compiled%20by%20the%20Coordinated%20Supervision%20Committee.%20%0DThe%20national%20contributions%2C%20and%20any%20translations%20of%20this%20guide%20into%20languages%20other%20than%20English%2C%20are%20the%20responsibility%20of%20each%20national%20supervisory%20authority%20and%20they%20do%20not%20necessarily%20reflect%20the%20official%20position%20of%20the%20CSC.%20The%20CSC%20does%20not%20guarantee%20the%20accuracy%20of%20the%20information%20included%20in%20the%20national%20contributions%20and%20any%20questions%20should%20be%20address%20to%20the%20respective%20national%20supervisory%20authorities.%20Neither%20the%20CSC%20nor%20any%20person%20acting%20on%20the%20CSC%E2%80%99s%20behalf%20may%20be%20held%20responsible%20for%20the%20use%20which%20may%20be%20made%20of%20the%20information%20contained%20therein.%20%0DSecretariat%20postal%20address:%20Rue%20Wiertz%2060%2C%20B-1047%20Brussels%20%0DOffices:%20Rue%20Montoyer%2030%2C%20B-1000%20Brussels%20%0DE-mail%20:%20csc-secretariat%40edpb.europa.eu%20%0D3%20Coordinated%20Supervision%20Committee%20-%20A%20Guide%20for%20exercising%20data%20subjects%E2%80%99%20rights%20July%202023%20%0DTABLE%20OF%20CONTENTS%20%0D1.%20DATA%20CATEGORIES%20AND%20EXCHANGE%20OF%20PERSONAL%20DATA%20BETWEEN%20MEMBER%20STATES%20AND%20EUROPOL%20........................................................................................................5%20%0D2.%20RIGHTS%20GRANTED%20TO%20INDIVIDUALS%20WHOSE%20DATA%20ARE%20PROCESSED%20BY%20EUROPOL%20.......7%20%0D2.1.%20Right%20of%20access..................................................................................................8%20%0D2.2.%20Right%20to%20rectification%2C%20erasure%20and%20restriction%20.....................................................9%20%0D2.3.%20Right%20to%20have%20the%20legality%20of%20data%20relating%20to%20them%20transferred%20to%20Europol%20verified%20........................................................................................................10%20%0D2.4.%20Remedies:%20the%20right%20to%20complain%20to%20EDPS%20or%20to%20initiate%20a%20judicial%20proceeding......10%20%0D3.%20CONTACT%20POINTS%20..................................................................................................11%20%0D3.1.%20AUSTRIA%20...............................................................................................................12%20%0D3.2.%20BELGIUM%20..............................................................................................................12%20%0D3.3.%20BULGARIA%20.............................................................................................................12%20%0D3.4.%20CROATIA%20...............................................................................................................13%20%0D3.5.%20CYPRUS.................................................................................................................13%20%0D3.6.%20CZECH%20REPUBLIC%20...................................................................................................14%20%0D3.7.%20ESTONIA%20...............................................................................................................14%20%0D3.8.%20FINLAND%20...............................................................................................................15%20%0D3.9.%20FRANCE%20................................................................................................................15%20%0D3.10.%20GERMANY%20.............................................................................................................16%20%0D3.11.%20GREECE.................................................................................................................16%20%0D3.12.%20HUNGARY%20.............................................................................................................17%20%0D3.13.%20IRELAND%20...............................................................................................................17%20%0D3.14.%20ITALY%20....................................................................................................................18%20%0D3.15.%20LATVIA%20..................................................................................................................18%20%0D3.16.%20LITHUANIA%20............................................................................................................19%20%0D3.17.%20LUXEMBOURG%20......................................................................................................19%20%0D3.18.%20MALTA..................................................................................................................20%20%0D4%20Coordinated%20Supervision%20Committee%20-%20A%20Guide%20for%20exercising%20data%20subjects%E2%80%99%20rights%20July%202023%20%0D3.19.%20NETHERLANDS%20......................................................................................................20%20%0D3.20.%20POLAND................................................................................................................21%20%0D3.21.%20PORTUGAL%20............................................................................................................21%20%0D3.22.%20ROMANIA%20.............................................................................................................21%20%0D3.23.%20SLOVAK%20REPUBLIC%20.................................................................................................22%20%0D3.24.%20SLOVENIA%20.............................................................................................................23%20%0D3.25.%20SPAIN%20...................................................................................................................23%20%0D3.26.%20SWEDEN%20...............................................................................................................24%20%0DANNEXES%20%28TEMPLATE%20LETTERS%29%20......................................................................................25%20%0DAnnex%201%20................................................................................................................25%20%0DAnnex%202%20................................................................................................................26%20%0D5%20Coordinated%20Supervision%20Committee%20-%20A%20Guide%20for%20exercising%20data%20subjects%E2%80%99%20rights%20July%202023%20%0DIndividuals%20whose%20personal%20data%20are%20collected%2C%20held%20or%20otherwise%20processed%20by%20Europol%20are%20entitled%20to%20rights%20regarding%20their%20personal%20data%2C%20namely%20the%20right%20of%20access%2C%20right%20to%20rectification%2C%20erasure%20and%20restriction%20of%20personal%20data%20and%20the%20right%20to%20have%20the%20legality%20of%20transfer%20of%20his%20or%20her%20personal%20data%20verified%20by%20a%20national%20supervisory%20authority.%20%0DThis%20Guide%20describes%20the%20modalities%20for%20exercising%20those%20rights.%20%0DThe%20Guide%20is%20divided%20into%20three%20sections:%20%28I%29%20data%20categories%20and%20exchange%20of%20personal%20data%20between%20Member%20States%20and%20Europol%2C%20%28II%29%20the%20rights%20granted%20to%20the%20individuals%20whose%20personal%20data%20are%20processed%20in%20Europol%E2%80%99s%20Information%20Systems%20and%20%28III%29%20a%20description%20of%20the%20procedure%20for%20exercising%20the%20right%20of%20access%20in%20each%20of%20the%20countries%20concerned.%20%0D1.%20DATA%20CATEGORIES%20AND%20EXCHANGE%20OF%20PERSONAL%20DATA%20BETWEEN%20MEMBER%20STATES%20AND%20EUROPOL%20%0DEuropol%20processes%20personal%20data%20based%20on%20Regulation%20%28EU%29%202016/794%20of%20the%20European%20Parliament%20and%20of%20the%20Council%20of%2011%20May%202016%20on%20the%20European%20Union%20Agency%20for%20Law%20Enforcement%20Cooperation%20%28Europol%29%20%28hereinafter%20%E2%80%9CEuropol%20Regulation%E2%80%9D%29%2C%20as%20amended%20by%20Regulation%202022/991%20of%20the%20European%20Parliament%20and%20of%20the%20Council%20of%208%20June%202022%20%28hereinafter%20%E2%80%9CRegulation%20amending%20Europol%20Regulation%E2%80%9D%29.%20%0DCategories%20of%20personal%20data%20processed%20%0DPersonal%20data%20collected%20and%20processed%20by%20Europol%20relate%20to:%20%0Da%29%20persons%20who%2C%20in%20accordance%20with%20the%20national%20law%20of%20the%20Member%20State%20concerned%2C%20are%20suspected%20of%20having%20committed%20or%20having%20taken%20part%20in%20a%20criminal%20offence%20in%20respect%20of%20which%20Europol%20is%20competent%2C%20or%20who%20have%20been%20convicted%20of%20such%20an%20offence%3B%20%0Db%29%20persons%20regarding%20whom%20there%20are%20factual%20indications%20or%20reasonable%20grounds%20under%20the%20national%20law%20of%20the%20Member%20State%20concerned%20to%20believe%20that%20they%20will%20commit%20criminal%20offences%20in%20respect%20of%20which%20Europol%20is%20competent%3B%20%0Dc%29%20persons%20who%20might%20be%20called%20on%20to%20testify%20in%20investigations%20in%20connection%20with%20the%20offences%20under%20consideration%20or%20in%20subsequent%20criminal%20proceedings%3B%20%0D%0D6%20Coordinated%20Supervision%20Committee%20-%20A%20Guide%20for%20exercising%20data%20subjects%E2%80%99%20rights%20July%202023%20%0Dd%29%20persons%20who%20have%20been%20the%20victims%20of%20one%20of%20the%20offences%20under%20consideration%20or%20with%20regard%20to%20whom%20certain%20facts%20give%20reasons%20to%20believe%20that%20they%20could%20be%20the%20victims%20of%20such%20an%20offence%3B%20%0De%29%20contacts%20and%20associates%3B%20and%20%0Df%29%20persons%20who%20can%20provide%20information%20on%20the%20criminal%20offences%20under%20consideration.%20%0D%0DThe%20categories%20of%20personal%20data%20and%20categories%20of%20data%20subjects%20whose%20data%20may%20be%20collected%20and%20processed%20for%20each%20purpose%20referred%20to%20in%20Article%2018%282%29%20are%20listed%20in%20Annex%20II%20to%20the%20Europol%20Regulation1.%20%0D1%20Regulation%20%28EU%29%202016/794%20of%20the%20European%20Parliament%20and%20of%20the%20Council%20of%2011%20May%202016%20on%20the%20European%20Union%20Agency%20for%20Law%20Enforcement%20Cooperation%20%28Europol%29%20and%20replacing%20and%20repealing%20Council%20Decisions%202009/371/JHA%2C%202009/934/JHA%2C%202009/935/JHA%2C%202009/936/JHA%20and%202009/968/JHA%2C%20page%2057%20%0DProcessing%20of%20personal%20data%2C%20by%20automated%20or%20other%20means%2C%20revealing%20racial%20or%20ethnic%20origin%2C%20political%20opinions%2C%20religious%20or%20philosophical%20beliefs%20or%20trade%20union%20membership%20and%20processing%20of%20genetic%20data%2C%20biometric%20data%20for%20the%20purpose%20of%20uniquely%20identifying%20a%20natural%20person%2C%20or%20data%20concerning%20a%20person%27s%20health%20or%20sex%20life%20shall%20be%20allowed%20only%20where%20strictly%20necessary%20and%20proportionate%20for%20the%20purposes%20of%20research%20and%20innovation%20projects%20pursuant%20to%20Article%2033a%20and%20for%20operational%20purposes%2C%20within%20Europol%E2%80%99s%20objectives%2C%20and%20only%20for%20preventing%20or%20combating%20crime%20that%20falls%20within%20Europol%E2%80%99s%20objectives.%20Such%20processing%20shall%20also%20be%20subject%20to%20appropriate%20safeguards%20laid%20down%20in%20this%20Regulation%20with%20regard%20to%20the%20rights%20and%20freedoms%20of%20the%20data%20subject%2C%20and%2C%20with%20the%20exception%20of%20biometric%20data%20processed%20for%20the%20purpose%20of%20uniquely%20identifying%20a%20natural%20person%2C%20shall%20be%20allowed%20only%20if%20those%20data%20supplement%20other%20personal%20data%20processed%20by%20Europol.%20%0DThe%20selection%20of%20a%20particular%20group%20of%20persons%20solely%20on%20the%20basis%20of%20such%20personal%20data%20shall%20be%20prohibited.%20%0DExchange%20of%20personal%20data%20%0DEuropol%20should%20be%20a%20hub%20for%20information%20exchange%20in%20the%20Union.%20Information%20collected%2C%20stored%2C%20processed%2C%20analysed%20and%20exchanged%20by%20Europol%20includes%20criminal%20intelligence%20which%20relates%20to%20information%20about%20crime%20or%20criminal%20activities%20falling%20within%20the%20scope%20of%20Europol%E2%80%99s%20objectives%2C%20obtained%20with%20a%20view%20to%20establishing%20whether%20concrete%20criminal%20acts%20have%20been%20committed%20or%20may%20be%20committed%20in%20the%20future.%20%0D7%20Coordinated%20Supervision%20Committee%20-%20A%20Guide%20for%20exercising%20data%20subjects%E2%80%99%20rights%20July%202023%20%0DIn%20order%20to%20ensure%20an%20effective%20cooperation%20between%20Europol%20and%20Member%20States%2C%20a%20national%20unit%20should%20be%20set%20up%20in%20each%20Member%20State.%20The%20national%20unit%20should%20be%20the%20liaison%20link%20between%20national%20competent%20authorities%20and%20Europol.%20To%20ensure%20a%20continuous%20and%20effective%20exchange%20of%20information%20between%20Europol%20and%20the%20national%20units%2C%20and%20to%20facilitate%20their%20cooperation%2C%20each%20national%20unit%20should%20designate%20at%20least%20one%20liaison%20officer%20to%20be%20attached%20to%20Europol.%20The%20liaison%20officers%20shall%20assist%20in%20the%20exchange%20of%20information%20between%20Europol%20and%20their%20Member%20States.%20%0DAlso%2C%20liaison%20officers%20shall%20assist%20in%20the%20exchange%20of%20information%20between%20their%20Member%20States%20and%20the%20liaison%20officers%20of%20other%20Member%20States%2C%20third%20countries%20and%20international%20organisations.%20%0D2.%20RIGHTS%20GRANTED%20TO%20INDIVIDUALS%20WHOSE%20DATA%20ARE%20PROCESSED%20BY%20EUROPOL%20%0DIn%20accordance%20with%20data%20protection%20principles%2C%20all%20individuals%20whose%20data%20are%20processed%20by%20Europol%20are%20granted%20specific%20rights%20by%20the%20aforementioned%20Europol%20Regulation.%20%0DThese%20are%20basically:%20%0D%EF%82%A7%20the%20right%20of%20access%20to%20data%20relating%20to%20them%20stored%20by%20Europol%3B%20%0D%EF%82%A7%20the%20right%20to%20rectification%2C%20erasure%20and%20restriction%3B%20%0D%EF%82%A7%20the%20right%20to%20have%20the%20legality%20of%20data%20relating%20to%20them%20transferred%20to%20Europol%20verified%3B%20%0D%EF%82%A7%20the%20right%20to%20bring%20proceedings%20before%20the%20court%20or%20competent%20authorities%20to%20correct%20or%20delete%20data%20or%20to%20obtain%20compensation.%20%0D%0DAnyone%20exercising%20any%20of%20these%20rights%20can%20apply%20to%20the%20authority%20appointed%20for%20that%20purpose%20in%20the%20Member%20State%20of%20his%20or%20her%20choice.%20That%20authority%20shall%20refer%20the%20request%20to%20Europol%20without%20delay%20and%20in%20any%20case%20within%20one%20month%20of%20receipt.%20%0DDeadlines%20for%20replies%20to%20individuals%E2%80%99%20requests%20%0DWhen%20an%20individual%20exercises%20his/her%20right%20of%20access%2C%20his/her%20right%20to%20rectification%2C%20erasure%20and%20restriction%2C%20Europol%20shall%20answer%20it%20without%20undue%20delay%2C%20and%20in%20any%20case%20within%20three%20months%20of%20receipt%20by%20Europol%20of%20the%20request%20from%20the%20national%20authority.%20%0D8%20Coordinated%20Supervision%20Committee%20-%20A%20Guide%20for%20exercising%20data%20subjects%E2%80%99%20rights%20July%202023%20%0D2.1.%20Right%20of%20access%20%0DThe%20right%20of%20access%20is%20the%20possibility%20for%20anyone%20who%20so%20requests%20to%20consult%20the%20information%20relating%20to%20him/her%20stored%20in%20a%20data%20file.%20This%20is%20a%20fundamental%20principle%20of%20data%20protection%20which%20enables%20data%20subjects%20to%20exercise%20control%20over%20personal%20data%20which%20is%20being%20processed%20by%20the%20controller%2C%20namely%20by%20Europol.%20%0DThis%20right%20is%20expressly%20provided%20for%20in%20Article%2036%20of%20Europol%20Regulation%2C%20and%20Article%2080%20of%20Regulation%20%28EU%29%202018/1725.%20%0DAny%20data%20subject%20wishing%20to%20exercise%20the%20right%20of%20access%20to%20personal%20data%20relating%20to%20him%20or%20her%20may%20make%20a%20request%20to%20that%20effect%20to%20the%20authority%20appointed%20for%20that%20purpose%20in%20the%20Member%20State%20of%20his%20or%20her%20choice%2C%20or%20to%20Europol.%20Where%20the%20request%20is%20made%20to%20that%20authority%2C%20it%20shall%20refer%20the%20request%20to%20Europol%20without%20delay%20and%20in%20any%20case%20within%20one%20month%20of%20receipt.%20%0DEuropol%20shall%20answer%20it%20without%20undue%20delay%20and%20in%20any%20case%20within%20three%20months%20of%20receipt%20by%20Europol%20of%20the%20request%20from%20the%20national%20authority.%20%0DEuropol%20shall%20consult%20the%20competent%20authorities%20of%20the%20Member%20States%20and%20the%20provider%20of%20the%20data%20concerned%20so%20that%20they%20could%20have%20the%20opportunity%20to%20state%20their%20position%20as%20to%20the%20possibility%20of%20disclosing%20the%20data%20to%20the%20applicant%2C%20and%20to%20object%20to%20Europol%27s%20proposed%20response.%20In%20the%20latter%20case%2C%20the%20Member%20State%20or%20the%20provider%20of%20the%20data%20concerned%20shall%20notify%20Europol%20of%20the%20reasons%20for%20its%20objection.%20%0DAccording%20to%20Article%2081%20of%20Regulation%20%28EU%29%202018/1725%2C%20Europol%20may%20restrict%2C%20wholly%20or%20partly%2C%20the%20right%20of%20access%20of%20the%20extent%20that%2C%20and%20for%20as%20long%20as%20such%20a%20partial%20or%20complete%20restriction%20constitutes%20a%20necessary%20and%20proportionate%20measure%20in%20a%20democratic%20society%20with%20due%20regard%20for%20the%20fundamental%20rights%20and%20legitimate%20interests%20of%20the%20natural%20person%20concerned%2C%20in%20order%20to:%20%0Da%29%20avoid%20obstructing%20official%20or%20legal%20inquiries%2C%20investigations%20or%20procedures%3B%20%0Db%29%20avoid%20prejudicing%20the%20prevention%2C%20detection%2C%20investigation%20or%20prosecution%20of%20criminal%20offences%20or%20the%20execution%20of%20criminal%20penalties%3B%20%0Dc%29%20protect%20the%20public%20security%20of%20Member%20States%3B%20%0Dd%29%20protect%20the%20national%20security%20of%20Member%20States%3B%20%0De%29%20protect%20the%20rights%20and%20freedoms%20of%20others%2C%20such%20as%20victims%20and%20witnesses.%20%0D%0DIn%20the%20cases%20referred%20above%2C%20Europol%20shall%20inform%20the%20data%20subject%2C%20without%20undue%20delay%2C%20in%20writing%20of%20any%20refusal%20or%20restriction%20of%20access%20and%20of%20the%20reasons%20for%20the%20refusal%20or%20the%20restriction.%20Such%20%0D9%20Coordinated%20Supervision%20Committee%20-%20A%20Guide%20for%20exercising%20data%20subjects%E2%80%99%20rights%20July%202023%20%0Dinformation%20may%20be%20omitted%20where%20the%20provision%20thereof%20would%20undermine%20one%20of%20the%20purpose%20above.%20%0D2.2.%20Right%20to%20rectification%2C%20erasure%20and%20restriction%20%0DBesides%20the%20right%20of%20access%2C%20there%20is%20also%20the%20right%20to%20request%20Europol%2C%20through%20the%20authority%20appointed%20for%20that%20purpose%20in%20the%20Member%20State%20of%20his%20or%20her%20choice%2C%20or%20to%20Europol%2C%20to%20rectify%20personal%20data%20concerning%20him%20or%20her%20held%20by%20Europol%20if%20they%20are%20incorrect%20or%20to%20complete%20or%20update%20the%20personal%20data.%20%0DThe%20data%20subjects%20have%20also%20the%20right%20to%20request%20Europol%2C%20directly%20or%20through%20the%20authority%20appointed%20for%20that%20purpose%20in%20the%20Member%20State%20of%20his%20or%20her%20choice%2C%20to%20erase%20personal%20data%20relating%20to%20him%20or%20her%20held%20by%20Europol%20if%20they%20are%20no%20longer%20required%20for%20the%20purposes%20for%20which%20they%20are%20collected%20or%20are%20further%20processed.%20%0DIf%20there%20are%20reasonable%20grounds%20to%20believe%20that%20erasure%20could%20affect%20the%20legitimate%20interests%20of%20the%20data%20subjects%2C%20Europol%20shall%20restrict%20rather%20than%20erase%20personal%20data.%20Restricted%20data%20shall%20be%20processed%20only%20for%20the%20purpose%20of%20protecting%20the%20rights%20of%20the%20data%20subject%2C%20where%20it%20is%20necessary%20to%20protect%20the%20vital%20interests%20of%20the%20data%20subject%20or%20of%20another%20person%2C%20or%20for%20the%20purposes%20laid%20down%20in%20Article%2082%284%29%20of%20Regulation%20%28EU%29%202018/1725%20and%20listed%20below:%20%0Da%29%20avoid%20obstructing%20official%20or%20legal%20inquiries%2C%20investigations%20or%20procedures%3B%20%0Db%29%20avoid%20prejudicing%20the%20preve
file:Secretariat%20postal%20address:%20Rue%20Wiertz%2060%2C%20B-1047%20Brussels%20Offices:%20Rue%20Montoyer%2030%2C%20B-1000%20Brussels%20E-mail%20:%20csc-secretariat%40edpb.europa.eu%20%0D%20%0DEUROPOL%E2%80%99S%20INFORMATION%20SYSTEMS%20%0DA%20GUIDE%20FOR%20EXERCISING%20DATA%20SUBJECTS%E2%80%99%20RIGHTS:%20%0DTHE%20RIGHT%20OF%20ACCESS%2C%20RECTIFICATION%2C%20ERASURE%20AND%20RESTRICTION%20%0DCoordinated%20Supervision%20Committee%20-%20A%20Guide%20for%20exercising%20data%20subjects%E2%80%99%20rights%20vis-%C3%A0-vis%20Europol%20July%202023%20%0DThis%20guide%20was%20compiled%20by%20the%20Coordinated%20Supervision%20Committee.%20%0DThe%20national%20contributions%2C%20and%20any%20translations%20of%20this%20guide%20into%20languages%20other%20than%20English%2C%20are%20the%20responsibility%20of%20each%20national%20supervisory%20authority%20and%20they%20do%20not%20necessarily%20reflect%20the%20official%20position%20of%20the%20CSC.%20The%20CSC%20does%20not%20guarantee%20the%20accuracy%20of%20the%20information%20included%20in%20the%20national%20contributions%20and%20any%20questions%20should%20be%20address%20to%20the%20respective%20national%20supervisory%20authorities.%20Neither%20the%20CSC%20nor%20any%20person%20acting%20on%20the%20CSC%E2%80%99s%20behalf%20may%20be%20held%20responsible%20for%20the%20use%20which%20may%20be%20made%20of%20the%20information%20contained%20therein.%20%0DSecretariat%20postal%20address:%20Rue%20Wiertz%2060%2C%20B-1047%20Brussels%20%0DOffices:%20Rue%20Montoyer%2030%2C%20B-1000%20Brussels%20%0DE-mail%20:%20csc-secretariat%40edpb.europa.eu%20%0D3%20Coordinated%20Supervision%20Committee%20-%20A%20Guide%20for%20exercising%20data%20subjects%E2%80%99%20rights%20July%202023%20%0DTABLE%20OF%20CONTENTS%20%0D1.%20DATA%20CATEGORIES%20AND%20EXCHANGE%20OF%20PERSONAL%20DATA%20BETWEEN%20MEMBER%20STATES%20AND%20EUROPOL%20........................................................................................................5%20%0D2.%20RIGHTS%20GRANTED%20TO%20INDIVIDUALS%20WHOSE%20DATA%20ARE%20PROCESSED%20BY%20EUROPOL%20.......7%20%0D2.1.%20Right%20of%20access..................................................................................................8%20%0D2.2.%20Right%20to%20rectification%2C%20erasure%20and%20restriction%20.....................................................9%20%0D2.3.%20Right%20to%20have%20the%20legality%20of%20data%20relating%20to%20them%20transferred%20to%20Europol%20verified%20........................................................................................................10%20%0D2.4.%20Remedies:%20the%20right%20to%20complain%20to%20EDPS%20or%20to%20initiate%20a%20judicial%20proceeding......10%20%0D3.%20CONTACT%20POINTS%20..................................................................................................11%20%0D3.1.%20AUSTRIA%20...............................................................................................................12%20%0D3.2.%20BELGIUM%20..............................................................................................................12%20%0D3.3.%20BULGARIA%20.............................................................................................................12%20%0D3.4.%20CROATIA%20...............................................................................................................13%20%0D3.5.%20CYPRUS.................................................................................................................13%20%0D3.6.%20CZECH%20REPUBLIC%20...................................................................................................14%20%0D3.7.%20ESTONIA%20...............................................................................................................14%20%0D3.8.%20FINLAND%20...............................................................................................................15%20%0D3.9.%20FRANCE%20................................................................................................................15%20%0D3.10.%20GERMANY%20.............................................................................................................16%20%0D3.11.%20GREECE.................................................................................................................16%20%0D3.12.%20HUNGARY%20.............................................................................................................17%20%0D3.13.%20IRELAND%20...............................................................................................................17%20%0D3.14.%20ITALY%20....................................................................................................................18%20%0D3.15.%20LATVIA%20..................................................................................................................18%20%0D3.16.%20LITHUANIA%20............................................................................................................19%20%0D3.17.%20LUXEMBOURG%20......................................................................................................19%20%0D3.18.%20MALTA..................................................................................................................20%20%0D4%20Coordinated%20Supervision%20Committee%20-%20A%20Guide%20for%20exercising%20data%20subjects%E2%80%99%20rights%20July%202023%20%0D3.19.%20NETHERLANDS%20......................................................................................................20%20%0D3.20.%20POLAND................................................................................................................21%20%0D3.21.%20PORTUGAL%20............................................................................................................21%20%0D3.22.%20ROMANIA%20.............................................................................................................21%20%0D3.23.%20SLOVAK%20REPUBLIC%20.................................................................................................22%20%0D3.24.%20SLOVENIA%20.............................................................................................................23%20%0D3.25.%20SPAIN%20...................................................................................................................23%20%0D3.26.%20SWEDEN%20...............................................................................................................24%20%0DANNEXES%20%28TEMPLATE%20LETTERS%29%20......................................................................................25%20%0DAnnex%201%20................................................................................................................25%20%0DAnnex%202%20................................................................................................................26%20%0D5%20Coordinated%20Supervision%20Committee%20-%20A%20Guide%20for%20exercising%20data%20subjects%E2%80%99%20rights%20July%202023%20%0DIndividuals%20whose%20personal%20data%20are%20collected%2C%20held%20or%20otherwise%20processed%20by%20Europol%20are%20entitled%20to%20rights%20regarding%20their%20personal%20data%2C%20namely%20the%20right%20of%20access%2C%20right%20to%20rectification%2C%20erasure%20and%20restriction%20of%20personal%20data%20and%20the%20right%20to%20have%20the%20legality%20of%20transfer%20of%20his%20or%20her%20personal%20data%20verified%20by%20a%20national%20supervisory%20authority.%20%0DThis%20Guide%20describes%20the%20modalities%20for%20exercising%20those%20rights.%20%0DThe%20Guide%20is%20divided%20into%20three%20sections:%20%28I%29%20data%20categories%20and%20exchange%20of%20personal%20data%20between%20Member%20States%20and%20Europol%2C%20%28II%29%20the%20rights%20granted%20to%20the%20individuals%20whose%20personal%20data%20are%20processed%20in%20Europol%E2%80%99s%20Information%20Systems%20and%20%28III%29%20a%20description%20of%20the%20procedure%20for%20exercising%20the%20right%20of%20access%20in%20each%20of%20the%20countries%20concerned.%20%0D1.%20DATA%20CATEGORIES%20AND%20EXCHANGE%20OF%20PERSONAL%20DATA%20BETWEEN%20MEMBER%20STATES%20AND%20EUROPOL%20%0DEuropol%20processes%20personal%20data%20based%20on%20Regulation%20%28EU%29%202016/794%20of%20the%20European%20Parliament%20and%20of%20the%20Council%20of%2011%20May%202016%20on%20the%20European%20Union%20Agency%20for%20Law%20Enforcement%20Cooperation%20%28Europol%29%20%28hereinafter%20%E2%80%9CEuropol%20Regulation%E2%80%9D%29%2C%20as%20amended%20by%20Regulation%202022/991%20of%20the%20European%20Parliament%20and%20of%20the%20Council%20of%208%20June%202022%20%28hereinafter%20%E2%80%9CRegulation%20amending%20Europol%20Regulation%E2%80%9D%29.%20%0DCategories%20of%20personal%20data%20processed%20%0DPersonal%20data%20collected%20and%20processed%20by%20Europol%20relate%20to:%20%0Da%29%20persons%20who%2C%20in%20accordance%20with%20the%20national%20law%20of%20the%20Member%20State%20concerned%2C%20are%20suspected%20of%20having%20committed%20or%20having%20taken%20part%20in%20a%20criminal%20offence%20in%20respect%20of%20which%20Europol%20is%20competent%2C%20or%20who%20have%20been%20convicted%20of%20such%20an%20offence%3B%20%0Db%29%20persons%20regarding%20whom%20there%20are%20factual%20indications%20or%20reasonable%20grounds%20under%20the%20national%20law%20of%20the%20Member%20State%20concerned%20to%20believe%20that%20they%20will%20commit%20criminal%20offences%20in%20respect%20of%20which%20Europol%20is%20competent%3B%20%0Dc%29%20persons%20who%20might%20be%20called%20on%20to%20testify%20in%20investigations%20in%20connection%20with%20the%20offences%20under%20consideration%20or%20in%20subsequent%20criminal%20proceedings%3B%20%0D%0D6%20Coordinated%20Supervision%20Committee%20-%20A%20Guide%20for%20exercising%20data%20subjects%E2%80%99%20rights%20July%202023%20%0Dd%29%20persons%20who%20have%20been%20the%20victims%20of%20one%20of%20the%20offences%20under%20consideration%20or%20with%20regard%20to%20whom%20certain%20facts%20give%20reasons%20to%20believe%20that%20they%20could%20be%20the%20victims%20of%20such%20an%20offence%3B%20%0De%29%20contacts%20and%20associates%3B%20and%20%0Df%29%20persons%20who%20can%20provide%20information%20on%20the%20criminal%20offences%20under%20consideration.%20%0D%0DThe%20categories%20of%20personal%20data%20and%20categories%20of%20data%20subjects%20whose%20data%20may%20be%20collected%20and%20processed%20for%20each%20purpose%20referred%20to%20in%20Article%2018%282%29%20are%20listed%20in%20Annex%20II%20to%20the%20Europol%20Regulation1.%20%0D1%20Regulation%20%28EU%29%202016/794%20of%20the%20European%20Parliament%20and%20of%20the%20Council%20of%2011%20May%202016%20on%20the%20European%20Union%20Agency%20for%20Law%20Enforcement%20Cooperation%20%28Europol%29%20and%20replacing%20and%20repealing%20Council%20Decisions%202009/371/JHA%2C%202009/934/JHA%2C%202009/935/JHA%2C%202009/936/JHA%20and%202009/968/JHA%2C%20page%2057%20%0DProcessing%20of%20personal%20data%2C%20by%20automated%20or%20other%20means%2C%20revealing%20racial%20or%20ethnic%20origin%2C%20political%20opinions%2C%20religious%20or%20philosophical%20beliefs%20or%20trade%20union%20membership%20and%20processing%20of%20genetic%20data%2C%20biometric%20data%20for%20the%20purpose%20of%20uniquely%20identifying%20a%20natural%20person%2C%20or%20data%20concerning%20a%20person%27s%20health%20or%20sex%20life%20shall%20be%20allowed%20only%20where%20strictly%20necessary%20and%20proportionate%20for%20the%20purposes%20of%20research%20and%20innovation%20projects%20pursuant%20to%20Article%2033a%20and%20for%20operational%20purposes%2C%20within%20Europol%E2%80%99s%20objectives%2C%20and%20only%20for%20preventing%20or%20combating%20crime%20that%20falls%20within%20Europol%E2%80%99s%20objectives.%20Such%20processing%20shall%20also%20be%20subject%20to%20appropriate%20safeguards%20laid%20down%20in%20this%20Regulation%20with%20regard%20to%20the%20rights%20and%20freedoms%20of%20the%20data%20subject%2C%20and%2C%20with%20the%20exception%20of%20biometric%20data%20processed%20for%20the%20purpose%20of%20uniquely%20identifying%20a%20natural%20person%2C%20shall%20be%20allowed%20only%20if%20those%20data%20supplement%20other%20personal%20data%20processed%20by%20Europol.%20%0DThe%20selection%20of%20a%20particular%20group%20of%20persons%20solely%20on%20the%20basis%20of%20such%20personal%20data%20shall%20be%20prohibited.%20%0DExchange%20of%20personal%20data%20%0DEuropol%20should%20be%20a%20hub%20for%20information%20exchange%20in%20the%20Union.%20Information%20collected%2C%20stored%2C%20processed%2C%20analysed%20and%20exchanged%20by%20Europol%20includes%20criminal%20intelligence%20which%20relates%20to%20information%20about%20crime%20or%20criminal%20activities%20falling%20within%20the%20scope%20of%20Europol%E2%80%99s%20objectives%2C%20obtained%20with%20a%20view%20to%20establishing%20whether%20concrete%20criminal%20acts%20have%20been%20committed%20or%20may%20be%20committed%20in%20the%20future.%20%0D7%20Coordinated%20Supervision%20Committee%20-%20A%20Guide%20for%20exercising%20data%20subjects%E2%80%99%20rights%20July%202023%20%0DIn%20order%20to%20ensure%20an%20effective%20cooperation%20between%20Europol%20and%20Member%20States%2C%20a%20national%20unit%20should%20be%20set%20up%20in%20each%20Member%20State.%20The%20national%20unit%20should%20be%20the%20liaison%20link%20between%20national%20competent%20authorities%20and%20Europol.%20To%20ensure%20a%20continuous%20and%20effective%20exchange%20of%20information%20between%20Europol%20and%20the%20national%20units%2C%20and%20to%20facilitate%20their%20cooperation%2C%20each%20national%20unit%20should%20designate%20at%20least%20one%20liaison%20officer%20to%20be%20attached%20to%20Europol.%20The%20liaison%20officers%20shall%20assist%20in%20the%20exchange%20of%20information%20between%20Europol%20and%20their%20Member%20States.%20%0DAlso%2C%20liaison%20officers%20shall%20assist%20in%20the%20exchange%20of%20information%20between%20their%20Member%20States%20and%20the%20liaison%20officers%20of%20other%20Member%20States%2C%20third%20countries%20and%20international%20organisations.%20%0D2.%20RIGHTS%20GRANTED%20TO%20INDIVIDUALS%20WHOSE%20DATA%20ARE%20PROCESSED%20BY%20EUROPOL%20%0DIn%20accordance%20with%20data%20protection%20principles%2C%20all%20individuals%20whose%20data%20are%20processed%20by%20Europol%20are%20granted%20specific%20rights%20by%20the%20aforementioned%20Europol%20Regulation.%20%0DThese%20are%20basically:%20%0D%EF%82%A7%20the%20right%20of%20access%20to%20data%20relating%20to%20them%20stored%20by%20Europol%3B%20%0D%EF%82%A7%20the%20right%20to%20rectification%2C%20erasure%20and%20restriction%3B%20%0D%EF%82%A7%20the%20right%20to%20have%20the%20legality%20of%20data%20relating%20to%20them%20transferred%20to%20Europol%20verified%3B%20%0D%EF%82%A7%20the%20right%20to%20bring%20proceedings%20before%20the%20court%20or%20competent%20authorities%20to%20correct%20or%20delete%20data%20or%20to%20obtain%20compensation.%20%0D%0DAnyone%20exercising%20any%20of%20these%20rights%20can%20apply%20to%20the%20authority%20appointed%20for%20that%20purpose%20in%20the%20Member%20State%20of%20his%20or%20her%20choice.%20That%20authority%20shall%20refer%20the%20request%20to%20Europol%20without%20delay%20and%20in%20any%20case%20within%20one%20month%20of%20receipt.%20%0DDeadlines%20for%20replies%20to%20individuals%E2%80%99%20requests%20%0DWhen%20an%20individual%20exercises%20his/her%20right%20of%20access%2C%20his/her%20right%20to%20rectification%2C%20erasure%20and%20restriction%2C%20Europol%20shall%20answer%20it%20without%20undue%20delay%2C%20and%20in%20any%20case%20within%20three%20months%20of%20receipt%20by%20Europol%20of%20the%20request%20from%20the%20national%20authority.%20%0D8%20Coordinated%20Supervision%20Committee%20-%20A%20Guide%20for%20exercising%20data%20subjects%E2%80%99%20rights%20July%202023%20%0D2.1.%20Right%20of%20access%20%0DThe%20right%20of%20access%20is%20the%20possibility%20for%20anyone%20who%20so%20requests%20to%20consult%20the%20information%20relating%20to%20him/her%20stored%20in%20a%20data%20file.%20This%20is%20a%20fundamental%20principle%20of%20data%20protection%20which%20enables%20data%20subjects%20to%20exercise%20control%20over%20personal%20data%20which%20is%20being%20processed%20by%20the%20controller%2C%20namely%20by%20Europol.%20%0DThis%20right%20is%20expressly%20provided%20for%20in%20Article%2036%20of%20Europol%20Regulation%2C%20and%20Article%2080%20of%20Regulation%20%28EU%29%202018/1725.%20%0DAny%20data%20subject%20wishing%20to%20exercise%20the%20right%20of%20access%20to%20personal%20data%20relating%20to%20him%20or%20her%20may%20make%20a%20request%20to%20that%20effect%20to%20the%20authority%20appointed%20for%20that%20purpose%20in%20the%20Member%20State%20of%20his%20or%20her%20choice%2C%20or%20to%20Europol.%20Where%20the%20request%20is%20made%20to%20that%20authority%2C%20it%20shall%20refer%20the%20request%20to%20Europol%20without%20delay%20and%20in%20any%20case%20within%20one%20month%20of%20receipt.%20%0DEuropol%20shall%20answer%20it%20without%20undue%20delay%20and%20in%20any%20case%20within%20three%20months%20of%20receipt%20by%20Europol%20of%20the%20request%20from%20the%20national%20authority.%20%0DEuropol%20shall%20consult%20the%20competent%20authorities%20of%20the%20Member%20States%20and%20the%20provider%20of%20the%20data%20concerned%20so%20that%20they%20could%20have%20the%20opportunity%20to%20state%20their%20position%20as%20to%20the%20possibility%20of%20disclosing%20the%20data%20to%20the%20applicant%2C%20and%20to%20object%20to%20Europol%27s%20proposed%20response.%20In%20the%20latter%20case%2C%20the%20Member%20State%20or%20the%20provider%20of%20the%20data%20concerned%20shall%20notify%20Europol%20of%20the%20reasons%20for%20its%20objection.%20%0DAccording%20to%20Article%2081%20of%20Regulation%20%28EU%29%202018/1725%2C%20Europol%20may%20restrict%2C%20wholly%20or%20partly%2C%20the%20right%20of%20access%20of%20the%20extent%20that%2C%20and%20for%20as%20long%20as%20such%20a%20partial%20or%20complete%20restriction%20constitutes%20a%20necessary%20and%20proportionate%20measure%20in%20a%20democratic%20society%20with%20due%20regard%20for%20the%20fundamental%20rights%20and%20legitimate%20interests%20of%20the%20natural%20person%20concerned%2C%20in%20order%20to:%20%0Da%29%20avoid%20obstructing%20official%20or%20legal%20inquiries%2C%20investigations%20or%20procedures%3B%20%0Db%29%20avoid%20prejudicing%20the%20prevention%2C%20detection%2C%20investigation%20or%20prosecution%20of%20criminal%20offences%20or%20the%20execution%20of%20criminal%20penalties%3B%20%0Dc%29%20protect%20the%20public%20security%20of%20Member%20States%3B%20%0Dd%29%20protect%20the%20national%20security%20of%20Member%20States%3B%20%0De%29%20protect%20the%20rights%20and%20freedoms%20of%20others%2C%20such%20as%20victims%20and%20witnesses.%20%0D%0DIn%20the%20cases%20referred%20above%2C%20Europol%20shall%20inform%20the%20data%20subject%2C%20without%20undue%20delay%2C%20in%20writing%20of%20any%20refusal%20or%20restriction%20of%20access%20and%20of%20the%20reasons%20for%20the%20refusal%20or%20the%20restriction.%20Such%20%0D9%20Coordinated%20Supervision%20Committee%20-%20A%20Guide%20for%20exercising%20data%20subjects%E2%80%99%20rights%20July%202023%20%0Dinformation%20may%20be%20omitted%20where%20the%20provision%20thereof%20would%20undermine%20one%20of%20the%20purpose%20above.%20%0D2.2.%20Right%20to%20rectification%2C%20erasure%20and%20restriction%20%0DBesides%20the%20right%20of%20access%2C%20there%20is%20also%20the%20right%20to%20request%20Europol%2C%20through%20the%20authority%20appointed%20for%20that%20purpose%20in%20the%20Member%20State%20of%20his%20or%20her%20choice%2C%20or%20to%20Europol%2C%20to%20rectify%20personal%20data%20concerning%20him%20or%20her%20held%20by%20Europol%20if%20they%20are%20incorrect%20or%20to%20complete%20or%20update%20the%20personal%20data.%20%0DThe%20data%20subjects%20have%20also%20the%20right%20to%20request%20Europol%2C%20directly%20or%20through%20the%20authority%20appointed%20for%20that%20purpose%20in%20the%20Member%20State%20of%20his%20or%20her%20choice%2C%20to%20erase%20personal%20data%20relating%20to%20him%20or%20her%20held%20by%20Europol%20if%20they%20are%20no%20longer%20required%20for%20the%20purposes%20for%20which%20they%20are%20collected%20or%20are%20further%20processed.%20%0DIf%20there%20are%20reasonable%20grounds%20to%20believe%20that%20erasure%20could%20affect%20the%20legitimate%20interests%20of%20the%20data%20subjects%2C%20Europol%20shall%20restrict%20rather%20than%20erase%20personal%20data.%20Restricted%20data%20shall%20be%20processed%20only%20for%20the%20purpose%20of%20protecting%20the%20rights%20of%20the%20data%20subject%2C%20where%20it%20is%20necessary%20to%20protect%20the%20vital%20interests%20of%20the%20data%20subject%20or%20of%20another%20person%2C%20or%20for%20the%20purposes%20laid%20down%20in%20Article%2082%284%29%20of%20Regulation%20%28EU%29%202018/1725%20and%20listed%20below:%20%0Da%29%20avoid%20obstructing%20official%20or%20legal%20inquiries%2C%20investigations%20or%20procedures%3B%20%0Db%29%20avoid%20prejudicing%20the%20preve
file:%0D%20AUDIT%20REPORT%20ON%20THE%20EUROPEAN%20UNION%20AGENCY%20FOR%20LAW%20ENFORCEMENT%20COOPERATION%20%28EUROPOL%29%20%0DThe%20Hague%2C%2016%20December%202022%20-%20EDPS%20Case%20number%202022-0382%20%0DExecutive%20summary%20%0DIntroduction%20%0DThe%20European%20Data%20Protection%20Supervisor%20%28EDPS%29%20is%20the%20independent%20supervisory%20authority%20established%20by%20Article%2052%20of%20Regulation%20%28EU%29%202018/1725%20and%20responsible%20under%20Article%2043%20of%20Regulation%20%28EU%29%202016/794%20%28hereinafter%20referred%20to%20as%20%E2%80%98the%20Europol%20Regulation%E2%80%99%20or%20%E2%80%98ER%E2%80%99%20abbreviated%29%20for:%20%0D%EF%82%A7%20monitoring%20and%20ensuring%20the%20application%20of%20the%20provisions%20of%20the%20Europol%20Regulation%20and%20of%20Regulation%20%28EU%29%202018/1725%20relating%20to%20the%20protection%20of%20fundamental%20rights%20and%20freedoms%20of%20natural%20persons%20with%20regard%20to%20the%20processing%20of%20personal%20data%20by%20Europol%2C%20and%20for%20advising%20Europol%20and%20data%20subjects%20on%20all%20matters%20concerning%20the%20processing%20of%20personal%20data.%20%0D%0DTo%20these%20ends%2C%20the%20EDPS%20fulfils%20the%20duties%20provided%20for%20in%20Article%2043%282%29%20and%20exercises%20the%20powers%20granted%20in%20Article%2043%284%29%20of%20the%20Europol%20Regulation.%20Among%20his%20powers%20to%20investigate%2C%20the%20EDPS%20can%20carry%20out%20investigations%20in%20the%20form%20of%20data%20protection%20inspections.%20The%20power%20to%20inspect%20is%20one%20of%20the%20tools%20established%20to%20monitor%20and%20ensure%20compliance%20with%20Europol%E2%80%99s%20legal%20framework.%20%0DThe%20inspection%20at%20Europol%20was%20part%20of%20the%20EDPS%20annual%20audit%20plan%20for%202022.%20The%20formal%20Decision%20was%20communicated%20to%20Europol%20by%20means%20of%20an%20Announcement%20Letter%20dated%2017%20November%202022.%20The%20fieldwork%20was%20carried%20out%20on%2016%20December%202022%20at%20Europol%E2%80%99s%20premises%2C%20Eisenhowerlaan%2073%202517%20KK%20in%20The%20Hague%2C%20The%20Netherlands.%20%0DScope%20of%20the%20inspection%20%0DThe%20EDPS%20carried%20out%20an%20inspection%20of%20Europol%E2%80%99s%20processing%20of%20personal%20data%20of%20minors%20under%2015%20years%20old%2C%20provided%20to%20the%20Agency%20by%20third%20countries%20and%20international%20organisations%2C%20and%20marked%20as%20suspects.%20%0D2%20%0DAccording%20to%20Article%2030%281%29%20of%20the%20Europol%20Regulation%2C%20the%20processing%20of%20individuals%20under%20the%20age%20of%2018%20is%20allowed%20if%20it%20is%20strictly%20necessary%20and%20proportionate%20for%20the%20purposes%20of%20preventing%20or%20combating%20crime%20within%20the%20scope%20of%20Europol%E2%80%99s%20objectives.%20This%20requirement%20reflects%20the%20additional%20vulnerability%20of%20minors%20and%20the%20sensitivity%20associated%20with%20processing%20their%20data%2C%20as%20well%20as%20the%20potential%20harms%20they%20may%20face%20if%20involved%20in%20the%20criminal%20justice%20system%20at%20an%20early%20stage%20of%20their%20development.%20%0DMore%20specifically%2C%20the%20EDPS%20limited%20the%20scope%20of%20this%20inspection%20to%20the%20processing%20of%20minors%20under%2015%20years%20old.%20This%20decision%20was%20based%20on%20the%20findings%20of%20the%20Joint%202018%20Annual%20Inspection%20with%20regard%20to%20the%20compliance%20with%20Article%2030%281%29%20ER%2C%20where%20the%20average%20Minimum%20Age%20of%20Criminal%20Responsibility%20%28MACR%29%20used%20at%20Member%20State%20level%20was%20found%20to%20be%2015%20years%20old.%20This%20in%20turn%20means%20that%20personal%20data%20on%20minors%20processed%20by%20Europol%20before%20the%20minor%20reaches%2015%20years%20of%20age%20should%20be%20carefully%20checked%20to%20ensure%20lawfulness%20of%20the%20processing.%20%0DThe%202018%20Annual%20Inspection%20also%20showed%20the%20need%20for%20coordinated%20supervision%20of%20the%20processing%20of%20personal%20data%20of%20minors%2C%20in%20particular%20of%20minors%20under%2015%20marked%20as%20suspects%20in%20Europol%20systems.%20%0DUnder%20Article%2038%20ER%2C%20the%20responsibility%20for%20the%20legality%20of%20a%20transfer%20and%20of%20the%20quality%20of%20the%20personal%20data%20processed%20by%20Europol%2C%20and%20thus%20of%20the%20lawful%20marking%20of%20a%20minor%20as%20suspect%20%28during%20the%20%E2%80%98Data%20Subject%20Categorisation%E2%80%99%2C%20or%20%E2%80%98DSC%E2%80%99%20process%291%20and%20of%20the%20accuracy%20of%20the%20personal%20data%20processed%20about%20that%20minor%2C%20lies%20with%20Europol%20when%20the%20data%20is%20provided%20by%20third%20countries%20or%20international%20organisations%20%28Article%2038%282%29%28b%29%20Europol%20Regulation%29.%20%0D1%20In%20the%20context%20of%20Europol%2C%20DSC%20stands%20for%20Data%20Subject%20Categorisation.%20It%20is%20the%20act%20of%20identifying%20in%20datasets%20suspects%2C%20potential%20future%20criminals%2C%20contacts%20and%20associates%2C%20victims%2C%20witnesses%20and%20informants%20linked%20to%20criminal%20activities.%20%0D2%20The%20Europol%20Cooperation%20Board%20%28ECB%29%20was%20an%20advisory%20body%20composed%20of%20representatives%20of%20the%20national%20supervisory%20authorities%20of%20the%20European%20Union%20Member%20States%20and%20of%20the%20EDPS%2C%20cooperating%20on%20specific%20issues%20requiring%20national%20involvement%20and%20to%20ensure%20the%20consistent%20application%20of%20the%20Europol%20Regulation.%20%0D3%20On%2028%20June%202022%2C%20the%20ECB%20ceased%20to%20exist%20with%20the%20entry%20into%20force%20of%20Regulation%20%28EU%29%202022/991%20of%20the%20European%20Parliament%20and%20of%20the%20Council%20of%208%20June%202022%2C%20which%20transferred%20its%20tasks%20to%20the%20Coordinated%20Supervision%20Committee%20of%20the%20EDPB.%20%0DSuch%20responsibility%20lies%20with%20Member%20States%20when%20they%20provide%20personal%20data%20to%20Europol.%20A%20finding%20of%20the%202018%20Annual%20Inspection%20was%20that%2C%20given%20the%20complexity%20of%20the%20different%20national%20legal%20frameworks%20as%20regards%20the%20definition%20of%20the%20minimum%20age%20of%20criminal%20responsibility%2C%20it%20is%20difficult%20for%20Europol%20to%20give%20assurance%20that%20data%20provided%20by%20national%20authorities%20complies%20with%20this%20requirement.%20%0DA%20coordinated%20supervisory%20action%20was%20thus%20launched%20in%202020%20in%20the%20context%20of%20the%20Europol%20Cooperation%20Board2%2C%20now%20taken%20over%20by%20the%20Coordinated%20Supervision%20Committee%20%28CSC%29%203%20of%20the%20European%20Data%20Protection%20Board%20%28EDPB%29.%20Within%20the%20CSC%2C%20the%20supervisory%20authorities%20of%20Member%20States%2C%20along%20with%20the%20EDPS%2C%20have%20undertaken%20to%20verify%20the%20lawfulness%20and%20accuracy%20of%20the%20processing%20of%20personal%20data%20of%20minors%20under%2015%20sent%20to%20Europol%20as%20suspects%2C%20on%20a%20yearly%20basis.%20This%20subcategory%20of%20minors%20was%20chosen%20based%20on%20the%20same%20combination%20of%20the%20stigmatising%20effect%20of%20being%20labelled%20specifically%20as%20a%20suspect%2C%20as%20well%20as%20the%20common%20MACR%20of%2015%20years%20old%20across%20EU%20Member%20States.%20It%20must%20be%20borne%20in%20mind%20that%20Article%2030%281%29%20of%20the%20Europol%20Regulation%20requires%20that%20all%20personal%20data%20about%20minors%20is%20processed%20only%20where%20%E2%80%98strictly%20necessary%E2%80%99%2C%20and%20not%20only%20this%20subcategory%20of%20minors%20under%2015.%20However%2C%20even%20among%20this%20already%20specially%20protected%20category%20of%20data%2C%20processing%20data%20on%20minors%20under%2015%20as%20suspects%20can%20be%20seen%20as%20the%20%E2%80%98most%20sensitive%20of%20sensitive%E2%80%99%20processing.%20%0D3%20%0DFor%20these%20reasons%2C%20national%20data%20protection%20authorities%20have%20undertaken%2C%20on%20a%20yearly%20basis%2C%20to%20verify%20the%20lawfulness%20of%20the%20transmission%20of%20data%20about%20these%20minors%20by%20EU%20Member%20State%20competent%20enforcement%20authorities%20to%20Europol.%20%0DAs%20an%20integral%20part%20of%20this%20joint%20exercise%2C%20the%20EDPS%2C%20as%20the%20supervisory%20authority%20of%20Europol%2C%20should%20also%20conduct%20checks%20of%20the%20processing%20of%20personal%20data%20of%20minors%20under%2015%2C%20transferred%20to%20Europol%20by%20third%20countries%20and%20international%20organisations%2C%20thus%20ensuring%20that%20all%20contributions%20are%20covered.%20%0DThis%20inspection%20was%20carried%20out%20in%20that%20context.%20%0DKey%20findings%20of%20the%20inspection%20%0DThe%20audit%20identified%20seven%20formal%20findings.%20The%20main%20findings%20are%20summarised%20below:%20%0D%E2%80%A2%20The%20EDPS%20found%20that%20the%20general%20process%20for%20the%20assessment%20of%20information%20provided%20by%20partners%20on%20minors%20%28including%20minors%20under%2015%20years%20old%29%20is%20clear%20and%20well%20developed.%20Furthermore%2C%20this%20general%20process%20has%20been%20well%20documented%20in%20the%20appropriate%20process%20descriptions%20and%20guidelines.%20However%2C%20when%20examining%20whether%20Europol%20applies%20any%20specific%20%28or%20additional%29%20safeguards%20for%20personal%20data%20transferred%20by%20third%20countries%20and%20international%20organisations%2C%20the%20EDPS%20found%20that%20Europol%20does%20not%20apply%20different%20measures%20to%20those%20data.%20%0D%0DThe%20EDPS%20considers%20that%20the%20assessment%20Europol%20needs%20to%20perform%20where%20it%20receives%20personal%20data%20of%20minors%20under%2015%20years%20old%20marked%20as%20%E2%80%98suspects%E2%80%99%20by%20third%20countries%20and%20international%20organisations%20differs%20from%20the%20assessment%20it%20needs%20to%20perform%20where%20it%20receives%20this%20data%20from%20Member%20States.%20Whereby%20for%20the%20latter%20Europol%20can%20rely%20%28if%20available%29%20on%20the%20sender%E2%80%99s%20own%20assessment%20that%20the%20transfer%20is%20lawful%20under%20their%20legal%20system%2C%20for%20third%20country%20partners%20Europol%20must%20instead%20perform%20its%20own%20assessment%20whether%20the%20data%20is%20lawful%20under%20the%20EU%E2%80%99s%20legal%20system%20%28which%20may%20have%20a%20higher%20threshold%29.%20%0D%E2%80%A2%20Upon%20conducting%20specific%20checks%20of%20third%20country%20datasets%2C%20the%20EDPS%20found%20multiple%20cases%20where%20minors%20%28under%2015%20years%20old%29%20apparently%20have%20only%20been%20involved%20in%20relatively%20minor%20infractions%2C%20such%20as%20pickpocketing%20%28at%20least%20two%20cases%29%20or%20shoplifting%2C%20within%20the%20broader%20framework%20of%20an%20organised%20crime%20group.%20%0D%0DThe%20EDPS%20considers%20it%20crucial%20to%20distinguish%20between%20the%20varying%20levels%20of%20involvement%20within%20an%20organised%20crime%20group.%20While%20the%20organised%20crime%20group%20itself%20may%20be%20engaged%20in%20more%20serious%20or%20organised%20criminal%20activities%2C%20minors%20affiliated%20with%20the%20group%20may%20have%20limited%20roles%20or%20may%20have%20been%20coerced%20or%20influenced%20by%20family%20ties%20or%20older%20family%20members.%20Thus%2C%20attributing%20the%20same%20level%20of%20suspicion%20%28in%20terms%20of%20classification%29%20to%20minors%20as%20to%20the%20main%20organisers%20of%20the%20criminal%20activities%20could%20fail%20to%20acknowledge%20the%20nuances%20of%20their%20participation%20and%20may%20not%20meet%20the%20threshold%20of%20%E2%80%98strict%20proportionality%E2%80%99%20established%20in%20Article%2030%281%29%20of%20the%20Europol%20Regulation.%20%0D%E2%80%A2%20On%20the%20technical%20side%2C%20the%20EDPS%20found%20that%20Europol%20has%20recently%20upgraded%20its%20architecture%20for%20the%20processing%20of%20personal%20data%20for%20operational%20analysis%20purposes%20%28Article%2018%282%29%28c%29%20of%20the%20Europol%20Regulation%29.%20The%20EDPS%20found%20that%20as%20part%20of%20this%2C%20several%20improvements%20have%20been%20made%20to%20the%20technical%20enforcement%20of%20data%20protection%20safeguards%2C%20including%20data%20%0D%0D4%20%0Dretention%20and%20tracking%20of%20the%20reasons%20for%20the%20processing%20of%20minors.%20However%2C%20the%20justification%20fields%20%28providing%20the%20reasoning%20for%20the%20processing%29%20inspected%20by%20the%20EDPS%20did%20not%20yet%20meet%20the%20standard%20set%20out%20by%20Europol%20itself%2C%20which%20in%20turn%20implement%20Article%2030%281%29%20of%20the%20Europol%20Regulation.%20%0D%0DRecommendations%20and%20follow-up%20of%20the%20audit%20%0DAs%20a%20result%20of%20the%20audit%20activities%20and%20his%20findings%2C%20the%20EDPS%20has%20issued%20a%20set%20of%2010%20recommendations%20addressed%20to%20Europol.%20The%20main%20findings%20and%20recommendations%20are%20included%20at%20the%20end%20of%20each%20section%20of%20the%20report%20%28with%20a%20full%20compiled%20list%20of%20recommendations%20inserted%20in%20Section%205%29.%20The%20recommendations%20contained%20in%20the%20report%20are%20issued%20in%20order%20to%20ensure%20compliance%20with%20the%20Europol%20Regulation%2C%20as%20well%20as%20Chapter%20IX%20of%20Regulation%202018/1725.%20%0DIn%20the%20case%20of%206%20out%20of%2010%20recommendations%2C%20implementation%20is%20designated%20as%20imperative%20to%20ensure%20compliance%20with%20the%20legal%20framework%2C%20with%20the%20requirement%20that%20Europol%20provides%20documentary%20evidence%20to%20the%20EDPS%20of%20implementation%20within%20the%20specified%20timeframe.%20%0DThis%20inspection%20was%20part%20of%20the%20EDPS%20Annual%20Audit%20Plan%20for%202022%20%0D6%20September%202023%20
file:%0D%20AUDIT%20REPORT%20ON%20THE%20EUROPEAN%20UNION%20AGENCY%20FOR%20LAW%20ENFORCEMENT%20COOPERATION%20%28EUROPOL%29%20%0DThe%20Hague%2C%2016%20December%202022%20-%20EDPS%20Case%20number%202022-0382%20%0DExecutive%20summary%20%0DIntroduction%20%0DThe%20European%20Data%20Protection%20Supervisor%20%28EDPS%29%20is%20the%20independent%20supervisory%20authority%20established%20by%20Article%2052%20of%20Regulation%20%28EU%29%202018/1725%20and%20responsible%20under%20Article%2043%20of%20Regulation%20%28EU%29%202016/794%20%28hereinafter%20referred%20to%20as%20%E2%80%98the%20Europol%20Regulation%E2%80%99%20or%20%E2%80%98ER%E2%80%99%20abbreviated%29%20for:%20%0D%EF%82%A7%20monitoring%20and%20ensuring%20the%20application%20of%20the%20provisions%20of%20the%20Europol%20Regulation%20and%20of%20Regulation%20%28EU%29%202018/1725%20relating%20to%20the%20protection%20of%20fundamental%20rights%20and%20freedoms%20of%20natural%20persons%20with%20regard%20to%20the%20processing%20of%20personal%20data%20by%20Europol%2C%20and%20for%20advising%20Europol%20and%20data%20subjects%20on%20all%20matters%20concerning%20the%20processing%20of%20personal%20data.%20%0D%0DTo%20these%20ends%2C%20the%20EDPS%20fulfils%20the%20duties%20provided%20for%20in%20Article%2043%282%29%20and%20exercises%20the%20powers%20granted%20in%20Article%2043%284%29%20of%20the%20Europol%20Regulation.%20Among%20his%20powers%20to%20investigate%2C%20the%20EDPS%20can%20carry%20out%20investigations%20in%20the%20form%20of%20data%20protection%20inspections.%20The%20power%20to%20inspect%20is%20one%20of%20the%20tools%20established%20to%20monitor%20and%20ensure%20compliance%20with%20Europol%E2%80%99s%20legal%20framework.%20%0DThe%20inspection%20at%20Europol%20was%20part%20of%20the%20EDPS%20annual%20audit%20plan%20for%202022.%20The%20formal%20Decision%20was%20communicated%20to%20Europol%20by%20means%20of%20an%20Announcement%20Letter%20dated%2017%20November%202022.%20The%20fieldwork%20was%20carried%20out%20on%2016%20December%202022%20at%20Europol%E2%80%99s%20premises%2C%20Eisenhowerlaan%2073%202517%20KK%20in%20The%20Hague%2C%20The%20Netherlands.%20%0DScope%20of%20the%20inspection%20%0DThe%20EDPS%20carried%20out%20an%20inspection%20of%20Europol%E2%80%99s%20processing%20of%20personal%20data%20of%20minors%20under%2015%20years%20old%2C%20provided%20to%20the%20Agency%20by%20third%20countries%20and%20international%20organisations%2C%20and%20marked%20as%20suspects.%20%0D2%20%0DAccording%20to%20Article%2030%281%29%20of%20the%20Europol%20Regulation%2C%20the%20processing%20of%20individuals%20under%20the%20age%20of%2018%20is%20allowed%20if%20it%20is%20strictly%20necessary%20and%20proportionate%20for%20the%20purposes%20of%20preventing%20or%20combating%20crime%20within%20the%20scope%20of%20Europol%E2%80%99s%20objectives.%20This%20requirement%20reflects%20the%20additional%20vulnerability%20of%20minors%20and%20the%20sensitivity%20associated%20with%20processing%20their%20data%2C%20as%20well%20as%20the%20potential%20harms%20they%20may%20face%20if%20involved%20in%20the%20criminal%20justice%20system%20at%20an%20early%20stage%20of%20their%20development.%20%0DMore%20specifically%2C%20the%20EDPS%20limited%20the%20scope%20of%20this%20inspection%20to%20the%20processing%20of%20minors%20under%2015%20years%20old.%20This%20decision%20was%20based%20on%20the%20findings%20of%20the%20Joint%202018%20Annual%20Inspection%20with%20regard%20to%20the%20compliance%20with%20Article%2030%281%29%20ER%2C%20where%20the%20average%20Minimum%20Age%20of%20Criminal%20Responsibility%20%28MACR%29%20used%20at%20Member%20State%20level%20was%20found%20to%20be%2015%20years%20old.%20This%20in%20turn%20means%20that%20personal%20data%20on%20minors%20processed%20by%20Europol%20before%20the%20minor%20reaches%2015%20years%20of%20age%20should%20be%20carefully%20checked%20to%20ensure%20lawfulness%20of%20the%20processing.%20%0DThe%202018%20Annual%20Inspection%20also%20showed%20the%20need%20for%20coordinated%20supervision%20of%20the%20processing%20of%20personal%20data%20of%20minors%2C%20in%20particular%20of%20minors%20under%2015%20marked%20as%20suspects%20in%20Europol%20systems.%20%0DUnder%20Article%2038%20ER%2C%20the%20responsibility%20for%20the%20legality%20of%20a%20transfer%20and%20of%20the%20quality%20of%20the%20personal%20data%20processed%20by%20Europol%2C%20and%20thus%20of%20the%20lawful%20marking%20of%20a%20minor%20as%20suspect%20%28during%20the%20%E2%80%98Data%20Subject%20Categorisation%E2%80%99%2C%20or%20%E2%80%98DSC%E2%80%99%20process%291%20and%20of%20the%20accuracy%20of%20the%20personal%20data%20processed%20about%20that%20minor%2C%20lies%20with%20Europol%20when%20the%20data%20is%20provided%20by%20third%20countries%20or%20international%20organisations%20%28Article%2038%282%29%28b%29%20Europol%20Regulation%29.%20%0D1%20In%20the%20context%20of%20Europol%2C%20DSC%20stands%20for%20Data%20Subject%20Categorisation.%20It%20is%20the%20act%20of%20identifying%20in%20datasets%20suspects%2C%20potential%20future%20criminals%2C%20contacts%20and%20associates%2C%20victims%2C%20witnesses%20and%20informants%20linked%20to%20criminal%20activities.%20%0D2%20The%20Europol%20Cooperation%20Board%20%28ECB%29%20was%20an%20advisory%20body%20composed%20of%20representatives%20of%20the%20national%20supervisory%20authorities%20of%20the%20European%20Union%20Member%20States%20and%20of%20the%20EDPS%2C%20cooperating%20on%20specific%20issues%20requiring%20national%20involvement%20and%20to%20ensure%20the%20consistent%20application%20of%20the%20Europol%20Regulation.%20%0D3%20On%2028%20June%202022%2C%20the%20ECB%20ceased%20to%20exist%20with%20the%20entry%20into%20force%20of%20Regulation%20%28EU%29%202022/991%20of%20the%20European%20Parliament%20and%20of%20the%20Council%20of%208%20June%202022%2C%20which%20transferred%20its%20tasks%20to%20the%20Coordinated%20Supervision%20Committee%20of%20the%20EDPB.%20%0DSuch%20responsibility%20lies%20with%20Member%20States%20when%20they%20provide%20personal%20data%20to%20Europol.%20A%20finding%20of%20the%202018%20Annual%20Inspection%20was%20that%2C%20given%20the%20complexity%20of%20the%20different%20national%20legal%20frameworks%20as%20regards%20the%20definition%20of%20the%20minimum%20age%20of%20criminal%20responsibility%2C%20it%20is%20difficult%20for%20Europol%20to%20give%20assurance%20that%20data%20provided%20by%20national%20authorities%20complies%20with%20this%20requirement.%20%0DA%20coordinated%20supervisory%20action%20was%20thus%20launched%20in%202020%20in%20the%20context%20of%20the%20Europol%20Cooperation%20Board2%2C%20now%20taken%20over%20by%20the%20Coordinated%20Supervision%20Committee%20%28CSC%29%203%20of%20the%20European%20Data%20Protection%20Board%20%28EDPB%29.%20Within%20the%20CSC%2C%20the%20supervisory%20authorities%20of%20Member%20States%2C%20along%20with%20the%20EDPS%2C%20have%20undertaken%20to%20verify%20the%20lawfulness%20and%20accuracy%20of%20the%20processing%20of%20personal%20data%20of%20minors%20under%2015%20sent%20to%20Europol%20as%20suspects%2C%20on%20a%20yearly%20basis.%20This%20subcategory%20of%20minors%20was%20chosen%20based%20on%20the%20same%20combination%20of%20the%20stigmatising%20effect%20of%20being%20labelled%20specifically%20as%20a%20suspect%2C%20as%20well%20as%20the%20common%20MACR%20of%2015%20years%20old%20across%20EU%20Member%20States.%20It%20must%20be%20borne%20in%20mind%20that%20Article%2030%281%29%20of%20the%20Europol%20Regulation%20requires%20that%20all%20personal%20data%20about%20minors%20is%20processed%20only%20where%20%E2%80%98strictly%20necessary%E2%80%99%2C%20and%20not%20only%20this%20subcategory%20of%20minors%20under%2015.%20However%2C%20even%20among%20this%20already%20specially%20protected%20category%20of%20data%2C%20processing%20data%20on%20minors%20under%2015%20as%20suspects%20can%20be%20seen%20as%20the%20%E2%80%98most%20sensitive%20of%20sensitive%E2%80%99%20processing.%20%0D3%20%0DFor%20these%20reasons%2C%20national%20data%20protection%20authorities%20have%20undertaken%2C%20on%20a%20yearly%20basis%2C%20to%20verify%20the%20lawfulness%20of%20the%20transmission%20of%20data%20about%20these%20minors%20by%20EU%20Member%20State%20competent%20enforcement%20authorities%20to%20Europol.%20%0DAs%20an%20integral%20part%20of%20this%20joint%20exercise%2C%20the%20EDPS%2C%20as%20the%20supervisory%20authority%20of%20Europol%2C%20should%20also%20conduct%20checks%20of%20the%20processing%20of%20personal%20data%20of%20minors%20under%2015%2C%20transferred%20to%20Europol%20by%20third%20countries%20and%20international%20organisations%2C%20thus%20ensuring%20that%20all%20contributions%20are%20covered.%20%0DThis%20inspection%20was%20carried%20out%20in%20that%20context.%20%0DKey%20findings%20of%20the%20inspection%20%0DThe%20audit%20identified%20seven%20formal%20findings.%20The%20main%20findings%20are%20summarised%20below:%20%0D%E2%80%A2%20The%20EDPS%20found%20that%20the%20general%20process%20for%20the%20assessment%20of%20information%20provided%20by%20partners%20on%20minors%20%28including%20minors%20under%2015%20years%20old%29%20is%20clear%20and%20well%20developed.%20Furthermore%2C%20this%20general%20process%20has%20been%20well%20documented%20in%20the%20appropriate%20process%20descriptions%20and%20guidelines.%20However%2C%20when%20examining%20whether%20Europol%20applies%20any%20specific%20%28or%20additional%29%20safeguards%20for%20personal%20data%20transferred%20by%20third%20countries%20and%20international%20organisations%2C%20the%20EDPS%20found%20that%20Europol%20does%20not%20apply%20different%20measures%20to%20those%20data.%20%0D%0DThe%20EDPS%20considers%20that%20the%20assessment%20Europol%20needs%20to%20perform%20where%20it%20receives%20personal%20data%20of%20minors%20under%2015%20years%20old%20marked%20as%20%E2%80%98suspects%E2%80%99%20by%20third%20countries%20and%20international%20organisations%20differs%20from%20the%20assessment%20it%20needs%20to%20perform%20where%20it%20receives%20this%20data%20from%20Member%20States.%20Whereby%20for%20the%20latter%20Europol%20can%20rely%20%28if%20available%29%20on%20the%20sender%E2%80%99s%20own%20assessment%20that%20the%20transfer%20is%20lawful%20under%20their%20legal%20system%2C%20for%20third%20country%20partners%20Europol%20must%20instead%20perform%20its%20own%20assessment%20whether%20the%20data%20is%20lawful%20under%20the%20EU%E2%80%99s%20legal%20system%20%28which%20may%20have%20a%20higher%20threshold%29.%20%0D%E2%80%A2%20Upon%20conducting%20specific%20checks%20of%20third%20country%20datasets%2C%20the%20EDPS%20found%20multiple%20cases%20where%20minors%20%28under%2015%20years%20old%29%20apparently%20have%20only%20been%20involved%20in%20relatively%20minor%20infractions%2C%20such%20as%20pickpocketing%20%28at%20least%20two%20cases%29%20or%20shoplifting%2C%20within%20the%20broader%20framework%20of%20an%20organised%20crime%20group.%20%0D%0DThe%20EDPS%20considers%20it%20crucial%20to%20distinguish%20between%20the%20varying%20levels%20of%20involvement%20within%20an%20organised%20crime%20group.%20While%20the%20organised%20crime%20group%20itself%20may%20be%20engaged%20in%20more%20serious%20or%20organised%20criminal%20activities%2C%20minors%20affiliated%20with%20the%20group%20may%20have%20limited%20roles%20or%20may%20have%20been%20coerced%20or%20influenced%20by%20family%20ties%20or%20older%20family%20members.%20Thus%2C%20attributing%20the%20same%20level%20of%20suspicion%20%28in%20terms%20of%20classification%29%20to%20minors%20as%20to%20the%20main%20organisers%20of%20the%20criminal%20activities%20could%20fail%20to%20acknowledge%20the%20nuances%20of%20their%20participation%20and%20may%20not%20meet%20the%20threshold%20of%20%E2%80%98strict%20proportionality%E2%80%99%20established%20in%20Article%2030%281%29%20of%20the%20Europol%20Regulation.%20%0D%E2%80%A2%20On%20the%20technical%20side%2C%20the%20EDPS%20found%20that%20Europol%20has%20recently%20upgraded%20its%20architecture%20for%20the%20processing%20of%20personal%20data%20for%20operational%20analysis%20purposes%20%28Article%2018%282%29%28c%29%20of%20the%20Europol%20Regulation%29.%20The%20EDPS%20found%20that%20as%20part%20of%20this%2C%20several%20improvements%20have%20been%20made%20to%20the%20technical%20enforcement%20of%20data%20protection%20safeguards%2C%20including%20data%20%0D%0D4%20%0Dretention%20and%20tracking%20of%20the%20reasons%20for%20the%20processing%20of%20minors.%20However%2C%20the%20justification%20fields%20%28providing%20the%20reasoning%20for%20the%20processing%29%20inspected%20by%20the%20EDPS%20did%20not%20yet%20meet%20the%20standard%20set%20out%20by%20Europol%20itself%2C%20which%20in%20turn%20implement%20Article%2030%281%29%20of%20the%20Europol%20Regulation.%20%0D%0DRecommendations%20and%20follow-up%20of%20the%20audit%20%0DAs%20a%20result%20of%20the%20audit%20activities%20and%20his%20findings%2C%20the%20EDPS%20has%20issued%20a%20set%20of%2010%20recommendations%20addressed%20to%20Europol.%20The%20main%20findings%20and%20recommendations%20are%20included%20at%20the%20end%20of%20each%20section%20of%20the%20report%20%28with%20a%20full%20compiled%20list%20of%20recommendations%20inserted%20in%20Section%205%29.%20The%20recommendations%20contained%20in%20the%20report%20are%20issued%20in%20order%20to%20ensure%20compliance%20with%20the%20Europol%20Regulation%2C%20as%20well%20as%20Chapter%20IX%20of%20Regulation%202018/1725.%20%0DIn%20the%20case%20of%206%20out%20of%2010%20recommendations%2C%20implementation%20is%20designated%20as%20imperative%20to%20ensure%20compliance%20with%20the%20legal%20framework%2C%20with%20the%20requirement%20that%20Europol%20provides%20documentary%20evidence%20to%20the%20EDPS%20of%20implementation%20within%20the%20specified%20timeframe.%20%0DThis%20inspection%20was%20part%20of%20the%20EDPS%20Annual%20Audit%20Plan%20for%202022%20%0D6%20September%202023%20
https://www.edpb.europa.eu/system/files/2024-04/recommendations-on-imi-transparency-obligations_en.pdf
https://www.edpb.europa.eu/system/files/2023-09/20230725_europol_guide_for_exercising_the_rights_draft_version_sec_fv.pdf
https://www.edps.europa.eu/system/files/2023-09/23-09-06_executive-summary-europol-inspection-report_en.pdf

CbBUTHUA U UTHULIUATHUBH

B ouakBane Ha cnenamure ronuau KKH e rotos na mpuBercTBa noBeue HHPOPMAIIMOHHU CUCTEMU
Ha EC u nmoBeue opranu, cinyx6u unu areHiuu Ha EC B pamkute Ha cBost 00xBar. Thif kato 00XBaThT Ha
neitnoctute Ha KKH nponbmkasa na ce pasmupsiBa, KOMUTETHT 111e mpaBu MOCTOSIHEH MpErie]] Ha CBOsTa
opranuzanus u pyHKIIMOHUPAHE, 32 J1a OCUTypHU €(eKTUBEH U e(UKaceH HaA30p.

Ocgen ToBa KKH 111e mpoabixu fa momomMara HalfiOHATHUTE Oprany 3a 3amuTta Ha JananTte (O3/]) B
TAXHaTa paboTa, KaTo MPE0CTaBs JOMIBIHUTEIIHA Pa3siCHEHHUsI OTHOCHO THJIKYBaHETO Ha 3aKOHOJIATEIICTBOTO
Ha EC u HarmoHamHuTe 3aK0HU. KOMUTETHT CHINO Taka 11e HachpyaBa 0OMeHa Ha HHpOpMaIus U Hail-100pu
MIPAKTUKH | 1€ TTPETO0CTABS TOJKPENa 332 ChBMECTHHU OJUTH M KOOPJIUHUPAHU TTPOBEPKH.

Bb3non3Baliku ce OT yHHMKajlHara Cu paMmka u mupokara cu nepcrekrua, KKH me rapantupa
MPAaBWIHOTO HAOJIOIEHHE Ha MHOXECTBOTO MOTOLUM OT JAHHU MEXKJY CHUCTEMHTE, MEXIYCEKTOPHUTE
B3aUMOZEHCTBUS U oOMeHa Ha MHpopmalus Mexy areHuuute u opranure Ha EC. 3a Ta3su uen u 3a na
rapaHTupa BHUCOKO HMBO Ha 3alluTa Ha JaHHHUTE, KOMUTETHT L€ MPOIBIKU Ja pa3BUBA KOOPAUHUPAHU
HAJI30pHU JICHHOCTH.

Kontekcer.

KKH e rpyna ot opranu 3a 3aniura Ha JaHHUTE, KOUTO 3a€IHO OCUTYPSIBAT KOOPJAMHHUPAH HAA30P Ha
mpokomaiaduu YT cuctemu u Ha opranu, ciryx0u u areniuu Ha EC, nonajgaimy B HelfHUS 00XBaT.

KKH ce non3Ba ¢ aBTOHOMHO (DyHKIIMOHUpPAHE U MO3UIIMOHUPAHE U MPUEMa CBOU COOCTBEHU
MIPOLEAYPHHU MpaBuiIa U MeToau Ha padota. KomuteTsT € cb3naneH B pamkure Ha EK3/I.

INPOEKT OPWHI HABJIM3A BbB BTOPATA I'OJAUHA OT U3IIBJIHEHHUETO CH

Crnen oOHapoBaHETO HAa 3aKOHA 32 3aIIMTa Ha JTUIATa, IOAABAIA CUTHAIN

N P iy nyonnyHo omnoBecTsBay uH(opmanusa 3a Hapywenus (33JIIICITIOMH)
mpe3 2023 1., K3JI/I mpennpue BCUIKHA HEOOXOUMU JICUCTBUS 110 U3ITBIHEHUE HA

© HeroBuTe pasnopenou. Hapen ¢ nogzakoHoBaTa HOpMaTHBHA paMKa (HaJIM4Ha TYK),
ome mpe3 2023 1. ca pa3paboTeHN U NMPUETH KIIOYOBU METOIMYECKU YKA3aHWUS,

aZpecard Ha KOMTO Ca BCUYKHU 3aJbJDKEHH cyOekTu. PerynsipHo Ha MHTEpHET

cTpanunara Ha Komucusra ca myOnuKkyBaHN NMyOJMKyBaHH HH(QOPMAIIMOHHO-

©PWH" Pa3sICHUTEIHA MAaTePHUAJI 110 BCUYKH HAN-CHINECTBEHU ACIEKTH HAa HOBOTO

open the whistle 3aKOHOJIATEJICTBO 34 3aIllUTA HA CUTrHaIu3upamure auna. CplaieBpeMeHHo, 0s1xa

MpEeIpPUETH HEOOXOAUMHUTE JIEHCTBUS U Oelle yCIEelHO 3alUTeHO U 0J00pEeHo

3a (pMHAHCUpPaHE MPOEKTHO NpeyioxkeHue cbe 3arasue ,,OPWHI — Open the

whistle: Protecting whistleblowers through transparency, cooperation and open

government strategies* 1o nporpama ,,[' paknanu, paBeHcTBO, npasa u 1enHocty ™ Ha EK. Hapnuzaiiku BbB

BTOpaTa rofMHA OT H3ITBIHEHUETO Ha TO3H MPOEKT, PEICTOH MOIMYIIIPH3UPAHETO Ha HAli-3HAYMMHTE PE3yIITaTH.

Ha mppBO MsicTO, 1Ie OB/ie OMOBECTEH MPAKTHYECKHUAT HAPBHUYHUK, BKIIOUBAI PAa3sSiCHEHHUS M Hai-100pH

MPaKTUKH, TPETHA3HAYCHH 32 OPTaHU3AIMHTE B ITyOJMYHUS U YACTHHUS CEKTOP B TAXHATA IEHHOCT B cepara

Ha 3allliTaTa Ha JIMIaTa, oAaBallly CUTHAJIN WK IyOJIUYHO ONOBECTsBAllM HH(OopMalus 3a HapyeHus. Ha

CJIEJIBAIIIO MSICTO, J0 Kpasi Ha HacTosllaTa To/lMHA 1€ CE€ IPOBEAAT ClelraIn3upanu o0ydyeHus, 00yueHHs

3a 00y4HTeNH, afanTHPAaHH 32 ICHTpaIHATa aMHUHUCTPAINS ¥ MECTHATA BJIACT, IbP)KaBHUTE CIYKHUTEIH U

YaCTHUTE OpraHu3aluy, yyactBamu B npuiaranero Ha Jupekrusa (EC) 2019/1937. Ilo To3u HauuH 11e ce

Hachp4YM OOMEHBT HA 3HAHUS ¥ OIIHT U 111e OBJIaT MOATIOMOTHATH IbP)KaBHUTE OPTaHH U YACTHUTE OpTaHU3AIHN

Jla aJanThpaT CBOMTE MPOLEAYPH C 1IeJ1 BKIIIOUBaHE Ha Hail-100pu npakTuku. He Ha mocienHo Msacto, 1ie ce
pa3rbpHE KOMYHHUKAIIMOHHA KaMITaHHsI, HACOUYeHa KbM TpakJaHUTEe 1 OM3Heca.
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https://cpdp.bg/%D1%80%D0%B0%D0%B7%D1%8F%D1%81%D0%BD%D0%B8%D1%82%D0%B5%D0%BB%D0%BD%D0%B8-%D0%BC%D0%B0%D1%82%D0%B5%D1%80%D0%B8%D0%B0%D0%BB%D0%B8-%D0%BF%D0%BE-%D0%B7%D0%B7%D0%BB%D0%BF%D1%81%D0%BF%D0%BE%D0%B8%D0%BD/
https://cpdp.bg/%D1%80%D0%B0%D0%B7%D1%8F%D1%81%D0%BD%D0%B8%D1%82%D0%B5%D0%BB%D0%BD%D0%B8-%D0%BC%D0%B0%D1%82%D0%B5%D1%80%D0%B8%D0%B0%D0%BB%D0%B8-%D0%BF%D0%BE-%D0%B7%D0%B7%D0%BB%D0%BF%D1%81%D0%BF%D0%BE%D0%B8%D0%BD/

CbBUTHUA U THULIUATHUBH

C ycneniHoTo 3aBbpIIBaHE HA TPOCKTHUTE IEUHOCTH 111e ce nocTUurHar u uenure Ha K3JIJ1, cepp3anu
C TIOBMINIABaHE HAa OCBEJOMEHOCTTA HA CUTHAIM3MPAIINTE JTUIA U 33IbJDKEHUTE CYOCKTH MO KIIIOYOBH
Boiipocu Ha 33JIIICIIONH u npunarane Ha

pasmnopendure my.

[Tpoekt,,OPWHI — Open the Whistle: Protecting Whistleblowers Through Transparency, Cooperation

and Open Government Strategies* cbhpuHaHCHpaH 1o nporpama ,,I pak1aHu, paBEHCTBO, PaBa U [IEHHOCTH '
Ha EBponeiickus cpro3 ¢ Homep Ha gorosop 101140801 — OPWHI — CERV-2023-CHAR-LITI.

CbduHaHCcupaHo ot
EBponenckusi CbLH3

Komucus 3a 3amura Ha TMYHUTE JaHHU
OpraHu3upa TPaJAULMOHHMSI CTYAEHTCKH KOHKYPC
3a ece Ha Tema: ,,Konnenmusra 3a 3ammra Ha
JMYHUTE JAaHHU B KOHTEKCTA HA HOBUTE AUTUTATIHU
peannoctu’”. Ilo cnyuaii [lens 3a 3amura Ha JIMYHUTE
JaHHU— 28 sSiHyapu KaHUM CTYIAEHTUTE OT PAa3IMYHU
CIEIMAJIHOCTH J1a C€ BKJIIOYAT B KOHKYypCa 3a ece.

Harpanu: Knacupanure Ha mbpBO, BTOPO U TPETO
MsCTO Ie ObJaT BKIOueHW B mporpama Ha K3JIJ] 3a
eJIHOMeCeUeH IiaTeH cTaxk B Komucusra.
JlomyCTUMH YYaCTHUIIM: CTYJICHTH B IMOCJEIHATAa TOANHA OT 00yYEHHUETO BHB BUCIIIC YUUIIHIIIE.

Etanu Ha nmpoBexJaHe Ha CTY/IEHTCKHUS KOHKYPC 32 ece:

IIbpBu eramn: EnekTpoHHO KaHAMIATCTBAaHE ¢ ece — 10 28 anpuin 2025 .

W3uckBanus KbM €ceTo:

— Executive Summary in English (pe3tome) Ha aHmUiicCKK €3UK B PaMKUTE Ha MOJOBHH
MAaIlIMHOIMMCHA CTPAHUIA, IPEACTABAIIO0 OCHOBHUTE H/IEH HAa KaHAWUaTa.

— Jla mpezcTaBs apryMeHTHUPaHO MHEHHETO Ha aBTOpa 110 TEMaTa;

— Jla ce nMTUpaHu BCUUKY M3N0I3BaHu n3tounuu (He ce nomycka rutaruarcTso!);

— O6em Ha eceto oT 5 10 10 crpanunu no BJIC — 30 pena ¢ 60 3naka Ha pen, mpudt
TimesNewRoman ¢ ronemuna Ha OykBute 12 u paspenka 1,5, karo u3non3Banute GUTYpH U rpaguKu HE
ce BKJIIOYBAT B HETO;

— Jla 6b1€ u3mpaTeHo Ha eNeKTpoHHA moila concours@cpdp.bg B cpok mo 28 ampun 2025t
24.00uy.

— CBexaHe Ha IPABOIIMCHUTE U IPaMaTHYECKUTE IPEIIKU JO MUHUMYM.

Bropu eran: IIpe3enranus npen KOHKypcHara komucus — 9 maii 2025 .

Jlo To3u eram Ha KOHKypca e Obaat nomnycHatu 10-te Hail-nobpu eceral

— Wznoxenue B pamkute Ha 10 MUHYTH Ype3 MpeaBapUTEIIHO MOArOTBEHA Mpe3eHTaIHs (10
6 crnaiina) v U3JIoKeHUe (10 2 CTPAHUIIN).
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CbBUTHUA U THULIUATHUBH

[To6enuTenuTe me ObAAT HAarpaJeHN Ha OopHUITMATHA [IEPEMOHNS B 3a7a ,,3acenarenna’” Ha K3J1/1, Oya.
,IIpod. LiBetan JlazapoB™ 2.

[Toseue nadopmanus: Xpucrto AmamuHoB, +359 2 915 35 34, halaminov@cpdp.bg

MOJ'IS[, HMaﬁTe Hpe)IBI/I)I, qec C OorJIen FapaHTI/IpaHeTO Ha paBHOHOCTaBeHOCT MC)K}Iy yqaCTHI/IHI/ITC
B KOHKypca 3a ece, KOHCYJTalWH, NPeABAPUTEIHN OLEHKH U MHPOpMAIUs OTHOCHO MPUIOKHUMOCTTAa Ha
MIPEUIOKCHNUTE TEMH U TEKCTOBE HsAMA JIa Ce TIPEOCTAaBs.

[ToxxenaBame Bu ycrex!
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KO ENEOVIEA

CTATUCTUKA U AHAJIU3 HA KOHTPOJIHATA TEMHOCT

3A IIEPHOJA AHYAPU-OEBPYAPH 2025 I.

Ha ocnoBanwme ui. 58, § 1 or Permament (EC) 2016/679 na EBponetickust mapnamenT u Ha ChBeTa
3a M. sHyapu u (eBpyapu 2025 1. ca usBbpiieHu o6mo 32 npoBepku — 18 cien moctenmiu B K3JIJ]
curHanu u 14 cnen pemenue na K3JI/1.

Nno CUrHAn

Pasrnenanu ca 145 nckaHus, BKIIOUUTEIHO Pa3IMdHU 3alIUTBAHUS IO aKTyaJIHU BBIIPOCH, OTHOCHO
3amuTa Ha (pU3MYecKuTe TUlla BbB Bph3Ka ¢ 00pabOTBaHETO HA JIMYHU JaHHU. Ha Bcuuku mojarenu ca
W3IIPAaTeHH CHOTBETHU OTTOBOPH, & KOTAaTO € HEOOXOMUMO ca M3IPAIIaHd M Ha ChOTBETHUTE OPTaHH WIIN
WHCTUTYIIUH, 32 OTHOUIEHUE IO KOMIIETEHTHOCT.

B®B Bpb3Ka ¢ KOHCTATAIMH, Y€ C OMPEACICHH ONepaluu mo oOpaboTBaHe HA JIMYHU JAHHH Ca
HapyILeHU pa3nopea0u Ha periaMenTa, 3a orueTHus nepuon K3J1/] e ynpaxHuaa KOpeKTUBHH TPABOMOIINS
mo wr. 58, § 2 or Pernament (EC) 2016/679, kato Ha ChOTBETHHUTE aJAMUHUCTPATOPU HA JIMYHU JaHHU
ca u3naaenu 13 Pasnopexxaanus, otnpasenu ca 3 Odunmanyau npenynpexaenus, 4 [penynpexaenus,
HaJOXEHO € 1 AAMMHUCTPaTHBHO HaKa3aHUE.
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