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  СЪБИТИЯ   И   ИНИЦИАТИВИ
 ЕКЗД приема насоки за псевдонимизация и проправя пътя за 
подобряване на сътрудничеството с органите за защита на 

конкуренцията

ЕКЗД приема насоки за псевдонимизация и 
проправя пътя за подобряване на сътрудничеството 
с органите за защита на конкуренцията.

По време на пленарното си заседание през 
месец януари 2025 г. Европейският комитет по 
защита на данните (ЕКЗД) прие насоки относно 
псевдонимизацията, както и изявление относно 
взаимодействието между конкурентното право и 
защитата на данните.

ЕКЗД разяснява използването на псевдонимизация при спазване на ОРЗД. 
В ОРЗД се въвежда терминът „псевдонимизация “ и се посочва като подходяща гаранция, 

която може да бъде подходяща и ефективна за изпълнение на задълженията за защита на данните. В 
своите насоки ЕКЗД изяснява определението, приложимостта и предимствата на псевдонимизацията 
и псевдонимизираните данни.

Насоките предоставят две важни правни разяснения:
1.	 Псевдонимизираните данни, които могат да бъдат отнесени към дадено лице чрез 

използване на допълнителна информация, остават информация, свързана с физическо лице, което 
може да бъде идентифицирано, и следователно все още са лични данни. Действително, ако данните 
могат да бъдат свързани с физическо лице от администратора на данни или от някой друг, те остават 
лични данни.

2.	 Псевдонимизацията може да намали рисковете и да улесни използването на легитимен 
интерес като правно основание (член 6, параграф 1, буква е) от ОРЗД), стига да са изпълнени всички 
останали изисквания на ОРЗД. По същия начин псевдонимизацията може да помогне за осигуряване 
на съвместимост с първоначалната цел (член 6, параграф 4 от ОРЗД).

В насоките се обяснява също как псевдонимизацията може да помогне на организациите да 
изпълнят задълженията си, свързани с прилагането на принципите за защита на данните (чл. 5 ОРЗД), 
защитата на данните на етапа на проектирането и по подразбиране (член 25 от ОРЗД) и сигурността 
(член 32 от ОРЗД). 

Накрая, в насоките се анализират техническите мерки и гаранции, когато се използва 
псевдонимизация, за да се гарантира поверителността и да се предотврати неразрешено идентифициране 
на физически лица.

Насоките ще бъдат предмет на обществени консултации до 28 февруари 2025 г., което ще даде 
възможност на заинтересованите страни да представят коментари и дават възможност за включване 
на бъдещи развития в съдебната практика.

Взаимодействие между законодателството в областта на защитата на данните и конкурентното 
право: мнението на ЕКЗД за това как да се подобри сътрудничеството между регулаторните органи

По време на пленарното заседание ЕКЗД прие и документ с позиция относно взаимодействието 
между правото в областта на защитата на данните и правото в областта на конкуренцията. 

https://www.edpb.europa.eu/our-work-tools/documents/public-consultations/2025/guidelines-012025-pseudonymisation_en
https://www.edpb.europa.eu/our-work-tools/documents/public-consultations/2025/guidelines-012025-pseudonymisation_en
https://www.edpb.europa.eu/our-work-tools/our-documents/other-guidance/position-paper-interplay-between-data-protection-and_en
https://www.edpb.europa.eu/our-work-tools/our-documents/other-guidance/position-paper-interplay-between-data-protection-and_en
https://www.edpb.europa.eu/our-work-tools/our-documents/other-guidance/position-paper-interplay-between-data-protection-and_en
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Решението на СЕС - Meta vs. Bundeskartellamt от 4 юли 2023 г. ясно посочи, че в някои случаи 
се изисква органите за защита на данните и за защита на конкуренцията да работят заедно, за да се 
постигне ефективно и координирано прилагане на законодателството в областта на защитата на данните 
и конкуренцията. Въпреки че това са отделни области на правото, които преследват различни цели в 
различни рамки, в някои случаи те могат да се прилагат за едни и същи субекти. Поради това е важно 
да се оценят ситуациите, в които законите могат да се пресичат.

В настоящия документ за изразяване на позиция, ЕКЗД обяснява как си взаимодействат 
законодателството в областта на защитата на данните и законодателството в областта на конкуренцията. 
В него се предлагат стъпки за включване на пазарните фактори и факторите на конкуренцията в 
практиките за защита на данните и правилата за защита на данните да бъдат взети предвид при оценките 
на конкуренцията. Документът също така предоставя препоръки за подобряване на сътрудничеството 
между регулаторните органи. Например: органите следва да обмислят създаването на единно звено за 
контакт, което да управлява координацията с други регулатори.

Заместник-председателят на ЕКЗД Здравко Вукич заяви: „С развитието на бизнес моделите 
необходимостта от защита на личните данни става все по-важна. ЕКЗД насърчава съгласуваността между 
отделните, но взаимодействащи си области на регулиране, за да се осигури възможно най-добрата защита 
на физическите лица. За тази цел ще продължим да работим заедно с органите по конкуренция, за да 
укрепим способността на органите за защита на данните да вземат предвид икономическия контекст, 
както и способността на органите по конкуренция да включват съображенията за защита на данните 
в своите оценки и решения.“

Европейският комитет по защита на данните 
(ЕКЗД) прие доклад относно прилагането на 
правото на достъп от страна на администраторите. 
В доклада се обобщават резултатите от поредица от 
координирани национални действия, извършени през 
2024 г. за изпълнението на Рамката за координирано 
правоприлагане (РКП) (Coordinated Enforcement 
Framework – CEF). В него са изброени проблемите, 
които са наблюдавани за някои администратори, както 
и редица препоръки, които да им помогнат да приложат 
правото на достъп. Основен елемент е осведомеността 
на администраторите за Насоки 01/2022 на ЕКЗД 
относно правата на субектите на данни - право на достъп 
и дали тези насоки са били спазвани на практика.

Заместник-председателят на ЕКЗД Здравко 
Вукич заяви: „Рaмката за координирано правоприлагане 
е ценна инициатива, която спомага за засилване на 

сътрудничеството между органите за защита на данните (ОЗД): чрез координирано разглеждане 
на избрани теми те постигат по-голяма ефективност и последователност. Начинът, по който 
администраторите прилагат правото на достъп, е в основата на защитата на данните и е едно от най-

 Резултати от Рамката за координирано правоприлагане: ЕКЗД 
идентифицира предизвикателствата пред пълното прилагане на 

правото на достъп до данни

https://www.edpb.europa.eu/our-work-tools/our-documents/other/coordinated-enforcement-action-implementation-right-access_en
https://www.edpb.europa.eu/our-work-tools/our-documents/other/coordinated-enforcement-action-implementation-right-access_en
https://www.edpb.europa.eu/our-work-tools/our-documents/guidelines/guidelines-012022-data-subject-rights-right-access_en
https://www.edpb.europa.eu/our-work-tools/our-documents/guidelines/guidelines-012022-data-subject-rights-right-access_en
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често упражняваните права на субектите на данни.“ 
През 2024 г. 30 органа за защита на данните в Европа започнаха координирано изследване на 

правото на достъп от страна на администраторите, като започнаха официални разследвания, оценка 
на това дали е оправдано официално разследване и/или провеждане на проучвания за установяване на 
фактите. Общо 1185 администратори, състоящи се от малки и средни предприятия (МСП) и големи 
компании, действащи в различни отрасли и области, както и различни видове публични субекти 
отговориха на Рамката.

Области на подобрение и основни предизвикателства.
Резултатите сочат, че е необходимо да се повиши осведомеността относно Насоки 01/2022, 

както на национално равнище, така и на равнище ЕС, тъй като насоките помагат на администраторите 
да прилагат правото на достъп, обясняват как упражняването на това право може да бъде улеснено и 
изброяват изключенията и ограниченията на правото на достъп.

В резултат на действието на Рамката за координирано правоприлагане в Европа през 2024 г. бяха 
установени седем предизвикателства. Едно от тях е липсата на документирани вътрешни процедури 
за обработка на исканията за достъп. Освен това се наблюдават и непоследователни и прекомерни 
тълкувания на ограниченията на правото на достъп, като например прекомерно използване на някои 
изключения за автоматичен отказ на заявления за достъп. Друг пример са пречките, с които лицата 
могат да се сблъскат, когато упражняват правото си на достъп, като например формални изисквания 
или искане за предоставяне на прекомерни документи за самоличност. За всяко идентифицирано 
предизвикателство докладът предоставя списък с незадължителни препоръки, които да бъдат взети 
предвид от администраторите и ОЗД.

Положителни заключения.

Въпреки съществуващите предизвикателства две трети от участващите ОЗД оцениха степента 
на съответствие на отговарящите администратори по отношение на правото на достъп от „средно„ 
до „високо“. Един от важните фактори, който бе определен като оказващ влияние върху нивото на 
съответствие, е обемът на исканията за достъп, получавани от администраторите, както и размерът 
на организацията. По-конкретно, при големите администратори или администраторите, получаващи 
повече искания, е по-вероятно да се постигне по-високо ниво на съответствие, отколкото при малките 
организации с по-малко ресурси.

Положителни резултати се наблюдават в цяла Европа. Те включват прилагането на най-добри 
практики от страна на администраторите, като например удобни за ползване онлайн формуляри, 
позволяващи на физическите лица лесно да подават искания за достъп, както и системи за 
самообслужване, които позволяват на физическите лица самостоятелно да изтеглят своите лични данни 
с няколко кликвания и по всяко време.

Контекст и следващи стъпки.

РКП е ключово действие на ЕКЗД в рамките на стратегията му за периода 2024-2027 г., насочена 
към рационализиране на правоприлагането и сътрудничеството между органите за защита на данните. 

През последните три години са осъществени две предишни действия по Рамката.

Резултатите от тези национални действия се обобщават и анализират заедно, за да се получи 
по-задълбочена представа по темата и да се даде възможност за целенасочени последващи действия 
както на национално равнище, така и на равнище ЕС.

През 2023 г. ЕКЗД публикува доклада от първото си координирано действие относно използването 
на облачни услуги от публичния сектор.

През 2024 г. ЕКЗД публикува и доклада за резултатите от второто координирано действие относно 
определянето и длъжността на длъжностни лица по защита на данните.  

Действието по линия на РКП през 2025 г. ще бъде свързано с прилагането на правото на изтриване 
(право „да бъдеш забравен“).

https://www.edpb.europa.eu/our-work-tools/our-documents/other/coordinated-enforcement-action-use-cloud-based-services-public_en
https://www.edpb.europa.eu/our-work-tools/our-documents/other/coordinated-enforcement-action-use-cloud-based-services-public_en
https://www.edpb.europa.eu/our-work-tools/our-documents/other/coordinated-enforcement-action-designation-and-position-data_en
https://www.edpb.europa.eu/news/news/2024/cef-2025-edpb-selects-topic-next-years-coordinated-action_en
https://www.edpb.europa.eu/news/news/2024/cef-2025-edpb-selects-topic-next-years-coordinated-action_en
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За поредна година КЗЛД отбеляза Деня за 
защита на личните данни.

На 28 януари 2025 г. Комисията за защита на 
личните данни (КЗЛД) традиционно отбеляза Деня за 
защита на личните данни. Възникнал първоначално като 
европейска инициатива, този ден се отбелязва в световен 
мащаб и за 19-ти пореден път в България. Основната 
цел на събитието е да насърчи осведомеността и да 
подчертае значението на личните данни в дигиталната 
ера, където обменът на информация е неразделна част 

от ежедневието ни.
Прилагайки съвременен подход в провеждането на обучение в сферата на защита на данните КЗЛД 

завърши цялостно въвеждащо онлайн обучение в сферата на защитата на личните данни, насочено към 
публичния сектор. По повод на празника и в сътрудничество с Института по публична администрация, 
обучението е достъпно за всички държавни служители, след предварителна заявка.

За втора поредна година, Комисията обяви инициативата: годишна награда „Длъжностно лице по 
защита на данните на годината“. Тя цели затвърждаване на функциите на длъжностното лице по защита на 
данните и мотивиране на самите лица, които изпълняват тези функции. С инициативата КЗЛД се стреми 
да даде публичност и по-висока разпознаваемост на ежедневните усилия на усилията на длъжностните 
лица по защита на данните сред граждани, бизнеса и всички заинтересовани организации. Подборът на 
номинираните ще бъде извършван от КЗЛД въз основа на конкретни мотиви за всяка отделна номинация 
и при отчитане на следните критерии:

•	 наличие на политика за защита на личните данни и нейното съответствие с изискванията 
в тази област (ОРЗД и/или ЗЗЛД);

•	 наличие/липса на уведомления за нарушения на сигурността на личните данни, настъпили 
при администратора/обработващия лични данни, когото номинираното длъжностно лице по защита на 
данните подпомага;

•	 наличие/липса на корективни мерки и/или наказания на администратора/обработващия 
лични данни когото номинираното длъжностно лице по защита на данните подпомага.

При спазване на вече установената институционална традиция, КЗЛД ще реализира и следните 
разяснителни мероприятия:

•	 Обявяване на студентски конкурс за есе на актуална тема, свързана с предизвикателствата 
пред защитата на личните данни. Съгласно вече утвърдената практика класираните на първо, второ и 
трето място да бъдат включени в програма на КЗЛД за платен стаж в Комисията.

•	 Открита приемна в КЗЛД за администратори на лични данни и граждани (13:00-15:00 ч., 
заседателна зала на КЗЛД).

Надяваме се, че ще се възползвате от предоставените възможности да се запознаете с нашите 
инициативи и да участвате в тях!

Защо защитата на личните данни е важна?
Замисляли ли сте се как бихте реагирали, ако някой ви помоли да отговорите на 100 лични 

въпроса и след това продаде отговорите ви? Вероятно бихте отказали. В дигиталната ера обаче, с всяко 
онлайн пазаруване, сърфиране или споделяне в социалните мрежи, оставяме следи, които могат да бъдат 
използвани по начини, които не винаги осъзнаваме.

 За поредна година КЗЛД отбеляза Деня за защита на личните 
данни
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Европейският регламент за защита на данните (GDPR) гарантира, че личните ни данни се 
използват само със съгласието ни и че имаме достъп до информацията, която ни засяга. Но знаем ли 
как да се предпазим? Въпросът остава актуален.

Международни инициативи
По повод Деня за защита на личните данни 2025 г., Европейският надзорен орган по защита 

на данните (EDPS), Съветът на Европа и конференциите CPDP обединиха усилия за провеждането на 
еднодневното събитие: „CPDP – Ден за защита на данните: Нов мандат за защита на данните“. 

Конференцията се проведе в критичен момент, когато новите политически мандати в ЕС започват 
да оформят бъдещето на политиките за защита на личните данни. Дискусиите се фокусираха върху 
развиващата се роля на защитата на данните като ключов инструмент за запазване на демократичното 
общество и ограничаване на прекомерните намеси в личната неприкосновеност от страна на публични 
и частни субекти.

Бъдете информирани, бъдете защитени! 

По време на пленарното си заседание 
през февруари 2025 г. Европейският комитет по 
защита на данните (ЕКЗД) прие изявление относно 
потвърждение на възрастта и реши да създаде 
работна група по правоприлагането в областта на 
изкуствения интелект. Освен това Съветът прие и 
препоръки относно Световния антидопингов кодекс 
на Световната антидопингова агенция (WADA) за 
2027 г.

В изявлението относно потвърждението на 
възрастта, ЕКЗД изброява десет принципа за съвместима обработка на лични данни при определяне 
на възрастта или възрастовата група на дадено физическо лице. Изявлението има за цел да осигури 
последователен европейски подход към потвърждението на възрастта, за да се защитят непълнолетните, 
като същевременно се спазват принципите за защита на данните.

Председателят на ЕКЗД Ану Талус заяви: „Потвърждението на възрастта е от съществено 
значение, за да се гарантира, че децата нямат достъп до съдържание, което не е подходящо за тяхната 
възраст. В същото време методът за проверка на възрастта трябва да бъде възможно най-малко натрапчив 
и личните данни на децата трябва да бъдат защитени. Принципите, предложени от ЕКЗД, ще помогнат 
на индустрията да оцени възрастта на дадено лице по начин, който е в съответствие с принципите за 
защита на данните, като същевременно защитава благосъстоянието на децата.“

ЕКЗД също си сътрудничи с Европейската комисия по отношение на потвърждение на възрастта 
в контекста на работната група по Законодателния акт за цифровите услуги (DSA).

По време на пленарната сесия Комитетът реши също да разшири обхвата на работната група 
ChatGPT, така че да обхване и правоприлагането в областта на ИИ. Освен това членовете на ЕКЗД 
подчертаха необходимостта от координиране на действията на органите за защита на данните по 
отношение на спешни чувствителни въпроси и за тази цел ще създадат екип за бързо реагиране.

Председателят на ЕКЗД Ану Талус заяви: „ОРЗД е правна рамка, която насърчава отговорните 
иновации. ОРЗД е разработен така, че да поддържа високи стандарти за защита на данните, като 
същевременно използва напълно потенциала на иновациите, като например изкуствения интелект, в 

  ЕКЗД приема декларация за потвърждение на възрастта, създава 
работна група за прилагане на ИИ и дава препоръки на Световната 

антидопингова агенция

https://www.edpb.europa.eu/our-work-tools/our-documents/other-guidance/statement-12025-age-assurance_en
https://www.edpb.europa.eu/our-work-tools/our-documents/other-guidance/statement-12025-age-assurance_en
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полза на нашата икономика. Работната група за прилагане на ИИ и бъдещият екип за бързо реагиране на 
ЕКЗД ще играят решаваща роля за осигуряването на този баланс, като координират действията на органите 
за защита на данните и ги подкрепят в навигацията в сложните аспекти на ИИ, като същевременно се 
спазват силни принципи за защита на данните.“

По време на пленарното заседание ЕКЗД прие и препоръки относно Световния антидопингов 
кодекс на Световната антидопингова агенция (WADA) за 2027 г. Когато се обработват лични данни за 
антидопингови цели, от съществено значение е да се зачитат и защитават личните данни на спортистите. 
В много случаи това ще включва обработване на чувствителни лични данни, като например здравни данни, 
получени от биологични проби.

Основната цел на ЕКЗД е да оцени съвместимостта на Антидопинговия кодекс на WADA и 
Международния стандарт за защита на данните (ISDP) с ОРЗД. Антидопинговият кодекс и стандартите 
следва да държат националните антидопингови организации (NADOS) подчинени на стандарт, еквивалентен 
на този на ОРЗД, когато обработват лични данни за антидопингови цели. 

Препоръките на ЕКЗД засягат ключови принципи на защита на данните, като например 
необходимостта от подходящо правно основание за обработването на лични данни и ограничаване на 
целите. В препоръките се обръща внимание и на факта, че физическите лица трябва да бъдат напълно 
информирани за обработването на техните лични данни и да могат ефективно да упражняват правата си.

ЕКЗД публикува шестмесечния доклад за дейността на Комитета за координиран надзор (ККН) 
(юли 2022 г. - декември 2024 г.) .

През последните две години ККН работи по 
интегрирането на широкомащабните системи на ЕС в 
областта на информационните технологии (ИТ) в 
своя обхват. През отчетния период той пое надзора на 
модернизираната Шенгенска информационна система 
(ШИС) и Визовата информационна система (ВИС).

Освен това Комитетът се подготви за появата на 
нови системи и за прилагането на регламентите за 
оперативна съвместимост.

Комитетът публикува и набор от препоръки 
от н о с н о  з а д ъ л же н и я т а  з а  п р о з р ач н о с т  н а 
Информационната система за вътрешния пазар (ИСВП) 
з а  администраторите на данни.

Освен това през юли 2023 г. ККН публикува 
„Информационните системи на Европол - 

ръководство за упражняване на правата на субектите на данни: право на достъп, коригиране, изтриване 
и ограничаване“.  След одитния доклад на Европейския надзорен орган по защита на данните (ЕНОЗД) 
от 2022 г. относно обработването от страна на Европол на лични данни на малолетни и непълнолетни 
лица на възраст под 15 години, предоставени на Европол от трети държави и международни 
организации и отбелязани като заподозрени, ККН предприе координирана дейност за анализ на 
приноса на няколко държави членки.През последните две години ККН също така насърчава диалога и 
ангажираността със заинтересованите страни, по-специално с гражданското общество.

Бъдеща работа на ККН.

ЕКЗД пуБЛИКуВА шЕСТМЕСЕчЕН ДОКЛАД НА КОМИТЕТА ЗА 
КООРДИНИРАН НАДЗОР

https://www.edps.europa.eu/system/files/2023-09/23-09-06_executive-summary-europol-inspection-report_en.pdf
https://www.edpb.europa.eu/our-work-tools/our-documents/csc-biannual-reports/coordinated-supervision-committee-report-0_en
https://www.edpb.europa.eu/our-work-tools/our-documents/csc-biannual-reports/coordinated-supervision-committee-report-0_en
file:Secretariat%20postal%20address:%20Rue%20Wiertz%2060%2C%20B-1047%20Brussels%20Offices:%20Rue%20Montoyer%2030%2C%20B-1000%20Brussels%20E-mail%20:%20csc-secretariat%40edpb.europa.eu%20%0D%20%0DEUROPOL%E2%80%99S%20INFORMATION%20SYSTEMS%20%0DA%20GUIDE%20FOR%20EXERCISING%20DATA%20SUBJECTS%E2%80%99%20RIGHTS:%20%0DTHE%20RIGHT%20OF%20ACCESS%2C%20RECTIFICATION%2C%20ERASURE%20AND%20RESTRICTION%20%0DCoordinated%20Supervision%20Committee%20-%20A%20Guide%20for%20exercising%20data%20subjects%E2%80%99%20rights%20vis-%C3%A0-vis%20Europol%20July%202023%20%0DThis%20guide%20was%20compiled%20by%20the%20Coordinated%20Supervision%20Committee.%20%0DThe%20national%20contributions%2C%20and%20any%20translations%20of%20this%20guide%20into%20languages%20other%20than%20English%2C%20are%20the%20responsibility%20of%20each%20national%20supervisory%20authority%20and%20they%20do%20not%20necessarily%20reflect%20the%20official%20position%20of%20the%20CSC.%20The%20CSC%20does%20not%20guarantee%20the%20accuracy%20of%20the%20information%20included%20in%20the%20national%20contributions%20and%20any%20questions%20should%20be%20address%20to%20the%20respective%20national%20supervisory%20authorities.%20Neither%20the%20CSC%20nor%20any%20person%20acting%20on%20the%20CSC%E2%80%99s%20behalf%20may%20be%20held%20responsible%20for%20the%20use%20which%20may%20be%20made%20of%20the%20information%20contained%20therein.%20%0DSecretariat%20postal%20address:%20Rue%20Wiertz%2060%2C%20B-1047%20Brussels%20%0DOffices:%20Rue%20Montoyer%2030%2C%20B-1000%20Brussels%20%0DE-mail%20:%20csc-secretariat%40edpb.europa.eu%20%0D3%20Coordinated%20Supervision%20Committee%20-%20A%20Guide%20for%20exercising%20data%20subjects%E2%80%99%20rights%20July%202023%20%0DTABLE%20OF%20CONTENTS%20%0D1.%20DATA%20CATEGORIES%20AND%20EXCHANGE%20OF%20PERSONAL%20DATA%20BETWEEN%20MEMBER%20STATES%20AND%20EUROPOL%20........................................................................................................5%20%0D2.%20RIGHTS%20GRANTED%20TO%20INDIVIDUALS%20WHOSE%20DATA%20ARE%20PROCESSED%20BY%20EUROPOL%20.......7%20%0D2.1.%20Right%20of%20access..................................................................................................8%20%0D2.2.%20Right%20to%20rectification%2C%20erasure%20and%20restriction%20.....................................................9%20%0D2.3.%20Right%20to%20have%20the%20legality%20of%20data%20relating%20to%20them%20transferred%20to%20Europol%20verified%20........................................................................................................10%20%0D2.4.%20Remedies:%20the%20right%20to%20complain%20to%20EDPS%20or%20to%20initiate%20a%20judicial%20proceeding......10%20%0D3.%20CONTACT%20POINTS%20..................................................................................................11%20%0D3.1.%20AUSTRIA%20...............................................................................................................12%20%0D3.2.%20BELGIUM%20..............................................................................................................12%20%0D3.3.%20BULGARIA%20.............................................................................................................12%20%0D3.4.%20CROATIA%20...............................................................................................................13%20%0D3.5.%20CYPRUS.................................................................................................................13%20%0D3.6.%20CZECH%20REPUBLIC%20...................................................................................................14%20%0D3.7.%20ESTONIA%20...............................................................................................................14%20%0D3.8.%20FINLAND%20...............................................................................................................15%20%0D3.9.%20FRANCE%20................................................................................................................15%20%0D3.10.%20GERMANY%20.............................................................................................................16%20%0D3.11.%20GREECE.................................................................................................................16%20%0D3.12.%20HUNGARY%20.............................................................................................................17%20%0D3.13.%20IRELAND%20...............................................................................................................17%20%0D3.14.%20ITALY%20....................................................................................................................18%20%0D3.15.%20LATVIA%20..................................................................................................................18%20%0D3.16.%20LITHUANIA%20............................................................................................................19%20%0D3.17.%20LUXEMBOURG%20......................................................................................................19%20%0D3.18.%20MALTA..................................................................................................................20%20%0D4%20Coordinated%20Supervision%20Committee%20-%20A%20Guide%20for%20exercising%20data%20subjects%E2%80%99%20rights%20July%202023%20%0D3.19.%20NETHERLANDS%20......................................................................................................20%20%0D3.20.%20POLAND................................................................................................................21%20%0D3.21.%20PORTUGAL%20............................................................................................................21%20%0D3.22.%20ROMANIA%20.............................................................................................................21%20%0D3.23.%20SLOVAK%20REPUBLIC%20.................................................................................................22%20%0D3.24.%20SLOVENIA%20.............................................................................................................23%20%0D3.25.%20SPAIN%20...................................................................................................................23%20%0D3.26.%20SWEDEN%20...............................................................................................................24%20%0DANNEXES%20%28TEMPLATE%20LETTERS%29%20......................................................................................25%20%0DAnnex%201%20................................................................................................................25%20%0DAnnex%202%20................................................................................................................26%20%0D5%20Coordinated%20Supervision%20Committee%20-%20A%20Guide%20for%20exercising%20data%20subjects%E2%80%99%20rights%20July%202023%20%0DIndividuals%20whose%20personal%20data%20are%20collected%2C%20held%20or%20otherwise%20processed%20by%20Europol%20are%20entitled%20to%20rights%20regarding%20their%20personal%20data%2C%20namely%20the%20right%20of%20access%2C%20right%20to%20rectification%2C%20erasure%20and%20restriction%20of%20personal%20data%20and%20the%20right%20to%20have%20the%20legality%20of%20transfer%20of%20his%20or%20her%20personal%20data%20verified%20by%20a%20national%20supervisory%20authority.%20%0DThis%20Guide%20describes%20the%20modalities%20for%20exercising%20those%20rights.%20%0DThe%20Guide%20is%20divided%20into%20three%20sections:%20%28I%29%20data%20categories%20and%20exchange%20of%20personal%20data%20between%20Member%20States%20and%20Europol%2C%20%28II%29%20the%20rights%20granted%20to%20the%20individuals%20whose%20personal%20data%20are%20processed%20in%20Europol%E2%80%99s%20Information%20Systems%20and%20%28III%29%20a%20description%20of%20the%20procedure%20for%20exercising%20the%20right%20of%20access%20in%20each%20of%20the%20countries%20concerned.%20%0D1.%20DATA%20CATEGORIES%20AND%20EXCHANGE%20OF%20PERSONAL%20DATA%20BETWEEN%20MEMBER%20STATES%20AND%20EUROPOL%20%0DEuropol%20processes%20personal%20data%20based%20on%20Regulation%20%28EU%29%202016/794%20of%20the%20European%20Parliament%20and%20of%20the%20Council%20of%2011%20May%202016%20on%20the%20European%20Union%20Agency%20for%20Law%20Enforcement%20Cooperation%20%28Europol%29%20%28hereinafter%20%E2%80%9CEuropol%20Regulation%E2%80%9D%29%2C%20as%20amended%20by%20Regulation%202022/991%20of%20the%20European%20Parliament%20and%20of%20the%20Council%20of%208%20June%202022%20%28hereinafter%20%E2%80%9CRegulation%20amending%20Europol%20Regulation%E2%80%9D%29.%20%0DCategories%20of%20personal%20data%20processed%20%0DPersonal%20data%20collected%20and%20processed%20by%20Europol%20relate%20to:%20%0Da%29%20persons%20who%2C%20in%20accordance%20with%20the%20national%20law%20of%20the%20Member%20State%20concerned%2C%20are%20suspected%20of%20having%20committed%20or%20having%20taken%20part%20in%20a%20criminal%20offence%20in%20respect%20of%20which%20Europol%20is%20competent%2C%20or%20who%20have%20been%20convicted%20of%20such%20an%20offence%3B%20%0Db%29%20persons%20regarding%20whom%20there%20are%20factual%20indications%20or%20reasonable%20grounds%20under%20the%20national%20law%20of%20the%20Member%20State%20concerned%20to%20believe%20that%20they%20will%20commit%20criminal%20offences%20in%20respect%20of%20which%20Europol%20is%20competent%3B%20%0Dc%29%20persons%20who%20might%20be%20called%20on%20to%20testify%20in%20investigations%20in%20connection%20with%20the%20offences%20under%20consideration%20or%20in%20subsequent%20criminal%20proceedings%3B%20%0D%0D6%20Coordinated%20Supervision%20Committee%20-%20A%20Guide%20for%20exercising%20data%20subjects%E2%80%99%20rights%20July%202023%20%0Dd%29%20persons%20who%20have%20been%20the%20victims%20of%20one%20of%20the%20offences%20under%20consideration%20or%20with%20regard%20to%20whom%20certain%20facts%20give%20reasons%20to%20believe%20that%20they%20could%20be%20the%20victims%20of%20such%20an%20offence%3B%20%0De%29%20contacts%20and%20associates%3B%20and%20%0Df%29%20persons%20who%20can%20provide%20information%20on%20the%20criminal%20offences%20under%20consideration.%20%0D%0DThe%20categories%20of%20personal%20data%20and%20categories%20of%20data%20subjects%20whose%20data%20may%20be%20collected%20and%20processed%20for%20each%20purpose%20referred%20to%20in%20Article%2018%282%29%20are%20listed%20in%20Annex%20II%20to%20the%20Europol%20Regulation1.%20%0D1%20Regulation%20%28EU%29%202016/794%20of%20the%20European%20Parliament%20and%20of%20the%20Council%20of%2011%20May%202016%20on%20the%20European%20Union%20Agency%20for%20Law%20Enforcement%20Cooperation%20%28Europol%29%20and%20replacing%20and%20repealing%20Council%20Decisions%202009/371/JHA%2C%202009/934/JHA%2C%202009/935/JHA%2C%202009/936/JHA%20and%202009/968/JHA%2C%20page%2057%20%0DProcessing%20of%20personal%20data%2C%20by%20automated%20or%20other%20means%2C%20revealing%20racial%20or%20ethnic%20origin%2C%20political%20opinions%2C%20religious%20or%20philosophical%20beliefs%20or%20trade%20union%20membership%20and%20processing%20of%20genetic%20data%2C%20biometric%20data%20for%20the%20purpose%20of%20uniquely%20identifying%20a%20natural%20person%2C%20or%20data%20concerning%20a%20person%27s%20health%20or%20sex%20life%20shall%20be%20allowed%20only%20where%20strictly%20necessary%20and%20proportionate%20for%20the%20purposes%20of%20research%20and%20innovation%20projects%20pursuant%20to%20Article%2033a%20and%20for%20operational%20purposes%2C%20within%20Europol%E2%80%99s%20objectives%2C%20and%20only%20for%20preventing%20or%20combating%20crime%20that%20falls%20within%20Europol%E2%80%99s%20objectives.%20Such%20processing%20shall%20also%20be%20subject%20to%20appropriate%20safeguards%20laid%20down%20in%20this%20Regulation%20with%20regard%20to%20the%20rights%20and%20freedoms%20of%20the%20data%20subject%2C%20and%2C%20with%20the%20exception%20of%20biometric%20data%20processed%20for%20the%20purpose%20of%20uniquely%20identifying%20a%20natural%20person%2C%20shall%20be%20allowed%20only%20if%20those%20data%20supplement%20other%20personal%20data%20processed%20by%20Europol.%20%0DThe%20selection%20of%20a%20particular%20group%20of%20persons%20solely%20on%20the%20basis%20of%20such%20personal%20data%20shall%20be%20prohibited.%20%0DExchange%20of%20personal%20data%20%0DEuropol%20should%20be%20a%20hub%20for%20information%20exchange%20in%20the%20Union.%20Information%20collected%2C%20stored%2C%20processed%2C%20analysed%20and%20exchanged%20by%20Europol%20includes%20criminal%20intelligence%20which%20relates%20to%20information%20about%20crime%20or%20criminal%20activities%20falling%20within%20the%20scope%20of%20Europol%E2%80%99s%20objectives%2C%20obtained%20with%20a%20view%20to%20establishing%20whether%20concrete%20criminal%20acts%20have%20been%20committed%20or%20may%20be%20committed%20in%20the%20future.%20%0D7%20Coordinated%20Supervision%20Committee%20-%20A%20Guide%20for%20exercising%20data%20subjects%E2%80%99%20rights%20July%202023%20%0DIn%20order%20to%20ensure%20an%20effective%20cooperation%20between%20Europol%20and%20Member%20States%2C%20a%20national%20unit%20should%20be%20set%20up%20in%20each%20Member%20State.%20The%20national%20unit%20should%20be%20the%20liaison%20link%20between%20national%20competent%20authorities%20and%20Europol.%20To%20ensure%20a%20continuous%20and%20effective%20exchange%20of%20information%20between%20Europol%20and%20the%20national%20units%2C%20and%20to%20facilitate%20their%20cooperation%2C%20each%20national%20unit%20should%20designate%20at%20least%20one%20liaison%20officer%20to%20be%20attached%20to%20Europol.%20The%20liaison%20officers%20shall%20assist%20in%20the%20exchange%20of%20information%20between%20Europol%20and%20their%20Member%20States.%20%0DAlso%2C%20liaison%20officers%20shall%20assist%20in%20the%20exchange%20of%20information%20between%20their%20Member%20States%20and%20the%20liaison%20officers%20of%20other%20Member%20States%2C%20third%20countries%20and%20international%20organisations.%20%0D2.%20RIGHTS%20GRANTED%20TO%20INDIVIDUALS%20WHOSE%20DATA%20ARE%20PROCESSED%20BY%20EUROPOL%20%0DIn%20accordance%20with%20data%20protection%20principles%2C%20all%20individuals%20whose%20data%20are%20processed%20by%20Europol%20are%20granted%20specific%20rights%20by%20the%20aforementioned%20Europol%20Regulation.%20%0DThese%20are%20basically:%20%0D%EF%82%A7%20the%20right%20of%20access%20to%20data%20relating%20to%20them%20stored%20by%20Europol%3B%20%0D%EF%82%A7%20the%20right%20to%20rectification%2C%20erasure%20and%20restriction%3B%20%0D%EF%82%A7%20the%20right%20to%20have%20the%20legality%20of%20data%20relating%20to%20them%20transferred%20to%20Europol%20verified%3B%20%0D%EF%82%A7%20the%20right%20to%20bring%20proceedings%20before%20the%20court%20or%20competent%20authorities%20to%20correct%20or%20delete%20data%20or%20to%20obtain%20compensation.%20%0D%0DAnyone%20exercising%20any%20of%20these%20rights%20can%20apply%20to%20the%20authority%20appointed%20for%20that%20purpose%20in%20the%20Member%20State%20of%20his%20or%20her%20choice.%20That%20authority%20shall%20refer%20the%20request%20to%20Europol%20without%20delay%20and%20in%20any%20case%20within%20one%20month%20of%20receipt.%20%0DDeadlines%20for%20replies%20to%20individuals%E2%80%99%20requests%20%0DWhen%20an%20individual%20exercises%20his/her%20right%20of%20access%2C%20his/her%20right%20to%20rectification%2C%20erasure%20and%20restriction%2C%20Europol%20shall%20answer%20it%20without%20undue%20delay%2C%20and%20in%20any%20case%20within%20three%20months%20of%20receipt%20by%20Europol%20of%20the%20request%20from%20the%20national%20authority.%20%0D8%20Coordinated%20Supervision%20Committee%20-%20A%20Guide%20for%20exercising%20data%20subjects%E2%80%99%20rights%20July%202023%20%0D2.1.%20Right%20of%20access%20%0DThe%20right%20of%20access%20is%20the%20possibility%20for%20anyone%20who%20so%20requests%20to%20consult%20the%20information%20relating%20to%20him/her%20stored%20in%20a%20data%20file.%20This%20is%20a%20fundamental%20principle%20of%20data%20protection%20which%20enables%20data%20subjects%20to%20exercise%20control%20over%20personal%20data%20which%20is%20being%20processed%20by%20the%20controller%2C%20namely%20by%20Europol.%20%0DThis%20right%20is%20expressly%20provided%20for%20in%20Article%2036%20of%20Europol%20Regulation%2C%20and%20Article%2080%20of%20Regulation%20%28EU%29%202018/1725.%20%0DAny%20data%20subject%20wishing%20to%20exercise%20the%20right%20of%20access%20to%20personal%20data%20relating%20to%20him%20or%20her%20may%20make%20a%20request%20to%20that%20effect%20to%20the%20authority%20appointed%20for%20that%20purpose%20in%20the%20Member%20State%20of%20his%20or%20her%20choice%2C%20or%20to%20Europol.%20Where%20the%20request%20is%20made%20to%20that%20authority%2C%20it%20shall%20refer%20the%20request%20to%20Europol%20without%20delay%20and%20in%20any%20case%20within%20one%20month%20of%20receipt.%20%0DEuropol%20shall%20answer%20it%20without%20undue%20delay%20and%20in%20any%20case%20within%20three%20months%20of%20receipt%20by%20Europol%20of%20the%20request%20from%20the%20national%20authority.%20%0DEuropol%20shall%20consult%20the%20competent%20authorities%20of%20the%20Member%20States%20and%20the%20provider%20of%20the%20data%20concerned%20so%20that%20they%20could%20have%20the%20opportunity%20to%20state%20their%20position%20as%20to%20the%20possibility%20of%20disclosing%20the%20data%20to%20the%20applicant%2C%20and%20to%20object%20to%20Europol%27s%20proposed%20response.%20In%20the%20latter%20case%2C%20the%20Member%20State%20or%20the%20provider%20of%20the%20data%20concerned%20shall%20notify%20Europol%20of%20the%20reasons%20for%20its%20objection.%20%0DAccording%20to%20Article%2081%20of%20Regulation%20%28EU%29%202018/1725%2C%20Europol%20may%20restrict%2C%20wholly%20or%20partly%2C%20the%20right%20of%20access%20of%20the%20extent%20that%2C%20and%20for%20as%20long%20as%20such%20a%20partial%20or%20complete%20restriction%20constitutes%20a%20necessary%20and%20proportionate%20measure%20in%20a%20democratic%20society%20with%20due%20regard%20for%20the%20fundamental%20rights%20and%20legitimate%20interests%20of%20the%20natural%20person%20concerned%2C%20in%20order%20to:%20%0Da%29%20avoid%20obstructing%20official%20or%20legal%20inquiries%2C%20investigations%20or%20procedures%3B%20%0Db%29%20avoid%20prejudicing%20the%20prevention%2C%20detection%2C%20investigation%20or%20prosecution%20of%20criminal%20offences%20or%20the%20execution%20of%20criminal%20penalties%3B%20%0Dc%29%20protect%20the%20public%20security%20of%20Member%20States%3B%20%0Dd%29%20protect%20the%20national%20security%20of%20Member%20States%3B%20%0De%29%20protect%20the%20rights%20and%20freedoms%20of%20others%2C%20such%20as%20victims%20and%20witnesses.%20%0D%0DIn%20the%20cases%20referred%20above%2C%20Europol%20shall%20inform%20the%20data%20subject%2C%20without%20undue%20delay%2C%20in%20writing%20of%20any%20refusal%20or%20restriction%20of%20access%20and%20of%20the%20reasons%20for%20the%20refusal%20or%20the%20restriction.%20Such%20%0D9%20Coordinated%20Supervision%20Committee%20-%20A%20Guide%20for%20exercising%20data%20subjects%E2%80%99%20rights%20July%202023%20%0Dinformation%20may%20be%20omitted%20where%20the%20provision%20thereof%20would%20undermine%20one%20of%20the%20purpose%20above.%20%0D2.2.%20Right%20to%20rectification%2C%20erasure%20and%20restriction%20%0DBesides%20the%20right%20of%20access%2C%20there%20is%20also%20the%20right%20to%20request%20Europol%2C%20through%20the%20authority%20appointed%20for%20that%20purpose%20in%20the%20Member%20State%20of%20his%20or%20her%20choice%2C%20or%20to%20Europol%2C%20to%20rectify%20personal%20data%20concerning%20him%20or%20her%20held%20by%20Europol%20if%20they%20are%20incorrect%20or%20to%20complete%20or%20update%20the%20personal%20data.%20%0DThe%20data%20subjects%20have%20also%20the%20right%20to%20request%20Europol%2C%20directly%20or%20through%20the%20authority%20appointed%20for%20that%20purpose%20in%20the%20Member%20State%20of%20his%20or%20her%20choice%2C%20to%20erase%20personal%20data%20relating%20to%20him%20or%20her%20held%20by%20Europol%20if%20they%20are%20no%20longer%20required%20for%20the%20purposes%20for%20which%20they%20are%20collected%20or%20are%20further%20processed.%20%0DIf%20there%20are%20reasonable%20grounds%20to%20believe%20that%20erasure%20could%20affect%20the%20legitimate%20interests%20of%20the%20data%20subjects%2C%20Europol%20shall%20restrict%20rather%20than%20erase%20personal%20data.%20Restricted%20data%20shall%20be%20processed%20only%20for%20the%20purpose%20of%20protecting%20the%20rights%20of%20the%20data%20subject%2C%20where%20it%20is%20necessary%20to%20protect%20the%20vital%20interests%20of%20the%20data%20subject%20or%20of%20another%20person%2C%20or%20for%20the%20purposes%20laid%20down%20in%20Article%2082%284%29%20of%20Regulation%20%28EU%29%202018/1725%20and%20listed%20below:%20%0Da%29%20avoid%20obstructing%20official%20or%20legal%20inquiries%2C%20investigations%20or%20procedures%3B%20%0Db%29%20avoid%20prejudicing%20the%20preve
file:Secretariat%20postal%20address:%20Rue%20Wiertz%2060%2C%20B-1047%20Brussels%20Offices:%20Rue%20Montoyer%2030%2C%20B-1000%20Brussels%20E-mail%20:%20csc-secretariat%40edpb.europa.eu%20%0D%20%0DEUROPOL%E2%80%99S%20INFORMATION%20SYSTEMS%20%0DA%20GUIDE%20FOR%20EXERCISING%20DATA%20SUBJECTS%E2%80%99%20RIGHTS:%20%0DTHE%20RIGHT%20OF%20ACCESS%2C%20RECTIFICATION%2C%20ERASURE%20AND%20RESTRICTION%20%0DCoordinated%20Supervision%20Committee%20-%20A%20Guide%20for%20exercising%20data%20subjects%E2%80%99%20rights%20vis-%C3%A0-vis%20Europol%20July%202023%20%0DThis%20guide%20was%20compiled%20by%20the%20Coordinated%20Supervision%20Committee.%20%0DThe%20national%20contributions%2C%20and%20any%20translations%20of%20this%20guide%20into%20languages%20other%20than%20English%2C%20are%20the%20responsibility%20of%20each%20national%20supervisory%20authority%20and%20they%20do%20not%20necessarily%20reflect%20the%20official%20position%20of%20the%20CSC.%20The%20CSC%20does%20not%20guarantee%20the%20accuracy%20of%20the%20information%20included%20in%20the%20national%20contributions%20and%20any%20questions%20should%20be%20address%20to%20the%20respective%20national%20supervisory%20authorities.%20Neither%20the%20CSC%20nor%20any%20person%20acting%20on%20the%20CSC%E2%80%99s%20behalf%20may%20be%20held%20responsible%20for%20the%20use%20which%20may%20be%20made%20of%20the%20information%20contained%20therein.%20%0DSecretariat%20postal%20address:%20Rue%20Wiertz%2060%2C%20B-1047%20Brussels%20%0DOffices:%20Rue%20Montoyer%2030%2C%20B-1000%20Brussels%20%0DE-mail%20:%20csc-secretariat%40edpb.europa.eu%20%0D3%20Coordinated%20Supervision%20Committee%20-%20A%20Guide%20for%20exercising%20data%20subjects%E2%80%99%20rights%20July%202023%20%0DTABLE%20OF%20CONTENTS%20%0D1.%20DATA%20CATEGORIES%20AND%20EXCHANGE%20OF%20PERSONAL%20DATA%20BETWEEN%20MEMBER%20STATES%20AND%20EUROPOL%20........................................................................................................5%20%0D2.%20RIGHTS%20GRANTED%20TO%20INDIVIDUALS%20WHOSE%20DATA%20ARE%20PROCESSED%20BY%20EUROPOL%20.......7%20%0D2.1.%20Right%20of%20access..................................................................................................8%20%0D2.2.%20Right%20to%20rectification%2C%20erasure%20and%20restriction%20.....................................................9%20%0D2.3.%20Right%20to%20have%20the%20legality%20of%20data%20relating%20to%20them%20transferred%20to%20Europol%20verified%20........................................................................................................10%20%0D2.4.%20Remedies:%20the%20right%20to%20complain%20to%20EDPS%20or%20to%20initiate%20a%20judicial%20proceeding......10%20%0D3.%20CONTACT%20POINTS%20..................................................................................................11%20%0D3.1.%20AUSTRIA%20...............................................................................................................12%20%0D3.2.%20BELGIUM%20..............................................................................................................12%20%0D3.3.%20BULGARIA%20.............................................................................................................12%20%0D3.4.%20CROATIA%20...............................................................................................................13%20%0D3.5.%20CYPRUS.................................................................................................................13%20%0D3.6.%20CZECH%20REPUBLIC%20...................................................................................................14%20%0D3.7.%20ESTONIA%20...............................................................................................................14%20%0D3.8.%20FINLAND%20...............................................................................................................15%20%0D3.9.%20FRANCE%20................................................................................................................15%20%0D3.10.%20GERMANY%20.............................................................................................................16%20%0D3.11.%20GREECE.................................................................................................................16%20%0D3.12.%20HUNGARY%20.............................................................................................................17%20%0D3.13.%20IRELAND%20...............................................................................................................17%20%0D3.14.%20ITALY%20....................................................................................................................18%20%0D3.15.%20LATVIA%20..................................................................................................................18%20%0D3.16.%20LITHUANIA%20............................................................................................................19%20%0D3.17.%20LUXEMBOURG%20......................................................................................................19%20%0D3.18.%20MALTA..................................................................................................................20%20%0D4%20Coordinated%20Supervision%20Committee%20-%20A%20Guide%20for%20exercising%20data%20subjects%E2%80%99%20rights%20July%202023%20%0D3.19.%20NETHERLANDS%20......................................................................................................20%20%0D3.20.%20POLAND................................................................................................................21%20%0D3.21.%20PORTUGAL%20............................................................................................................21%20%0D3.22.%20ROMANIA%20.............................................................................................................21%20%0D3.23.%20SLOVAK%20REPUBLIC%20.................................................................................................22%20%0D3.24.%20SLOVENIA%20.............................................................................................................23%20%0D3.25.%20SPAIN%20...................................................................................................................23%20%0D3.26.%20SWEDEN%20...............................................................................................................24%20%0DANNEXES%20%28TEMPLATE%20LETTERS%29%20......................................................................................25%20%0DAnnex%201%20................................................................................................................25%20%0DAnnex%202%20................................................................................................................26%20%0D5%20Coordinated%20Supervision%20Committee%20-%20A%20Guide%20for%20exercising%20data%20subjects%E2%80%99%20rights%20July%202023%20%0DIndividuals%20whose%20personal%20data%20are%20collected%2C%20held%20or%20otherwise%20processed%20by%20Europol%20are%20entitled%20to%20rights%20regarding%20their%20personal%20data%2C%20namely%20the%20right%20of%20access%2C%20right%20to%20rectification%2C%20erasure%20and%20restriction%20of%20personal%20data%20and%20the%20right%20to%20have%20the%20legality%20of%20transfer%20of%20his%20or%20her%20personal%20data%20verified%20by%20a%20national%20supervisory%20authority.%20%0DThis%20Guide%20describes%20the%20modalities%20for%20exercising%20those%20rights.%20%0DThe%20Guide%20is%20divided%20into%20three%20sections:%20%28I%29%20data%20categories%20and%20exchange%20of%20personal%20data%20between%20Member%20States%20and%20Europol%2C%20%28II%29%20the%20rights%20granted%20to%20the%20individuals%20whose%20personal%20data%20are%20processed%20in%20Europol%E2%80%99s%20Information%20Systems%20and%20%28III%29%20a%20description%20of%20the%20procedure%20for%20exercising%20the%20right%20of%20access%20in%20each%20of%20the%20countries%20concerned.%20%0D1.%20DATA%20CATEGORIES%20AND%20EXCHANGE%20OF%20PERSONAL%20DATA%20BETWEEN%20MEMBER%20STATES%20AND%20EUROPOL%20%0DEuropol%20processes%20personal%20data%20based%20on%20Regulation%20%28EU%29%202016/794%20of%20the%20European%20Parliament%20and%20of%20the%20Council%20of%2011%20May%202016%20on%20the%20European%20Union%20Agency%20for%20Law%20Enforcement%20Cooperation%20%28Europol%29%20%28hereinafter%20%E2%80%9CEuropol%20Regulation%E2%80%9D%29%2C%20as%20amended%20by%20Regulation%202022/991%20of%20the%20European%20Parliament%20and%20of%20the%20Council%20of%208%20June%202022%20%28hereinafter%20%E2%80%9CRegulation%20amending%20Europol%20Regulation%E2%80%9D%29.%20%0DCategories%20of%20personal%20data%20processed%20%0DPersonal%20data%20collected%20and%20processed%20by%20Europol%20relate%20to:%20%0Da%29%20persons%20who%2C%20in%20accordance%20with%20the%20national%20law%20of%20the%20Member%20State%20concerned%2C%20are%20suspected%20of%20having%20committed%20or%20having%20taken%20part%20in%20a%20criminal%20offence%20in%20respect%20of%20which%20Europol%20is%20competent%2C%20or%20who%20have%20been%20convicted%20of%20such%20an%20offence%3B%20%0Db%29%20persons%20regarding%20whom%20there%20are%20factual%20indications%20or%20reasonable%20grounds%20under%20the%20national%20law%20of%20the%20Member%20State%20concerned%20to%20believe%20that%20they%20will%20commit%20criminal%20offences%20in%20respect%20of%20which%20Europol%20is%20competent%3B%20%0Dc%29%20persons%20who%20might%20be%20called%20on%20to%20testify%20in%20investigations%20in%20connection%20with%20the%20offences%20under%20consideration%20or%20in%20subsequent%20criminal%20proceedings%3B%20%0D%0D6%20Coordinated%20Supervision%20Committee%20-%20A%20Guide%20for%20exercising%20data%20subjects%E2%80%99%20rights%20July%202023%20%0Dd%29%20persons%20who%20have%20been%20the%20victims%20of%20one%20of%20the%20offences%20under%20consideration%20or%20with%20regard%20to%20whom%20certain%20facts%20give%20reasons%20to%20believe%20that%20they%20could%20be%20the%20victims%20of%20such%20an%20offence%3B%20%0De%29%20contacts%20and%20associates%3B%20and%20%0Df%29%20persons%20who%20can%20provide%20information%20on%20the%20criminal%20offences%20under%20consideration.%20%0D%0DThe%20categories%20of%20personal%20data%20and%20categories%20of%20data%20subjects%20whose%20data%20may%20be%20collected%20and%20processed%20for%20each%20purpose%20referred%20to%20in%20Article%2018%282%29%20are%20listed%20in%20Annex%20II%20to%20the%20Europol%20Regulation1.%20%0D1%20Regulation%20%28EU%29%202016/794%20of%20the%20European%20Parliament%20and%20of%20the%20Council%20of%2011%20May%202016%20on%20the%20European%20Union%20Agency%20for%20Law%20Enforcement%20Cooperation%20%28Europol%29%20and%20replacing%20and%20repealing%20Council%20Decisions%202009/371/JHA%2C%202009/934/JHA%2C%202009/935/JHA%2C%202009/936/JHA%20and%202009/968/JHA%2C%20page%2057%20%0DProcessing%20of%20personal%20data%2C%20by%20automated%20or%20other%20means%2C%20revealing%20racial%20or%20ethnic%20origin%2C%20political%20opinions%2C%20religious%20or%20philosophical%20beliefs%20or%20trade%20union%20membership%20and%20processing%20of%20genetic%20data%2C%20biometric%20data%20for%20the%20purpose%20of%20uniquely%20identifying%20a%20natural%20person%2C%20or%20data%20concerning%20a%20person%27s%20health%20or%20sex%20life%20shall%20be%20allowed%20only%20where%20strictly%20necessary%20and%20proportionate%20for%20the%20purposes%20of%20research%20and%20innovation%20projects%20pursuant%20to%20Article%2033a%20and%20for%20operational%20purposes%2C%20within%20Europol%E2%80%99s%20objectives%2C%20and%20only%20for%20preventing%20or%20combating%20crime%20that%20falls%20within%20Europol%E2%80%99s%20objectives.%20Such%20processing%20shall%20also%20be%20subject%20to%20appropriate%20safeguards%20laid%20down%20in%20this%20Regulation%20with%20regard%20to%20the%20rights%20and%20freedoms%20of%20the%20data%20subject%2C%20and%2C%20with%20the%20exception%20of%20biometric%20data%20processed%20for%20the%20purpose%20of%20uniquely%20identifying%20a%20natural%20person%2C%20shall%20be%20allowed%20only%20if%20those%20data%20supplement%20other%20personal%20data%20processed%20by%20Europol.%20%0DThe%20selection%20of%20a%20particular%20group%20of%20persons%20solely%20on%20the%20basis%20of%20such%20personal%20data%20shall%20be%20prohibited.%20%0DExchange%20of%20personal%20data%20%0DEuropol%20should%20be%20a%20hub%20for%20information%20exchange%20in%20the%20Union.%20Information%20collected%2C%20stored%2C%20processed%2C%20analysed%20and%20exchanged%20by%20Europol%20includes%20criminal%20intelligence%20which%20relates%20to%20information%20about%20crime%20or%20criminal%20activities%20falling%20within%20the%20scope%20of%20Europol%E2%80%99s%20objectives%2C%20obtained%20with%20a%20view%20to%20establishing%20whether%20concrete%20criminal%20acts%20have%20been%20committed%20or%20may%20be%20committed%20in%20the%20future.%20%0D7%20Coordinated%20Supervision%20Committee%20-%20A%20Guide%20for%20exercising%20data%20subjects%E2%80%99%20rights%20July%202023%20%0DIn%20order%20to%20ensure%20an%20effective%20cooperation%20between%20Europol%20and%20Member%20States%2C%20a%20national%20unit%20should%20be%20set%20up%20in%20each%20Member%20State.%20The%20national%20unit%20should%20be%20the%20liaison%20link%20between%20national%20competent%20authorities%20and%20Europol.%20To%20ensure%20a%20continuous%20and%20effective%20exchange%20of%20information%20between%20Europol%20and%20the%20national%20units%2C%20and%20to%20facilitate%20their%20cooperation%2C%20each%20national%20unit%20should%20designate%20at%20least%20one%20liaison%20officer%20to%20be%20attached%20to%20Europol.%20The%20liaison%20officers%20shall%20assist%20in%20the%20exchange%20of%20information%20between%20Europol%20and%20their%20Member%20States.%20%0DAlso%2C%20liaison%20officers%20shall%20assist%20in%20the%20exchange%20of%20information%20between%20their%20Member%20States%20and%20the%20liaison%20officers%20of%20other%20Member%20States%2C%20third%20countries%20and%20international%20organisations.%20%0D2.%20RIGHTS%20GRANTED%20TO%20INDIVIDUALS%20WHOSE%20DATA%20ARE%20PROCESSED%20BY%20EUROPOL%20%0DIn%20accordance%20with%20data%20protection%20principles%2C%20all%20individuals%20whose%20data%20are%20processed%20by%20Europol%20are%20granted%20specific%20rights%20by%20the%20aforementioned%20Europol%20Regulation.%20%0DThese%20are%20basically:%20%0D%EF%82%A7%20the%20right%20of%20access%20to%20data%20relating%20to%20them%20stored%20by%20Europol%3B%20%0D%EF%82%A7%20the%20right%20to%20rectification%2C%20erasure%20and%20restriction%3B%20%0D%EF%82%A7%20the%20right%20to%20have%20the%20legality%20of%20data%20relating%20to%20them%20transferred%20to%20Europol%20verified%3B%20%0D%EF%82%A7%20the%20right%20to%20bring%20proceedings%20before%20the%20court%20or%20competent%20authorities%20to%20correct%20or%20delete%20data%20or%20to%20obtain%20compensation.%20%0D%0DAnyone%20exercising%20any%20of%20these%20rights%20can%20apply%20to%20the%20authority%20appointed%20for%20that%20purpose%20in%20the%20Member%20State%20of%20his%20or%20her%20choice.%20That%20authority%20shall%20refer%20the%20request%20to%20Europol%20without%20delay%20and%20in%20any%20case%20within%20one%20month%20of%20receipt.%20%0DDeadlines%20for%20replies%20to%20individuals%E2%80%99%20requests%20%0DWhen%20an%20individual%20exercises%20his/her%20right%20of%20access%2C%20his/her%20right%20to%20rectification%2C%20erasure%20and%20restriction%2C%20Europol%20shall%20answer%20it%20without%20undue%20delay%2C%20and%20in%20any%20case%20within%20three%20months%20of%20receipt%20by%20Europol%20of%20the%20request%20from%20the%20national%20authority.%20%0D8%20Coordinated%20Supervision%20Committee%20-%20A%20Guide%20for%20exercising%20data%20subjects%E2%80%99%20rights%20July%202023%20%0D2.1.%20Right%20of%20access%20%0DThe%20right%20of%20access%20is%20the%20possibility%20for%20anyone%20who%20so%20requests%20to%20consult%20the%20information%20relating%20to%20him/her%20stored%20in%20a%20data%20file.%20This%20is%20a%20fundamental%20principle%20of%20data%20protection%20which%20enables%20data%20subjects%20to%20exercise%20control%20over%20personal%20data%20which%20is%20being%20processed%20by%20the%20controller%2C%20namely%20by%20Europol.%20%0DThis%20right%20is%20expressly%20provided%20for%20in%20Article%2036%20of%20Europol%20Regulation%2C%20and%20Article%2080%20of%20Regulation%20%28EU%29%202018/1725.%20%0DAny%20data%20subject%20wishing%20to%20exercise%20the%20right%20of%20access%20to%20personal%20data%20relating%20to%20him%20or%20her%20may%20make%20a%20request%20to%20that%20effect%20to%20the%20authority%20appointed%20for%20that%20purpose%20in%20the%20Member%20State%20of%20his%20or%20her%20choice%2C%20or%20to%20Europol.%20Where%20the%20request%20is%20made%20to%20that%20authority%2C%20it%20shall%20refer%20the%20request%20to%20Europol%20without%20delay%20and%20in%20any%20case%20within%20one%20month%20of%20receipt.%20%0DEuropol%20shall%20answer%20it%20without%20undue%20delay%20and%20in%20any%20case%20within%20three%20months%20of%20receipt%20by%20Europol%20of%20the%20request%20from%20the%20national%20authority.%20%0DEuropol%20shall%20consult%20the%20competent%20authorities%20of%20the%20Member%20States%20and%20the%20provider%20of%20the%20data%20concerned%20so%20that%20they%20could%20have%20the%20opportunity%20to%20state%20their%20position%20as%20to%20the%20possibility%20of%20disclosing%20the%20data%20to%20the%20applicant%2C%20and%20to%20object%20to%20Europol%27s%20proposed%20response.%20In%20the%20latter%20case%2C%20the%20Member%20State%20or%20the%20provider%20of%20the%20data%20concerned%20shall%20notify%20Europol%20of%20the%20reasons%20for%20its%20objection.%20%0DAccording%20to%20Article%2081%20of%20Regulation%20%28EU%29%202018/1725%2C%20Europol%20may%20restrict%2C%20wholly%20or%20partly%2C%20the%20right%20of%20access%20of%20the%20extent%20that%2C%20and%20for%20as%20long%20as%20such%20a%20partial%20or%20complete%20restriction%20constitutes%20a%20necessary%20and%20proportionate%20measure%20in%20a%20democratic%20society%20with%20due%20regard%20for%20the%20fundamental%20rights%20and%20legitimate%20interests%20of%20the%20natural%20person%20concerned%2C%20in%20order%20to:%20%0Da%29%20avoid%20obstructing%20official%20or%20legal%20inquiries%2C%20investigations%20or%20procedures%3B%20%0Db%29%20avoid%20prejudicing%20the%20prevention%2C%20detection%2C%20investigation%20or%20prosecution%20of%20criminal%20offences%20or%20the%20execution%20of%20criminal%20penalties%3B%20%0Dc%29%20protect%20the%20public%20security%20of%20Member%20States%3B%20%0Dd%29%20protect%20the%20national%20security%20of%20Member%20States%3B%20%0De%29%20protect%20the%20rights%20and%20freedoms%20of%20others%2C%20such%20as%20victims%20and%20witnesses.%20%0D%0DIn%20the%20cases%20referred%20above%2C%20Europol%20shall%20inform%20the%20data%20subject%2C%20without%20undue%20delay%2C%20in%20writing%20of%20any%20refusal%20or%20restriction%20of%20access%20and%20of%20the%20reasons%20for%20the%20refusal%20or%20the%20restriction.%20Such%20%0D9%20Coordinated%20Supervision%20Committee%20-%20A%20Guide%20for%20exercising%20data%20subjects%E2%80%99%20rights%20July%202023%20%0Dinformation%20may%20be%20omitted%20where%20the%20provision%20thereof%20would%20undermine%20one%20of%20the%20purpose%20above.%20%0D2.2.%20Right%20to%20rectification%2C%20erasure%20and%20restriction%20%0DBesides%20the%20right%20of%20access%2C%20there%20is%20also%20the%20right%20to%20request%20Europol%2C%20through%20the%20authority%20appointed%20for%20that%20purpose%20in%20the%20Member%20State%20of%20his%20or%20her%20choice%2C%20or%20to%20Europol%2C%20to%20rectify%20personal%20data%20concerning%20him%20or%20her%20held%20by%20Europol%20if%20they%20are%20incorrect%20or%20to%20complete%20or%20update%20the%20personal%20data.%20%0DThe%20data%20subjects%20have%20also%20the%20right%20to%20request%20Europol%2C%20directly%20or%20through%20the%20authority%20appointed%20for%20that%20purpose%20in%20the%20Member%20State%20of%20his%20or%20her%20choice%2C%20to%20erase%20personal%20data%20relating%20to%20him%20or%20her%20held%20by%20Europol%20if%20they%20are%20no%20longer%20required%20for%20the%20purposes%20for%20which%20they%20are%20collected%20or%20are%20further%20processed.%20%0DIf%20there%20are%20reasonable%20grounds%20to%20believe%20that%20erasure%20could%20affect%20the%20legitimate%20interests%20of%20the%20data%20subjects%2C%20Europol%20shall%20restrict%20rather%20than%20erase%20personal%20data.%20Restricted%20data%20shall%20be%20processed%20only%20for%20the%20purpose%20of%20protecting%20the%20rights%20of%20the%20data%20subject%2C%20where%20it%20is%20necessary%20to%20protect%20the%20vital%20interests%20of%20the%20data%20subject%20or%20of%20another%20person%2C%20or%20for%20the%20purposes%20laid%20down%20in%20Article%2082%284%29%20of%20Regulation%20%28EU%29%202018/1725%20and%20listed%20below:%20%0Da%29%20avoid%20obstructing%20official%20or%20legal%20inquiries%2C%20investigations%20or%20procedures%3B%20%0Db%29%20avoid%20prejudicing%20the%20preve
file:Secretariat%20postal%20address:%20Rue%20Wiertz%2060%2C%20B-1047%20Brussels%20Offices:%20Rue%20Montoyer%2030%2C%20B-1000%20Brussels%20E-mail%20:%20csc-secretariat%40edpb.europa.eu%20%0D%20%0DEUROPOL%E2%80%99S%20INFORMATION%20SYSTEMS%20%0DA%20GUIDE%20FOR%20EXERCISING%20DATA%20SUBJECTS%E2%80%99%20RIGHTS:%20%0DTHE%20RIGHT%20OF%20ACCESS%2C%20RECTIFICATION%2C%20ERASURE%20AND%20RESTRICTION%20%0DCoordinated%20Supervision%20Committee%20-%20A%20Guide%20for%20exercising%20data%20subjects%E2%80%99%20rights%20vis-%C3%A0-vis%20Europol%20July%202023%20%0DThis%20guide%20was%20compiled%20by%20the%20Coordinated%20Supervision%20Committee.%20%0DThe%20national%20contributions%2C%20and%20any%20translations%20of%20this%20guide%20into%20languages%20other%20than%20English%2C%20are%20the%20responsibility%20of%20each%20national%20supervisory%20authority%20and%20they%20do%20not%20necessarily%20reflect%20the%20official%20position%20of%20the%20CSC.%20The%20CSC%20does%20not%20guarantee%20the%20accuracy%20of%20the%20information%20included%20in%20the%20national%20contributions%20and%20any%20questions%20should%20be%20address%20to%20the%20respective%20national%20supervisory%20authorities.%20Neither%20the%20CSC%20nor%20any%20person%20acting%20on%20the%20CSC%E2%80%99s%20behalf%20may%20be%20held%20responsible%20for%20the%20use%20which%20may%20be%20made%20of%20the%20information%20contained%20therein.%20%0DSecretariat%20postal%20address:%20Rue%20Wiertz%2060%2C%20B-1047%20Brussels%20%0DOffices:%20Rue%20Montoyer%2030%2C%20B-1000%20Brussels%20%0DE-mail%20:%20csc-secretariat%40edpb.europa.eu%20%0D3%20Coordinated%20Supervision%20Committee%20-%20A%20Guide%20for%20exercising%20data%20subjects%E2%80%99%20rights%20July%202023%20%0DTABLE%20OF%20CONTENTS%20%0D1.%20DATA%20CATEGORIES%20AND%20EXCHANGE%20OF%20PERSONAL%20DATA%20BETWEEN%20MEMBER%20STATES%20AND%20EUROPOL%20........................................................................................................5%20%0D2.%20RIGHTS%20GRANTED%20TO%20INDIVIDUALS%20WHOSE%20DATA%20ARE%20PROCESSED%20BY%20EUROPOL%20.......7%20%0D2.1.%20Right%20of%20access..................................................................................................8%20%0D2.2.%20Right%20to%20rectification%2C%20erasure%20and%20restriction%20.....................................................9%20%0D2.3.%20Right%20to%20have%20the%20legality%20of%20data%20relating%20to%20them%20transferred%20to%20Europol%20verified%20........................................................................................................10%20%0D2.4.%20Remedies:%20the%20right%20to%20complain%20to%20EDPS%20or%20to%20initiate%20a%20judicial%20proceeding......10%20%0D3.%20CONTACT%20POINTS%20..................................................................................................11%20%0D3.1.%20AUSTRIA%20...............................................................................................................12%20%0D3.2.%20BELGIUM%20..............................................................................................................12%20%0D3.3.%20BULGARIA%20.............................................................................................................12%20%0D3.4.%20CROATIA%20...............................................................................................................13%20%0D3.5.%20CYPRUS.................................................................................................................13%20%0D3.6.%20CZECH%20REPUBLIC%20...................................................................................................14%20%0D3.7.%20ESTONIA%20...............................................................................................................14%20%0D3.8.%20FINLAND%20...............................................................................................................15%20%0D3.9.%20FRANCE%20................................................................................................................15%20%0D3.10.%20GERMANY%20.............................................................................................................16%20%0D3.11.%20GREECE.................................................................................................................16%20%0D3.12.%20HUNGARY%20.............................................................................................................17%20%0D3.13.%20IRELAND%20...............................................................................................................17%20%0D3.14.%20ITALY%20....................................................................................................................18%20%0D3.15.%20LATVIA%20..................................................................................................................18%20%0D3.16.%20LITHUANIA%20............................................................................................................19%20%0D3.17.%20LUXEMBOURG%20......................................................................................................19%20%0D3.18.%20MALTA..................................................................................................................20%20%0D4%20Coordinated%20Supervision%20Committee%20-%20A%20Guide%20for%20exercising%20data%20subjects%E2%80%99%20rights%20July%202023%20%0D3.19.%20NETHERLANDS%20......................................................................................................20%20%0D3.20.%20POLAND................................................................................................................21%20%0D3.21.%20PORTUGAL%20............................................................................................................21%20%0D3.22.%20ROMANIA%20.............................................................................................................21%20%0D3.23.%20SLOVAK%20REPUBLIC%20.................................................................................................22%20%0D3.24.%20SLOVENIA%20.............................................................................................................23%20%0D3.25.%20SPAIN%20...................................................................................................................23%20%0D3.26.%20SWEDEN%20...............................................................................................................24%20%0DANNEXES%20%28TEMPLATE%20LETTERS%29%20......................................................................................25%20%0DAnnex%201%20................................................................................................................25%20%0DAnnex%202%20................................................................................................................26%20%0D5%20Coordinated%20Supervision%20Committee%20-%20A%20Guide%20for%20exercising%20data%20subjects%E2%80%99%20rights%20July%202023%20%0DIndividuals%20whose%20personal%20data%20are%20collected%2C%20held%20or%20otherwise%20processed%20by%20Europol%20are%20entitled%20to%20rights%20regarding%20their%20personal%20data%2C%20namely%20the%20right%20of%20access%2C%20right%20to%20rectification%2C%20erasure%20and%20restriction%20of%20personal%20data%20and%20the%20right%20to%20have%20the%20legality%20of%20transfer%20of%20his%20or%20her%20personal%20data%20verified%20by%20a%20national%20supervisory%20authority.%20%0DThis%20Guide%20describes%20the%20modalities%20for%20exercising%20those%20rights.%20%0DThe%20Guide%20is%20divided%20into%20three%20sections:%20%28I%29%20data%20categories%20and%20exchange%20of%20personal%20data%20between%20Member%20States%20and%20Europol%2C%20%28II%29%20the%20rights%20granted%20to%20the%20individuals%20whose%20personal%20data%20are%20processed%20in%20Europol%E2%80%99s%20Information%20Systems%20and%20%28III%29%20a%20description%20of%20the%20procedure%20for%20exercising%20the%20right%20of%20access%20in%20each%20of%20the%20countries%20concerned.%20%0D1.%20DATA%20CATEGORIES%20AND%20EXCHANGE%20OF%20PERSONAL%20DATA%20BETWEEN%20MEMBER%20STATES%20AND%20EUROPOL%20%0DEuropol%20processes%20personal%20data%20based%20on%20Regulation%20%28EU%29%202016/794%20of%20the%20European%20Parliament%20and%20of%20the%20Council%20of%2011%20May%202016%20on%20the%20European%20Union%20Agency%20for%20Law%20Enforcement%20Cooperation%20%28Europol%29%20%28hereinafter%20%E2%80%9CEuropol%20Regulation%E2%80%9D%29%2C%20as%20amended%20by%20Regulation%202022/991%20of%20the%20European%20Parliament%20and%20of%20the%20Council%20of%208%20June%202022%20%28hereinafter%20%E2%80%9CRegulation%20amending%20Europol%20Regulation%E2%80%9D%29.%20%0DCategories%20of%20personal%20data%20processed%20%0DPersonal%20data%20collected%20and%20processed%20by%20Europol%20relate%20to:%20%0Da%29%20persons%20who%2C%20in%20accordance%20with%20the%20national%20law%20of%20the%20Member%20State%20concerned%2C%20are%20suspected%20of%20having%20committed%20or%20having%20taken%20part%20in%20a%20criminal%20offence%20in%20respect%20of%20which%20Europol%20is%20competent%2C%20or%20who%20have%20been%20convicted%20of%20such%20an%20offence%3B%20%0Db%29%20persons%20regarding%20whom%20there%20are%20factual%20indications%20or%20reasonable%20grounds%20under%20the%20national%20law%20of%20the%20Member%20State%20concerned%20to%20believe%20that%20they%20will%20commit%20criminal%20offences%20in%20respect%20of%20which%20Europol%20is%20competent%3B%20%0Dc%29%20persons%20who%20might%20be%20called%20on%20to%20testify%20in%20investigations%20in%20connection%20with%20the%20offences%20under%20consideration%20or%20in%20subsequent%20criminal%20proceedings%3B%20%0D%0D6%20Coordinated%20Supervision%20Committee%20-%20A%20Guide%20for%20exercising%20data%20subjects%E2%80%99%20rights%20July%202023%20%0Dd%29%20persons%20who%20have%20been%20the%20victims%20of%20one%20of%20the%20offences%20under%20consideration%20or%20with%20regard%20to%20whom%20certain%20facts%20give%20reasons%20to%20believe%20that%20they%20could%20be%20the%20victims%20of%20such%20an%20offence%3B%20%0De%29%20contacts%20and%20associates%3B%20and%20%0Df%29%20persons%20who%20can%20provide%20information%20on%20the%20criminal%20offences%20under%20consideration.%20%0D%0DThe%20categories%20of%20personal%20data%20and%20categories%20of%20data%20subjects%20whose%20data%20may%20be%20collected%20and%20processed%20for%20each%20purpose%20referred%20to%20in%20Article%2018%282%29%20are%20listed%20in%20Annex%20II%20to%20the%20Europol%20Regulation1.%20%0D1%20Regulation%20%28EU%29%202016/794%20of%20the%20European%20Parliament%20and%20of%20the%20Council%20of%2011%20May%202016%20on%20the%20European%20Union%20Agency%20for%20Law%20Enforcement%20Cooperation%20%28Europol%29%20and%20replacing%20and%20repealing%20Council%20Decisions%202009/371/JHA%2C%202009/934/JHA%2C%202009/935/JHA%2C%202009/936/JHA%20and%202009/968/JHA%2C%20page%2057%20%0DProcessing%20of%20personal%20data%2C%20by%20automated%20or%20other%20means%2C%20revealing%20racial%20or%20ethnic%20origin%2C%20political%20opinions%2C%20religious%20or%20philosophical%20beliefs%20or%20trade%20union%20membership%20and%20processing%20of%20genetic%20data%2C%20biometric%20data%20for%20the%20purpose%20of%20uniquely%20identifying%20a%20natural%20person%2C%20or%20data%20concerning%20a%20person%27s%20health%20or%20sex%20life%20shall%20be%20allowed%20only%20where%20strictly%20necessary%20and%20proportionate%20for%20the%20purposes%20of%20research%20and%20innovation%20projects%20pursuant%20to%20Article%2033a%20and%20for%20operational%20purposes%2C%20within%20Europol%E2%80%99s%20objectives%2C%20and%20only%20for%20preventing%20or%20combating%20crime%20that%20falls%20within%20Europol%E2%80%99s%20objectives.%20Such%20processing%20shall%20also%20be%20subject%20to%20appropriate%20safeguards%20laid%20down%20in%20this%20Regulation%20with%20regard%20to%20the%20rights%20and%20freedoms%20of%20the%20data%20subject%2C%20and%2C%20with%20the%20exception%20of%20biometric%20data%20processed%20for%20the%20purpose%20of%20uniquely%20identifying%20a%20natural%20person%2C%20shall%20be%20allowed%20only%20if%20those%20data%20supplement%20other%20personal%20data%20processed%20by%20Europol.%20%0DThe%20selection%20of%20a%20particular%20group%20of%20persons%20solely%20on%20the%20basis%20of%20such%20personal%20data%20shall%20be%20prohibited.%20%0DExchange%20of%20personal%20data%20%0DEuropol%20should%20be%20a%20hub%20for%20information%20exchange%20in%20the%20Union.%20Information%20collected%2C%20stored%2C%20processed%2C%20analysed%20and%20exchanged%20by%20Europol%20includes%20criminal%20intelligence%20which%20relates%20to%20information%20about%20crime%20or%20criminal%20activities%20falling%20within%20the%20scope%20of%20Europol%E2%80%99s%20objectives%2C%20obtained%20with%20a%20view%20to%20establishing%20whether%20concrete%20criminal%20acts%20have%20been%20committed%20or%20may%20be%20committed%20in%20the%20future.%20%0D7%20Coordinated%20Supervision%20Committee%20-%20A%20Guide%20for%20exercising%20data%20subjects%E2%80%99%20rights%20July%202023%20%0DIn%20order%20to%20ensure%20an%20effective%20cooperation%20between%20Europol%20and%20Member%20States%2C%20a%20national%20unit%20should%20be%20set%20up%20in%20each%20Member%20State.%20The%20national%20unit%20should%20be%20the%20liaison%20link%20between%20national%20competent%20authorities%20and%20Europol.%20To%20ensure%20a%20continuous%20and%20effective%20exchange%20of%20information%20between%20Europol%20and%20the%20national%20units%2C%20and%20to%20facilitate%20their%20cooperation%2C%20each%20national%20unit%20should%20designate%20at%20least%20one%20liaison%20officer%20to%20be%20attached%20to%20Europol.%20The%20liaison%20officers%20shall%20assist%20in%20the%20exchange%20of%20information%20between%20Europol%20and%20their%20Member%20States.%20%0DAlso%2C%20liaison%20officers%20shall%20assist%20in%20the%20exchange%20of%20information%20between%20their%20Member%20States%20and%20the%20liaison%20officers%20of%20other%20Member%20States%2C%20third%20countries%20and%20international%20organisations.%20%0D2.%20RIGHTS%20GRANTED%20TO%20INDIVIDUALS%20WHOSE%20DATA%20ARE%20PROCESSED%20BY%20EUROPOL%20%0DIn%20accordance%20with%20data%20protection%20principles%2C%20all%20individuals%20whose%20data%20are%20processed%20by%20Europol%20are%20granted%20specific%20rights%20by%20the%20aforementioned%20Europol%20Regulation.%20%0DThese%20are%20basically:%20%0D%EF%82%A7%20the%20right%20of%20access%20to%20data%20relating%20to%20them%20stored%20by%20Europol%3B%20%0D%EF%82%A7%20the%20right%20to%20rectification%2C%20erasure%20and%20restriction%3B%20%0D%EF%82%A7%20the%20right%20to%20have%20the%20legality%20of%20data%20relating%20to%20them%20transferred%20to%20Europol%20verified%3B%20%0D%EF%82%A7%20the%20right%20to%20bring%20proceedings%20before%20the%20court%20or%20competent%20authorities%20to%20correct%20or%20delete%20data%20or%20to%20obtain%20compensation.%20%0D%0DAnyone%20exercising%20any%20of%20these%20rights%20can%20apply%20to%20the%20authority%20appointed%20for%20that%20purpose%20in%20the%20Member%20State%20of%20his%20or%20her%20choice.%20That%20authority%20shall%20refer%20the%20request%20to%20Europol%20without%20delay%20and%20in%20any%20case%20within%20one%20month%20of%20receipt.%20%0DDeadlines%20for%20replies%20to%20individuals%E2%80%99%20requests%20%0DWhen%20an%20individual%20exercises%20his/her%20right%20of%20access%2C%20his/her%20right%20to%20rectification%2C%20erasure%20and%20restriction%2C%20Europol%20shall%20answer%20it%20without%20undue%20delay%2C%20and%20in%20any%20case%20within%20three%20months%20of%20receipt%20by%20Europol%20of%20the%20request%20from%20the%20national%20authority.%20%0D8%20Coordinated%20Supervision%20Committee%20-%20A%20Guide%20for%20exercising%20data%20subjects%E2%80%99%20rights%20July%202023%20%0D2.1.%20Right%20of%20access%20%0DThe%20right%20of%20access%20is%20the%20possibility%20for%20anyone%20who%20so%20requests%20to%20consult%20the%20information%20relating%20to%20him/her%20stored%20in%20a%20data%20file.%20This%20is%20a%20fundamental%20principle%20of%20data%20protection%20which%20enables%20data%20subjects%20to%20exercise%20control%20over%20personal%20data%20which%20is%20being%20processed%20by%20the%20controller%2C%20namely%20by%20Europol.%20%0DThis%20right%20is%20expressly%20provided%20for%20in%20Article%2036%20of%20Europol%20Regulation%2C%20and%20Article%2080%20of%20Regulation%20%28EU%29%202018/1725.%20%0DAny%20data%20subject%20wishing%20to%20exercise%20the%20right%20of%20access%20to%20personal%20data%20relating%20to%20him%20or%20her%20may%20make%20a%20request%20to%20that%20effect%20to%20the%20authority%20appointed%20for%20that%20purpose%20in%20the%20Member%20State%20of%20his%20or%20her%20choice%2C%20or%20to%20Europol.%20Where%20the%20request%20is%20made%20to%20that%20authority%2C%20it%20shall%20refer%20the%20request%20to%20Europol%20without%20delay%20and%20in%20any%20case%20within%20one%20month%20of%20receipt.%20%0DEuropol%20shall%20answer%20it%20without%20undue%20delay%20and%20in%20any%20case%20within%20three%20months%20of%20receipt%20by%20Europol%20of%20the%20request%20from%20the%20national%20authority.%20%0DEuropol%20shall%20consult%20the%20competent%20authorities%20of%20the%20Member%20States%20and%20the%20provider%20of%20the%20data%20concerned%20so%20that%20they%20could%20have%20the%20opportunity%20to%20state%20their%20position%20as%20to%20the%20possibility%20of%20disclosing%20the%20data%20to%20the%20applicant%2C%20and%20to%20object%20to%20Europol%27s%20proposed%20response.%20In%20the%20latter%20case%2C%20the%20Member%20State%20or%20the%20provider%20of%20the%20data%20concerned%20shall%20notify%20Europol%20of%20the%20reasons%20for%20its%20objection.%20%0DAccording%20to%20Article%2081%20of%20Regulation%20%28EU%29%202018/1725%2C%20Europol%20may%20restrict%2C%20wholly%20or%20partly%2C%20the%20right%20of%20access%20of%20the%20extent%20that%2C%20and%20for%20as%20long%20as%20such%20a%20partial%20or%20complete%20restriction%20constitutes%20a%20necessary%20and%20proportionate%20measure%20in%20a%20democratic%20society%20with%20due%20regard%20for%20the%20fundamental%20rights%20and%20legitimate%20interests%20of%20the%20natural%20person%20concerned%2C%20in%20order%20to:%20%0Da%29%20avoid%20obstructing%20official%20or%20legal%20inquiries%2C%20investigations%20or%20procedures%3B%20%0Db%29%20avoid%20prejudicing%20the%20prevention%2C%20detection%2C%20investigation%20or%20prosecution%20of%20criminal%20offences%20or%20the%20execution%20of%20criminal%20penalties%3B%20%0Dc%29%20protect%20the%20public%20security%20of%20Member%20States%3B%20%0Dd%29%20protect%20the%20national%20security%20of%20Member%20States%3B%20%0De%29%20protect%20the%20rights%20and%20freedoms%20of%20others%2C%20such%20as%20victims%20and%20witnesses.%20%0D%0DIn%20the%20cases%20referred%20above%2C%20Europol%20shall%20inform%20the%20data%20subject%2C%20without%20undue%20delay%2C%20in%20writing%20of%20any%20refusal%20or%20restriction%20of%20access%20and%20of%20the%20reasons%20for%20the%20refusal%20or%20the%20restriction.%20Such%20%0D9%20Coordinated%20Supervision%20Committee%20-%20A%20Guide%20for%20exercising%20data%20subjects%E2%80%99%20rights%20July%202023%20%0Dinformation%20may%20be%20omitted%20where%20the%20provision%20thereof%20would%20undermine%20one%20of%20the%20purpose%20above.%20%0D2.2.%20Right%20to%20rectification%2C%20erasure%20and%20restriction%20%0DBesides%20the%20right%20of%20access%2C%20there%20is%20also%20the%20right%20to%20request%20Europol%2C%20through%20the%20authority%20appointed%20for%20that%20purpose%20in%20the%20Member%20State%20of%20his%20or%20her%20choice%2C%20or%20to%20Europol%2C%20to%20rectify%20personal%20data%20concerning%20him%20or%20her%20held%20by%20Europol%20if%20they%20are%20incorrect%20or%20to%20complete%20or%20update%20the%20personal%20data.%20%0DThe%20data%20subjects%20have%20also%20the%20right%20to%20request%20Europol%2C%20directly%20or%20through%20the%20authority%20appointed%20for%20that%20purpose%20in%20the%20Member%20State%20of%20his%20or%20her%20choice%2C%20to%20erase%20personal%20data%20relating%20to%20him%20or%20her%20held%20by%20Europol%20if%20they%20are%20no%20longer%20required%20for%20the%20purposes%20for%20which%20they%20are%20collected%20or%20are%20further%20processed.%20%0DIf%20there%20are%20reasonable%20grounds%20to%20believe%20that%20erasure%20could%20affect%20the%20legitimate%20interests%20of%20the%20data%20subjects%2C%20Europol%20shall%20restrict%20rather%20than%20erase%20personal%20data.%20Restricted%20data%20shall%20be%20processed%20only%20for%20the%20purpose%20of%20protecting%20the%20rights%20of%20the%20data%20subject%2C%20where%20it%20is%20necessary%20to%20protect%20the%20vital%20interests%20of%20the%20data%20subject%20or%20of%20another%20person%2C%20or%20for%20the%20purposes%20laid%20down%20in%20Article%2082%284%29%20of%20Regulation%20%28EU%29%202018/1725%20and%20listed%20below:%20%0Da%29%20avoid%20obstructing%20official%20or%20legal%20inquiries%2C%20investigations%20or%20procedures%3B%20%0Db%29%20avoid%20prejudicing%20the%20preve
file:Secretariat%20postal%20address:%20Rue%20Wiertz%2060%2C%20B-1047%20Brussels%20Offices:%20Rue%20Montoyer%2030%2C%20B-1000%20Brussels%20E-mail%20:%20csc-secretariat%40edpb.europa.eu%20%0D%20%0DEUROPOL%E2%80%99S%20INFORMATION%20SYSTEMS%20%0DA%20GUIDE%20FOR%20EXERCISING%20DATA%20SUBJECTS%E2%80%99%20RIGHTS:%20%0DTHE%20RIGHT%20OF%20ACCESS%2C%20RECTIFICATION%2C%20ERASURE%20AND%20RESTRICTION%20%0DCoordinated%20Supervision%20Committee%20-%20A%20Guide%20for%20exercising%20data%20subjects%E2%80%99%20rights%20vis-%C3%A0-vis%20Europol%20July%202023%20%0DThis%20guide%20was%20compiled%20by%20the%20Coordinated%20Supervision%20Committee.%20%0DThe%20national%20contributions%2C%20and%20any%20translations%20of%20this%20guide%20into%20languages%20other%20than%20English%2C%20are%20the%20responsibility%20of%20each%20national%20supervisory%20authority%20and%20they%20do%20not%20necessarily%20reflect%20the%20official%20position%20of%20the%20CSC.%20The%20CSC%20does%20not%20guarantee%20the%20accuracy%20of%20the%20information%20included%20in%20the%20national%20contributions%20and%20any%20questions%20should%20be%20address%20to%20the%20respective%20national%20supervisory%20authorities.%20Neither%20the%20CSC%20nor%20any%20person%20acting%20on%20the%20CSC%E2%80%99s%20behalf%20may%20be%20held%20responsible%20for%20the%20use%20which%20may%20be%20made%20of%20the%20information%20contained%20therein.%20%0DSecretariat%20postal%20address:%20Rue%20Wiertz%2060%2C%20B-1047%20Brussels%20%0DOffices:%20Rue%20Montoyer%2030%2C%20B-1000%20Brussels%20%0DE-mail%20:%20csc-secretariat%40edpb.europa.eu%20%0D3%20Coordinated%20Supervision%20Committee%20-%20A%20Guide%20for%20exercising%20data%20subjects%E2%80%99%20rights%20July%202023%20%0DTABLE%20OF%20CONTENTS%20%0D1.%20DATA%20CATEGORIES%20AND%20EXCHANGE%20OF%20PERSONAL%20DATA%20BETWEEN%20MEMBER%20STATES%20AND%20EUROPOL%20........................................................................................................5%20%0D2.%20RIGHTS%20GRANTED%20TO%20INDIVIDUALS%20WHOSE%20DATA%20ARE%20PROCESSED%20BY%20EUROPOL%20.......7%20%0D2.1.%20Right%20of%20access..................................................................................................8%20%0D2.2.%20Right%20to%20rectification%2C%20erasure%20and%20restriction%20.....................................................9%20%0D2.3.%20Right%20to%20have%20the%20legality%20of%20data%20relating%20to%20them%20transferred%20to%20Europol%20verified%20........................................................................................................10%20%0D2.4.%20Remedies:%20the%20right%20to%20complain%20to%20EDPS%20or%20to%20initiate%20a%20judicial%20proceeding......10%20%0D3.%20CONTACT%20POINTS%20..................................................................................................11%20%0D3.1.%20AUSTRIA%20...............................................................................................................12%20%0D3.2.%20BELGIUM%20..............................................................................................................12%20%0D3.3.%20BULGARIA%20.............................................................................................................12%20%0D3.4.%20CROATIA%20...............................................................................................................13%20%0D3.5.%20CYPRUS.................................................................................................................13%20%0D3.6.%20CZECH%20REPUBLIC%20...................................................................................................14%20%0D3.7.%20ESTONIA%20...............................................................................................................14%20%0D3.8.%20FINLAND%20...............................................................................................................15%20%0D3.9.%20FRANCE%20................................................................................................................15%20%0D3.10.%20GERMANY%20.............................................................................................................16%20%0D3.11.%20GREECE.................................................................................................................16%20%0D3.12.%20HUNGARY%20.............................................................................................................17%20%0D3.13.%20IRELAND%20...............................................................................................................17%20%0D3.14.%20ITALY%20....................................................................................................................18%20%0D3.15.%20LATVIA%20..................................................................................................................18%20%0D3.16.%20LITHUANIA%20............................................................................................................19%20%0D3.17.%20LUXEMBOURG%20......................................................................................................19%20%0D3.18.%20MALTA..................................................................................................................20%20%0D4%20Coordinated%20Supervision%20Committee%20-%20A%20Guide%20for%20exercising%20data%20subjects%E2%80%99%20rights%20July%202023%20%0D3.19.%20NETHERLANDS%20......................................................................................................20%20%0D3.20.%20POLAND................................................................................................................21%20%0D3.21.%20PORTUGAL%20............................................................................................................21%20%0D3.22.%20ROMANIA%20.............................................................................................................21%20%0D3.23.%20SLOVAK%20REPUBLIC%20.................................................................................................22%20%0D3.24.%20SLOVENIA%20.............................................................................................................23%20%0D3.25.%20SPAIN%20...................................................................................................................23%20%0D3.26.%20SWEDEN%20...............................................................................................................24%20%0DANNEXES%20%28TEMPLATE%20LETTERS%29%20......................................................................................25%20%0DAnnex%201%20................................................................................................................25%20%0DAnnex%202%20................................................................................................................26%20%0D5%20Coordinated%20Supervision%20Committee%20-%20A%20Guide%20for%20exercising%20data%20subjects%E2%80%99%20rights%20July%202023%20%0DIndividuals%20whose%20personal%20data%20are%20collected%2C%20held%20or%20otherwise%20processed%20by%20Europol%20are%20entitled%20to%20rights%20regarding%20their%20personal%20data%2C%20namely%20the%20right%20of%20access%2C%20right%20to%20rectification%2C%20erasure%20and%20restriction%20of%20personal%20data%20and%20the%20right%20to%20have%20the%20legality%20of%20transfer%20of%20his%20or%20her%20personal%20data%20verified%20by%20a%20national%20supervisory%20authority.%20%0DThis%20Guide%20describes%20the%20modalities%20for%20exercising%20those%20rights.%20%0DThe%20Guide%20is%20divided%20into%20three%20sections:%20%28I%29%20data%20categories%20and%20exchange%20of%20personal%20data%20between%20Member%20States%20and%20Europol%2C%20%28II%29%20the%20rights%20granted%20to%20the%20individuals%20whose%20personal%20data%20are%20processed%20in%20Europol%E2%80%99s%20Information%20Systems%20and%20%28III%29%20a%20description%20of%20the%20procedure%20for%20exercising%20the%20right%20of%20access%20in%20each%20of%20the%20countries%20concerned.%20%0D1.%20DATA%20CATEGORIES%20AND%20EXCHANGE%20OF%20PERSONAL%20DATA%20BETWEEN%20MEMBER%20STATES%20AND%20EUROPOL%20%0DEuropol%20processes%20personal%20data%20based%20on%20Regulation%20%28EU%29%202016/794%20of%20the%20European%20Parliament%20and%20of%20the%20Council%20of%2011%20May%202016%20on%20the%20European%20Union%20Agency%20for%20Law%20Enforcement%20Cooperation%20%28Europol%29%20%28hereinafter%20%E2%80%9CEuropol%20Regulation%E2%80%9D%29%2C%20as%20amended%20by%20Regulation%202022/991%20of%20the%20European%20Parliament%20and%20of%20the%20Council%20of%208%20June%202022%20%28hereinafter%20%E2%80%9CRegulation%20amending%20Europol%20Regulation%E2%80%9D%29.%20%0DCategories%20of%20personal%20data%20processed%20%0DPersonal%20data%20collected%20and%20processed%20by%20Europol%20relate%20to:%20%0Da%29%20persons%20who%2C%20in%20accordance%20with%20the%20national%20law%20of%20the%20Member%20State%20concerned%2C%20are%20suspected%20of%20having%20committed%20or%20having%20taken%20part%20in%20a%20criminal%20offence%20in%20respect%20of%20which%20Europol%20is%20competent%2C%20or%20who%20have%20been%20convicted%20of%20such%20an%20offence%3B%20%0Db%29%20persons%20regarding%20whom%20there%20are%20factual%20indications%20or%20reasonable%20grounds%20under%20the%20national%20law%20of%20the%20Member%20State%20concerned%20to%20believe%20that%20they%20will%20commit%20criminal%20offences%20in%20respect%20of%20which%20Europol%20is%20competent%3B%20%0Dc%29%20persons%20who%20might%20be%20called%20on%20to%20testify%20in%20investigations%20in%20connection%20with%20the%20offences%20under%20consideration%20or%20in%20subsequent%20criminal%20proceedings%3B%20%0D%0D6%20Coordinated%20Supervision%20Committee%20-%20A%20Guide%20for%20exercising%20data%20subjects%E2%80%99%20rights%20July%202023%20%0Dd%29%20persons%20who%20have%20been%20the%20victims%20of%20one%20of%20the%20offences%20under%20consideration%20or%20with%20regard%20to%20whom%20certain%20facts%20give%20reasons%20to%20believe%20that%20they%20could%20be%20the%20victims%20of%20such%20an%20offence%3B%20%0De%29%20contacts%20and%20associates%3B%20and%20%0Df%29%20persons%20who%20can%20provide%20information%20on%20the%20criminal%20offences%20under%20consideration.%20%0D%0DThe%20categories%20of%20personal%20data%20and%20categories%20of%20data%20subjects%20whose%20data%20may%20be%20collected%20and%20processed%20for%20each%20purpose%20referred%20to%20in%20Article%2018%282%29%20are%20listed%20in%20Annex%20II%20to%20the%20Europol%20Regulation1.%20%0D1%20Regulation%20%28EU%29%202016/794%20of%20the%20European%20Parliament%20and%20of%20the%20Council%20of%2011%20May%202016%20on%20the%20European%20Union%20Agency%20for%20Law%20Enforcement%20Cooperation%20%28Europol%29%20and%20replacing%20and%20repealing%20Council%20Decisions%202009/371/JHA%2C%202009/934/JHA%2C%202009/935/JHA%2C%202009/936/JHA%20and%202009/968/JHA%2C%20page%2057%20%0DProcessing%20of%20personal%20data%2C%20by%20automated%20or%20other%20means%2C%20revealing%20racial%20or%20ethnic%20origin%2C%20political%20opinions%2C%20religious%20or%20philosophical%20beliefs%20or%20trade%20union%20membership%20and%20processing%20of%20genetic%20data%2C%20biometric%20data%20for%20the%20purpose%20of%20uniquely%20identifying%20a%20natural%20person%2C%20or%20data%20concerning%20a%20person%27s%20health%20or%20sex%20life%20shall%20be%20allowed%20only%20where%20strictly%20necessary%20and%20proportionate%20for%20the%20purposes%20of%20research%20and%20innovation%20projects%20pursuant%20to%20Article%2033a%20and%20for%20operational%20purposes%2C%20within%20Europol%E2%80%99s%20objectives%2C%20and%20only%20for%20preventing%20or%20combating%20crime%20that%20falls%20within%20Europol%E2%80%99s%20objectives.%20Such%20processing%20shall%20also%20be%20subject%20to%20appropriate%20safeguards%20laid%20down%20in%20this%20Regulation%20with%20regard%20to%20the%20rights%20and%20freedoms%20of%20the%20data%20subject%2C%20and%2C%20with%20the%20exception%20of%20biometric%20data%20processed%20for%20the%20purpose%20of%20uniquely%20identifying%20a%20natural%20person%2C%20shall%20be%20allowed%20only%20if%20those%20data%20supplement%20other%20personal%20data%20processed%20by%20Europol.%20%0DThe%20selection%20of%20a%20particular%20group%20of%20persons%20solely%20on%20the%20basis%20of%20such%20personal%20data%20shall%20be%20prohibited.%20%0DExchange%20of%20personal%20data%20%0DEuropol%20should%20be%20a%20hub%20for%20information%20exchange%20in%20the%20Union.%20Information%20collected%2C%20stored%2C%20processed%2C%20analysed%20and%20exchanged%20by%20Europol%20includes%20criminal%20intelligence%20which%20relates%20to%20information%20about%20crime%20or%20criminal%20activities%20falling%20within%20the%20scope%20of%20Europol%E2%80%99s%20objectives%2C%20obtained%20with%20a%20view%20to%20establishing%20whether%20concrete%20criminal%20acts%20have%20been%20committed%20or%20may%20be%20committed%20in%20the%20future.%20%0D7%20Coordinated%20Supervision%20Committee%20-%20A%20Guide%20for%20exercising%20data%20subjects%E2%80%99%20rights%20July%202023%20%0DIn%20order%20to%20ensure%20an%20effective%20cooperation%20between%20Europol%20and%20Member%20States%2C%20a%20national%20unit%20should%20be%20set%20up%20in%20each%20Member%20State.%20The%20national%20unit%20should%20be%20the%20liaison%20link%20between%20national%20competent%20authorities%20and%20Europol.%20To%20ensure%20a%20continuous%20and%20effective%20exchange%20of%20information%20between%20Europol%20and%20the%20national%20units%2C%20and%20to%20facilitate%20their%20cooperation%2C%20each%20national%20unit%20should%20designate%20at%20least%20one%20liaison%20officer%20to%20be%20attached%20to%20Europol.%20The%20liaison%20officers%20shall%20assist%20in%20the%20exchange%20of%20information%20between%20Europol%20and%20their%20Member%20States.%20%0DAlso%2C%20liaison%20officers%20shall%20assist%20in%20the%20exchange%20of%20information%20between%20their%20Member%20States%20and%20the%20liaison%20officers%20of%20other%20Member%20States%2C%20third%20countries%20and%20international%20organisations.%20%0D2.%20RIGHTS%20GRANTED%20TO%20INDIVIDUALS%20WHOSE%20DATA%20ARE%20PROCESSED%20BY%20EUROPOL%20%0DIn%20accordance%20with%20data%20protection%20principles%2C%20all%20individuals%20whose%20data%20are%20processed%20by%20Europol%20are%20granted%20specific%20rights%20by%20the%20aforementioned%20Europol%20Regulation.%20%0DThese%20are%20basically:%20%0D%EF%82%A7%20the%20right%20of%20access%20to%20data%20relating%20to%20them%20stored%20by%20Europol%3B%20%0D%EF%82%A7%20the%20right%20to%20rectification%2C%20erasure%20and%20restriction%3B%20%0D%EF%82%A7%20the%20right%20to%20have%20the%20legality%20of%20data%20relating%20to%20them%20transferred%20to%20Europol%20verified%3B%20%0D%EF%82%A7%20the%20right%20to%20bring%20proceedings%20before%20the%20court%20or%20competent%20authorities%20to%20correct%20or%20delete%20data%20or%20to%20obtain%20compensation.%20%0D%0DAnyone%20exercising%20any%20of%20these%20rights%20can%20apply%20to%20the%20authority%20appointed%20for%20that%20purpose%20in%20the%20Member%20State%20of%20his%20or%20her%20choice.%20That%20authority%20shall%20refer%20the%20request%20to%20Europol%20without%20delay%20and%20in%20any%20case%20within%20one%20month%20of%20receipt.%20%0DDeadlines%20for%20replies%20to%20individuals%E2%80%99%20requests%20%0DWhen%20an%20individual%20exercises%20his/her%20right%20of%20access%2C%20his/her%20right%20to%20rectification%2C%20erasure%20and%20restriction%2C%20Europol%20shall%20answer%20it%20without%20undue%20delay%2C%20and%20in%20any%20case%20within%20three%20months%20of%20receipt%20by%20Europol%20of%20the%20request%20from%20the%20national%20authority.%20%0D8%20Coordinated%20Supervision%20Committee%20-%20A%20Guide%20for%20exercising%20data%20subjects%E2%80%99%20rights%20July%202023%20%0D2.1.%20Right%20of%20access%20%0DThe%20right%20of%20access%20is%20the%20possibility%20for%20anyone%20who%20so%20requests%20to%20consult%20the%20information%20relating%20to%20him/her%20stored%20in%20a%20data%20file.%20This%20is%20a%20fundamental%20principle%20of%20data%20protection%20which%20enables%20data%20subjects%20to%20exercise%20control%20over%20personal%20data%20which%20is%20being%20processed%20by%20the%20controller%2C%20namely%20by%20Europol.%20%0DThis%20right%20is%20expressly%20provided%20for%20in%20Article%2036%20of%20Europol%20Regulation%2C%20and%20Article%2080%20of%20Regulation%20%28EU%29%202018/1725.%20%0DAny%20data%20subject%20wishing%20to%20exercise%20the%20right%20of%20access%20to%20personal%20data%20relating%20to%20him%20or%20her%20may%20make%20a%20request%20to%20that%20effect%20to%20the%20authority%20appointed%20for%20that%20purpose%20in%20the%20Member%20State%20of%20his%20or%20her%20choice%2C%20or%20to%20Europol.%20Where%20the%20request%20is%20made%20to%20that%20authority%2C%20it%20shall%20refer%20the%20request%20to%20Europol%20without%20delay%20and%20in%20any%20case%20within%20one%20month%20of%20receipt.%20%0DEuropol%20shall%20answer%20it%20without%20undue%20delay%20and%20in%20any%20case%20within%20three%20months%20of%20receipt%20by%20Europol%20of%20the%20request%20from%20the%20national%20authority.%20%0DEuropol%20shall%20consult%20the%20competent%20authorities%20of%20the%20Member%20States%20and%20the%20provider%20of%20the%20data%20concerned%20so%20that%20they%20could%20have%20the%20opportunity%20to%20state%20their%20position%20as%20to%20the%20possibility%20of%20disclosing%20the%20data%20to%20the%20applicant%2C%20and%20to%20object%20to%20Europol%27s%20proposed%20response.%20In%20the%20latter%20case%2C%20the%20Member%20State%20or%20the%20provider%20of%20the%20data%20concerned%20shall%20notify%20Europol%20of%20the%20reasons%20for%20its%20objection.%20%0DAccording%20to%20Article%2081%20of%20Regulation%20%28EU%29%202018/1725%2C%20Europol%20may%20restrict%2C%20wholly%20or%20partly%2C%20the%20right%20of%20access%20of%20the%20extent%20that%2C%20and%20for%20as%20long%20as%20such%20a%20partial%20or%20complete%20restriction%20constitutes%20a%20necessary%20and%20proportionate%20measure%20in%20a%20democratic%20society%20with%20due%20regard%20for%20the%20fundamental%20rights%20and%20legitimate%20interests%20of%20the%20natural%20person%20concerned%2C%20in%20order%20to:%20%0Da%29%20avoid%20obstructing%20official%20or%20legal%20inquiries%2C%20investigations%20or%20procedures%3B%20%0Db%29%20avoid%20prejudicing%20the%20prevention%2C%20detection%2C%20investigation%20or%20prosecution%20of%20criminal%20offences%20or%20the%20execution%20of%20criminal%20penalties%3B%20%0Dc%29%20protect%20the%20public%20security%20of%20Member%20States%3B%20%0Dd%29%20protect%20the%20national%20security%20of%20Member%20States%3B%20%0De%29%20protect%20the%20rights%20and%20freedoms%20of%20others%2C%20such%20as%20victims%20and%20witnesses.%20%0D%0DIn%20the%20cases%20referred%20above%2C%20Europol%20shall%20inform%20the%20data%20subject%2C%20without%20undue%20delay%2C%20in%20writing%20of%20any%20refusal%20or%20restriction%20of%20access%20and%20of%20the%20reasons%20for%20the%20refusal%20or%20the%20restriction.%20Such%20%0D9%20Coordinated%20Supervision%20Committee%20-%20A%20Guide%20for%20exercising%20data%20subjects%E2%80%99%20rights%20July%202023%20%0Dinformation%20may%20be%20omitted%20where%20the%20provision%20thereof%20would%20undermine%20one%20of%20the%20purpose%20above.%20%0D2.2.%20Right%20to%20rectification%2C%20erasure%20and%20restriction%20%0DBesides%20the%20right%20of%20access%2C%20there%20is%20also%20the%20right%20to%20request%20Europol%2C%20through%20the%20authority%20appointed%20for%20that%20purpose%20in%20the%20Member%20State%20of%20his%20or%20her%20choice%2C%20or%20to%20Europol%2C%20to%20rectify%20personal%20data%20concerning%20him%20or%20her%20held%20by%20Europol%20if%20they%20are%20incorrect%20or%20to%20complete%20or%20update%20the%20personal%20data.%20%0DThe%20data%20subjects%20have%20also%20the%20right%20to%20request%20Europol%2C%20directly%20or%20through%20the%20authority%20appointed%20for%20that%20purpose%20in%20the%20Member%20State%20of%20his%20or%20her%20choice%2C%20to%20erase%20personal%20data%20relating%20to%20him%20or%20her%20held%20by%20Europol%20if%20they%20are%20no%20longer%20required%20for%20the%20purposes%20for%20which%20they%20are%20collected%20or%20are%20further%20processed.%20%0DIf%20there%20are%20reasonable%20grounds%20to%20believe%20that%20erasure%20could%20affect%20the%20legitimate%20interests%20of%20the%20data%20subjects%2C%20Europol%20shall%20restrict%20rather%20than%20erase%20personal%20data.%20Restricted%20data%20shall%20be%20processed%20only%20for%20the%20purpose%20of%20protecting%20the%20rights%20of%20the%20data%20subject%2C%20where%20it%20is%20necessary%20to%20protect%20the%20vital%20interests%20of%20the%20data%20subject%20or%20of%20another%20person%2C%20or%20for%20the%20purposes%20laid%20down%20in%20Article%2082%284%29%20of%20Regulation%20%28EU%29%202018/1725%20and%20listed%20below:%20%0Da%29%20avoid%20obstructing%20official%20or%20legal%20inquiries%2C%20investigations%20or%20procedures%3B%20%0Db%29%20avoid%20prejudicing%20the%20preve
file:Secretariat%20postal%20address:%20Rue%20Wiertz%2060%2C%20B-1047%20Brussels%20Offices:%20Rue%20Montoyer%2030%2C%20B-1000%20Brussels%20E-mail%20:%20csc-secretariat%40edpb.europa.eu%20%0D%20%0DEUROPOL%E2%80%99S%20INFORMATION%20SYSTEMS%20%0DA%20GUIDE%20FOR%20EXERCISING%20DATA%20SUBJECTS%E2%80%99%20RIGHTS:%20%0DTHE%20RIGHT%20OF%20ACCESS%2C%20RECTIFICATION%2C%20ERASURE%20AND%20RESTRICTION%20%0DCoordinated%20Supervision%20Committee%20-%20A%20Guide%20for%20exercising%20data%20subjects%E2%80%99%20rights%20vis-%C3%A0-vis%20Europol%20July%202023%20%0DThis%20guide%20was%20compiled%20by%20the%20Coordinated%20Supervision%20Committee.%20%0DThe%20national%20contributions%2C%20and%20any%20translations%20of%20this%20guide%20into%20languages%20other%20than%20English%2C%20are%20the%20responsibility%20of%20each%20national%20supervisory%20authority%20and%20they%20do%20not%20necessarily%20reflect%20the%20official%20position%20of%20the%20CSC.%20The%20CSC%20does%20not%20guarantee%20the%20accuracy%20of%20the%20information%20included%20in%20the%20national%20contributions%20and%20any%20questions%20should%20be%20address%20to%20the%20respective%20national%20supervisory%20authorities.%20Neither%20the%20CSC%20nor%20any%20person%20acting%20on%20the%20CSC%E2%80%99s%20behalf%20may%20be%20held%20responsible%20for%20the%20use%20which%20may%20be%20made%20of%20the%20information%20contained%20therein.%20%0DSecretariat%20postal%20address:%20Rue%20Wiertz%2060%2C%20B-1047%20Brussels%20%0DOffices:%20Rue%20Montoyer%2030%2C%20B-1000%20Brussels%20%0DE-mail%20:%20csc-secretariat%40edpb.europa.eu%20%0D3%20Coordinated%20Supervision%20Committee%20-%20A%20Guide%20for%20exercising%20data%20subjects%E2%80%99%20rights%20July%202023%20%0DTABLE%20OF%20CONTENTS%20%0D1.%20DATA%20CATEGORIES%20AND%20EXCHANGE%20OF%20PERSONAL%20DATA%20BETWEEN%20MEMBER%20STATES%20AND%20EUROPOL%20........................................................................................................5%20%0D2.%20RIGHTS%20GRANTED%20TO%20INDIVIDUALS%20WHOSE%20DATA%20ARE%20PROCESSED%20BY%20EUROPOL%20.......7%20%0D2.1.%20Right%20of%20access..................................................................................................8%20%0D2.2.%20Right%20to%20rectification%2C%20erasure%20and%20restriction%20.....................................................9%20%0D2.3.%20Right%20to%20have%20the%20legality%20of%20data%20relating%20to%20them%20transferred%20to%20Europol%20verified%20........................................................................................................10%20%0D2.4.%20Remedies:%20the%20right%20to%20complain%20to%20EDPS%20or%20to%20initiate%20a%20judicial%20proceeding......10%20%0D3.%20CONTACT%20POINTS%20..................................................................................................11%20%0D3.1.%20AUSTRIA%20...............................................................................................................12%20%0D3.2.%20BELGIUM%20..............................................................................................................12%20%0D3.3.%20BULGARIA%20.............................................................................................................12%20%0D3.4.%20CROATIA%20...............................................................................................................13%20%0D3.5.%20CYPRUS.................................................................................................................13%20%0D3.6.%20CZECH%20REPUBLIC%20...................................................................................................14%20%0D3.7.%20ESTONIA%20...............................................................................................................14%20%0D3.8.%20FINLAND%20...............................................................................................................15%20%0D3.9.%20FRANCE%20................................................................................................................15%20%0D3.10.%20GERMANY%20.............................................................................................................16%20%0D3.11.%20GREECE.................................................................................................................16%20%0D3.12.%20HUNGARY%20.............................................................................................................17%20%0D3.13.%20IRELAND%20...............................................................................................................17%20%0D3.14.%20ITALY%20....................................................................................................................18%20%0D3.15.%20LATVIA%20..................................................................................................................18%20%0D3.16.%20LITHUANIA%20............................................................................................................19%20%0D3.17.%20LUXEMBOURG%20......................................................................................................19%20%0D3.18.%20MALTA..................................................................................................................20%20%0D4%20Coordinated%20Supervision%20Committee%20-%20A%20Guide%20for%20exercising%20data%20subjects%E2%80%99%20rights%20July%202023%20%0D3.19.%20NETHERLANDS%20......................................................................................................20%20%0D3.20.%20POLAND................................................................................................................21%20%0D3.21.%20PORTUGAL%20............................................................................................................21%20%0D3.22.%20ROMANIA%20.............................................................................................................21%20%0D3.23.%20SLOVAK%20REPUBLIC%20.................................................................................................22%20%0D3.24.%20SLOVENIA%20.............................................................................................................23%20%0D3.25.%20SPAIN%20...................................................................................................................23%20%0D3.26.%20SWEDEN%20...............................................................................................................24%20%0DANNEXES%20%28TEMPLATE%20LETTERS%29%20......................................................................................25%20%0DAnnex%201%20................................................................................................................25%20%0DAnnex%202%20................................................................................................................26%20%0D5%20Coordinated%20Supervision%20Committee%20-%20A%20Guide%20for%20exercising%20data%20subjects%E2%80%99%20rights%20July%202023%20%0DIndividuals%20whose%20personal%20data%20are%20collected%2C%20held%20or%20otherwise%20processed%20by%20Europol%20are%20entitled%20to%20rights%20regarding%20their%20personal%20data%2C%20namely%20the%20right%20of%20access%2C%20right%20to%20rectification%2C%20erasure%20and%20restriction%20of%20personal%20data%20and%20the%20right%20to%20have%20the%20legality%20of%20transfer%20of%20his%20or%20her%20personal%20data%20verified%20by%20a%20national%20supervisory%20authority.%20%0DThis%20Guide%20describes%20the%20modalities%20for%20exercising%20those%20rights.%20%0DThe%20Guide%20is%20divided%20into%20three%20sections:%20%28I%29%20data%20categories%20and%20exchange%20of%20personal%20data%20between%20Member%20States%20and%20Europol%2C%20%28II%29%20the%20rights%20granted%20to%20the%20individuals%20whose%20personal%20data%20are%20processed%20in%20Europol%E2%80%99s%20Information%20Systems%20and%20%28III%29%20a%20description%20of%20the%20procedure%20for%20exercising%20the%20right%20of%20access%20in%20each%20of%20the%20countries%20concerned.%20%0D1.%20DATA%20CATEGORIES%20AND%20EXCHANGE%20OF%20PERSONAL%20DATA%20BETWEEN%20MEMBER%20STATES%20AND%20EUROPOL%20%0DEuropol%20processes%20personal%20data%20based%20on%20Regulation%20%28EU%29%202016/794%20of%20the%20European%20Parliament%20and%20of%20the%20Council%20of%2011%20May%202016%20on%20the%20European%20Union%20Agency%20for%20Law%20Enforcement%20Cooperation%20%28Europol%29%20%28hereinafter%20%E2%80%9CEuropol%20Regulation%E2%80%9D%29%2C%20as%20amended%20by%20Regulation%202022/991%20of%20the%20European%20Parliament%20and%20of%20the%20Council%20of%208%20June%202022%20%28hereinafter%20%E2%80%9CRegulation%20amending%20Europol%20Regulation%E2%80%9D%29.%20%0DCategories%20of%20personal%20data%20processed%20%0DPersonal%20data%20collected%20and%20processed%20by%20Europol%20relate%20to:%20%0Da%29%20persons%20who%2C%20in%20accordance%20with%20the%20national%20law%20of%20the%20Member%20State%20concerned%2C%20are%20suspected%20of%20having%20committed%20or%20having%20taken%20part%20in%20a%20criminal%20offence%20in%20respect%20of%20which%20Europol%20is%20competent%2C%20or%20who%20have%20been%20convicted%20of%20such%20an%20offence%3B%20%0Db%29%20persons%20regarding%20whom%20there%20are%20factual%20indications%20or%20reasonable%20grounds%20under%20the%20national%20law%20of%20the%20Member%20State%20concerned%20to%20believe%20that%20they%20will%20commit%20criminal%20offences%20in%20respect%20of%20which%20Europol%20is%20competent%3B%20%0Dc%29%20persons%20who%20might%20be%20called%20on%20to%20testify%20in%20investigations%20in%20connection%20with%20the%20offences%20under%20consideration%20or%20in%20subsequent%20criminal%20proceedings%3B%20%0D%0D6%20Coordinated%20Supervision%20Committee%20-%20A%20Guide%20for%20exercising%20data%20subjects%E2%80%99%20rights%20July%202023%20%0Dd%29%20persons%20who%20have%20been%20the%20victims%20of%20one%20of%20the%20offences%20under%20consideration%20or%20with%20regard%20to%20whom%20certain%20facts%20give%20reasons%20to%20believe%20that%20they%20could%20be%20the%20victims%20of%20such%20an%20offence%3B%20%0De%29%20contacts%20and%20associates%3B%20and%20%0Df%29%20persons%20who%20can%20provide%20information%20on%20the%20criminal%20offences%20under%20consideration.%20%0D%0DThe%20categories%20of%20personal%20data%20and%20categories%20of%20data%20subjects%20whose%20data%20may%20be%20collected%20and%20processed%20for%20each%20purpose%20referred%20to%20in%20Article%2018%282%29%20are%20listed%20in%20Annex%20II%20to%20the%20Europol%20Regulation1.%20%0D1%20Regulation%20%28EU%29%202016/794%20of%20the%20European%20Parliament%20and%20of%20the%20Council%20of%2011%20May%202016%20on%20the%20European%20Union%20Agency%20for%20Law%20Enforcement%20Cooperation%20%28Europol%29%20and%20replacing%20and%20repealing%20Council%20Decisions%202009/371/JHA%2C%202009/934/JHA%2C%202009/935/JHA%2C%202009/936/JHA%20and%202009/968/JHA%2C%20page%2057%20%0DProcessing%20of%20personal%20data%2C%20by%20automated%20or%20other%20means%2C%20revealing%20racial%20or%20ethnic%20origin%2C%20political%20opinions%2C%20religious%20or%20philosophical%20beliefs%20or%20trade%20union%20membership%20and%20processing%20of%20genetic%20data%2C%20biometric%20data%20for%20the%20purpose%20of%20uniquely%20identifying%20a%20natural%20person%2C%20or%20data%20concerning%20a%20person%27s%20health%20or%20sex%20life%20shall%20be%20allowed%20only%20where%20strictly%20necessary%20and%20proportionate%20for%20the%20purposes%20of%20research%20and%20innovation%20projects%20pursuant%20to%20Article%2033a%20and%20for%20operational%20purposes%2C%20within%20Europol%E2%80%99s%20objectives%2C%20and%20only%20for%20preventing%20or%20combating%20crime%20that%20falls%20within%20Europol%E2%80%99s%20objectives.%20Such%20processing%20shall%20also%20be%20subject%20to%20appropriate%20safeguards%20laid%20down%20in%20this%20Regulation%20with%20regard%20to%20the%20rights%20and%20freedoms%20of%20the%20data%20subject%2C%20and%2C%20with%20the%20exception%20of%20biometric%20data%20processed%20for%20the%20purpose%20of%20uniquely%20identifying%20a%20natural%20person%2C%20shall%20be%20allowed%20only%20if%20those%20data%20supplement%20other%20personal%20data%20processed%20by%20Europol.%20%0DThe%20selection%20of%20a%20particular%20group%20of%20persons%20solely%20on%20the%20basis%20of%20such%20personal%20data%20shall%20be%20prohibited.%20%0DExchange%20of%20personal%20data%20%0DEuropol%20should%20be%20a%20hub%20for%20information%20exchange%20in%20the%20Union.%20Information%20collected%2C%20stored%2C%20processed%2C%20analysed%20and%20exchanged%20by%20Europol%20includes%20criminal%20intelligence%20which%20relates%20to%20information%20about%20crime%20or%20criminal%20activities%20falling%20within%20the%20scope%20of%20Europol%E2%80%99s%20objectives%2C%20obtained%20with%20a%20view%20to%20establishing%20whether%20concrete%20criminal%20acts%20have%20been%20committed%20or%20may%20be%20committed%20in%20the%20future.%20%0D7%20Coordinated%20Supervision%20Committee%20-%20A%20Guide%20for%20exercising%20data%20subjects%E2%80%99%20rights%20July%202023%20%0DIn%20order%20to%20ensure%20an%20effective%20cooperation%20between%20Europol%20and%20Member%20States%2C%20a%20national%20unit%20should%20be%20set%20up%20in%20each%20Member%20State.%20The%20national%20unit%20should%20be%20the%20liaison%20link%20between%20national%20competent%20authorities%20and%20Europol.%20To%20ensure%20a%20continuous%20and%20effective%20exchange%20of%20information%20between%20Europol%20and%20the%20national%20units%2C%20and%20to%20facilitate%20their%20cooperation%2C%20each%20national%20unit%20should%20designate%20at%20least%20one%20liaison%20officer%20to%20be%20attached%20to%20Europol.%20The%20liaison%20officers%20shall%20assist%20in%20the%20exchange%20of%20information%20between%20Europol%20and%20their%20Member%20States.%20%0DAlso%2C%20liaison%20officers%20shall%20assist%20in%20the%20exchange%20of%20information%20between%20their%20Member%20States%20and%20the%20liaison%20officers%20of%20other%20Member%20States%2C%20third%20countries%20and%20international%20organisations.%20%0D2.%20RIGHTS%20GRANTED%20TO%20INDIVIDUALS%20WHOSE%20DATA%20ARE%20PROCESSED%20BY%20EUROPOL%20%0DIn%20accordance%20with%20data%20protection%20principles%2C%20all%20individuals%20whose%20data%20are%20processed%20by%20Europol%20are%20granted%20specific%20rights%20by%20the%20aforementioned%20Europol%20Regulation.%20%0DThese%20are%20basically:%20%0D%EF%82%A7%20the%20right%20of%20access%20to%20data%20relating%20to%20them%20stored%20by%20Europol%3B%20%0D%EF%82%A7%20the%20right%20to%20rectification%2C%20erasure%20and%20restriction%3B%20%0D%EF%82%A7%20the%20right%20to%20have%20the%20legality%20of%20data%20relating%20to%20them%20transferred%20to%20Europol%20verified%3B%20%0D%EF%82%A7%20the%20right%20to%20bring%20proceedings%20before%20the%20court%20or%20competent%20authorities%20to%20correct%20or%20delete%20data%20or%20to%20obtain%20compensation.%20%0D%0DAnyone%20exercising%20any%20of%20these%20rights%20can%20apply%20to%20the%20authority%20appointed%20for%20that%20purpose%20in%20the%20Member%20State%20of%20his%20or%20her%20choice.%20That%20authority%20shall%20refer%20the%20request%20to%20Europol%20without%20delay%20and%20in%20any%20case%20within%20one%20month%20of%20receipt.%20%0DDeadlines%20for%20replies%20to%20individuals%E2%80%99%20requests%20%0DWhen%20an%20individual%20exercises%20his/her%20right%20of%20access%2C%20his/her%20right%20to%20rectification%2C%20erasure%20and%20restriction%2C%20Europol%20shall%20answer%20it%20without%20undue%20delay%2C%20and%20in%20any%20case%20within%20three%20months%20of%20receipt%20by%20Europol%20of%20the%20request%20from%20the%20national%20authority.%20%0D8%20Coordinated%20Supervision%20Committee%20-%20A%20Guide%20for%20exercising%20data%20subjects%E2%80%99%20rights%20July%202023%20%0D2.1.%20Right%20of%20access%20%0DThe%20right%20of%20access%20is%20the%20possibility%20for%20anyone%20who%20so%20requests%20to%20consult%20the%20information%20relating%20to%20him/her%20stored%20in%20a%20data%20file.%20This%20is%20a%20fundamental%20principle%20of%20data%20protection%20which%20enables%20data%20subjects%20to%20exercise%20control%20over%20personal%20data%20which%20is%20being%20processed%20by%20the%20controller%2C%20namely%20by%20Europol.%20%0DThis%20right%20is%20expressly%20provided%20for%20in%20Article%2036%20of%20Europol%20Regulation%2C%20and%20Article%2080%20of%20Regulation%20%28EU%29%202018/1725.%20%0DAny%20data%20subject%20wishing%20to%20exercise%20the%20right%20of%20access%20to%20personal%20data%20relating%20to%20him%20or%20her%20may%20make%20a%20request%20to%20that%20effect%20to%20the%20authority%20appointed%20for%20that%20purpose%20in%20the%20Member%20State%20of%20his%20or%20her%20choice%2C%20or%20to%20Europol.%20Where%20the%20request%20is%20made%20to%20that%20authority%2C%20it%20shall%20refer%20the%20request%20to%20Europol%20without%20delay%20and%20in%20any%20case%20within%20one%20month%20of%20receipt.%20%0DEuropol%20shall%20answer%20it%20without%20undue%20delay%20and%20in%20any%20case%20within%20three%20months%20of%20receipt%20by%20Europol%20of%20the%20request%20from%20the%20national%20authority.%20%0DEuropol%20shall%20consult%20the%20competent%20authorities%20of%20the%20Member%20States%20and%20the%20provider%20of%20the%20data%20concerned%20so%20that%20they%20could%20have%20the%20opportunity%20to%20state%20their%20position%20as%20to%20the%20possibility%20of%20disclosing%20the%20data%20to%20the%20applicant%2C%20and%20to%20object%20to%20Europol%27s%20proposed%20response.%20In%20the%20latter%20case%2C%20the%20Member%20State%20or%20the%20provider%20of%20the%20data%20concerned%20shall%20notify%20Europol%20of%20the%20reasons%20for%20its%20objection.%20%0DAccording%20to%20Article%2081%20of%20Regulation%20%28EU%29%202018/1725%2C%20Europol%20may%20restrict%2C%20wholly%20or%20partly%2C%20the%20right%20of%20access%20of%20the%20extent%20that%2C%20and%20for%20as%20long%20as%20such%20a%20partial%20or%20complete%20restriction%20constitutes%20a%20necessary%20and%20proportionate%20measure%20in%20a%20democratic%20society%20with%20due%20regard%20for%20the%20fundamental%20rights%20and%20legitimate%20interests%20of%20the%20natural%20person%20concerned%2C%20in%20order%20to:%20%0Da%29%20avoid%20obstructing%20official%20or%20legal%20inquiries%2C%20investigations%20or%20procedures%3B%20%0Db%29%20avoid%20prejudicing%20the%20prevention%2C%20detection%2C%20investigation%20or%20prosecution%20of%20criminal%20offences%20or%20the%20execution%20of%20criminal%20penalties%3B%20%0Dc%29%20protect%20the%20public%20security%20of%20Member%20States%3B%20%0Dd%29%20protect%20the%20national%20security%20of%20Member%20States%3B%20%0De%29%20protect%20the%20rights%20and%20freedoms%20of%20others%2C%20such%20as%20victims%20and%20witnesses.%20%0D%0DIn%20the%20cases%20referred%20above%2C%20Europol%20shall%20inform%20the%20data%20subject%2C%20without%20undue%20delay%2C%20in%20writing%20of%20any%20refusal%20or%20restriction%20of%20access%20and%20of%20the%20reasons%20for%20the%20refusal%20or%20the%20restriction.%20Such%20%0D9%20Coordinated%20Supervision%20Committee%20-%20A%20Guide%20for%20exercising%20data%20subjects%E2%80%99%20rights%20July%202023%20%0Dinformation%20may%20be%20omitted%20where%20the%20provision%20thereof%20would%20undermine%20one%20of%20the%20purpose%20above.%20%0D2.2.%20Right%20to%20rectification%2C%20erasure%20and%20restriction%20%0DBesides%20the%20right%20of%20access%2C%20there%20is%20also%20the%20right%20to%20request%20Europol%2C%20through%20the%20authority%20appointed%20for%20that%20purpose%20in%20the%20Member%20State%20of%20his%20or%20her%20choice%2C%20or%20to%20Europol%2C%20to%20rectify%20personal%20data%20concerning%20him%20or%20her%20held%20by%20Europol%20if%20they%20are%20incorrect%20or%20to%20complete%20or%20update%20the%20personal%20data.%20%0DThe%20data%20subjects%20have%20also%20the%20right%20to%20request%20Europol%2C%20directly%20or%20through%20the%20authority%20appointed%20for%20that%20purpose%20in%20the%20Member%20State%20of%20his%20or%20her%20choice%2C%20to%20erase%20personal%20data%20relating%20to%20him%20or%20her%20held%20by%20Europol%20if%20they%20are%20no%20longer%20required%20for%20the%20purposes%20for%20which%20they%20are%20collected%20or%20are%20further%20processed.%20%0DIf%20there%20are%20reasonable%20grounds%20to%20believe%20that%20erasure%20could%20affect%20the%20legitimate%20interests%20of%20the%20data%20subjects%2C%20Europol%20shall%20restrict%20rather%20than%20erase%20personal%20data.%20Restricted%20data%20shall%20be%20processed%20only%20for%20the%20purpose%20of%20protecting%20the%20rights%20of%20the%20data%20subject%2C%20where%20it%20is%20necessary%20to%20protect%20the%20vital%20interests%20of%20the%20data%20subject%20or%20of%20another%20person%2C%20or%20for%20the%20purposes%20laid%20down%20in%20Article%2082%284%29%20of%20Regulation%20%28EU%29%202018/1725%20and%20listed%20below:%20%0Da%29%20avoid%20obstructing%20official%20or%20legal%20inquiries%2C%20investigations%20or%20procedures%3B%20%0Db%29%20avoid%20prejudicing%20the%20preve
file:Secretariat%20postal%20address:%20Rue%20Wiertz%2060%2C%20B-1047%20Brussels%20Offices:%20Rue%20Montoyer%2030%2C%20B-1000%20Brussels%20E-mail%20:%20csc-secretariat%40edpb.europa.eu%20%0D%20%0DEUROPOL%E2%80%99S%20INFORMATION%20SYSTEMS%20%0DA%20GUIDE%20FOR%20EXERCISING%20DATA%20SUBJECTS%E2%80%99%20RIGHTS:%20%0DTHE%20RIGHT%20OF%20ACCESS%2C%20RECTIFICATION%2C%20ERASURE%20AND%20RESTRICTION%20%0DCoordinated%20Supervision%20Committee%20-%20A%20Guide%20for%20exercising%20data%20subjects%E2%80%99%20rights%20vis-%C3%A0-vis%20Europol%20July%202023%20%0DThis%20guide%20was%20compiled%20by%20the%20Coordinated%20Supervision%20Committee.%20%0DThe%20national%20contributions%2C%20and%20any%20translations%20of%20this%20guide%20into%20languages%20other%20than%20English%2C%20are%20the%20responsibility%20of%20each%20national%20supervisory%20authority%20and%20they%20do%20not%20necessarily%20reflect%20the%20official%20position%20of%20the%20CSC.%20The%20CSC%20does%20not%20guarantee%20the%20accuracy%20of%20the%20information%20included%20in%20the%20national%20contributions%20and%20any%20questions%20should%20be%20address%20to%20the%20respective%20national%20supervisory%20authorities.%20Neither%20the%20CSC%20nor%20any%20person%20acting%20on%20the%20CSC%E2%80%99s%20behalf%20may%20be%20held%20responsible%20for%20the%20use%20which%20may%20be%20made%20of%20the%20information%20contained%20therein.%20%0DSecretariat%20postal%20address:%20Rue%20Wiertz%2060%2C%20B-1047%20Brussels%20%0DOffices:%20Rue%20Montoyer%2030%2C%20B-1000%20Brussels%20%0DE-mail%20:%20csc-secretariat%40edpb.europa.eu%20%0D3%20Coordinated%20Supervision%20Committee%20-%20A%20Guide%20for%20exercising%20data%20subjects%E2%80%99%20rights%20July%202023%20%0DTABLE%20OF%20CONTENTS%20%0D1.%20DATA%20CATEGORIES%20AND%20EXCHANGE%20OF%20PERSONAL%20DATA%20BETWEEN%20MEMBER%20STATES%20AND%20EUROPOL%20........................................................................................................5%20%0D2.%20RIGHTS%20GRANTED%20TO%20INDIVIDUALS%20WHOSE%20DATA%20ARE%20PROCESSED%20BY%20EUROPOL%20.......7%20%0D2.1.%20Right%20of%20access..................................................................................................8%20%0D2.2.%20Right%20to%20rectification%2C%20erasure%20and%20restriction%20.....................................................9%20%0D2.3.%20Right%20to%20have%20the%20legality%20of%20data%20relating%20to%20them%20transferred%20to%20Europol%20verified%20........................................................................................................10%20%0D2.4.%20Remedies:%20the%20right%20to%20complain%20to%20EDPS%20or%20to%20initiate%20a%20judicial%20proceeding......10%20%0D3.%20CONTACT%20POINTS%20..................................................................................................11%20%0D3.1.%20AUSTRIA%20...............................................................................................................12%20%0D3.2.%20BELGIUM%20..............................................................................................................12%20%0D3.3.%20BULGARIA%20.............................................................................................................12%20%0D3.4.%20CROATIA%20...............................................................................................................13%20%0D3.5.%20CYPRUS.................................................................................................................13%20%0D3.6.%20CZECH%20REPUBLIC%20...................................................................................................14%20%0D3.7.%20ESTONIA%20...............................................................................................................14%20%0D3.8.%20FINLAND%20...............................................................................................................15%20%0D3.9.%20FRANCE%20................................................................................................................15%20%0D3.10.%20GERMANY%20.............................................................................................................16%20%0D3.11.%20GREECE.................................................................................................................16%20%0D3.12.%20HUNGARY%20.............................................................................................................17%20%0D3.13.%20IRELAND%20...............................................................................................................17%20%0D3.14.%20ITALY%20....................................................................................................................18%20%0D3.15.%20LATVIA%20..................................................................................................................18%20%0D3.16.%20LITHUANIA%20............................................................................................................19%20%0D3.17.%20LUXEMBOURG%20......................................................................................................19%20%0D3.18.%20MALTA..................................................................................................................20%20%0D4%20Coordinated%20Supervision%20Committee%20-%20A%20Guide%20for%20exercising%20data%20subjects%E2%80%99%20rights%20July%202023%20%0D3.19.%20NETHERLANDS%20......................................................................................................20%20%0D3.20.%20POLAND................................................................................................................21%20%0D3.21.%20PORTUGAL%20............................................................................................................21%20%0D3.22.%20ROMANIA%20.............................................................................................................21%20%0D3.23.%20SLOVAK%20REPUBLIC%20.................................................................................................22%20%0D3.24.%20SLOVENIA%20.............................................................................................................23%20%0D3.25.%20SPAIN%20...................................................................................................................23%20%0D3.26.%20SWEDEN%20...............................................................................................................24%20%0DANNEXES%20%28TEMPLATE%20LETTERS%29%20......................................................................................25%20%0DAnnex%201%20................................................................................................................25%20%0DAnnex%202%20................................................................................................................26%20%0D5%20Coordinated%20Supervision%20Committee%20-%20A%20Guide%20for%20exercising%20data%20subjects%E2%80%99%20rights%20July%202023%20%0DIndividuals%20whose%20personal%20data%20are%20collected%2C%20held%20or%20otherwise%20processed%20by%20Europol%20are%20entitled%20to%20rights%20regarding%20their%20personal%20data%2C%20namely%20the%20right%20of%20access%2C%20right%20to%20rectification%2C%20erasure%20and%20restriction%20of%20personal%20data%20and%20the%20right%20to%20have%20the%20legality%20of%20transfer%20of%20his%20or%20her%20personal%20data%20verified%20by%20a%20national%20supervisory%20authority.%20%0DThis%20Guide%20describes%20the%20modalities%20for%20exercising%20those%20rights.%20%0DThe%20Guide%20is%20divided%20into%20three%20sections:%20%28I%29%20data%20categories%20and%20exchange%20of%20personal%20data%20between%20Member%20States%20and%20Europol%2C%20%28II%29%20the%20rights%20granted%20to%20the%20individuals%20whose%20personal%20data%20are%20processed%20in%20Europol%E2%80%99s%20Information%20Systems%20and%20%28III%29%20a%20description%20of%20the%20procedure%20for%20exercising%20the%20right%20of%20access%20in%20each%20of%20the%20countries%20concerned.%20%0D1.%20DATA%20CATEGORIES%20AND%20EXCHANGE%20OF%20PERSONAL%20DATA%20BETWEEN%20MEMBER%20STATES%20AND%20EUROPOL%20%0DEuropol%20processes%20personal%20data%20based%20on%20Regulation%20%28EU%29%202016/794%20of%20the%20European%20Parliament%20and%20of%20the%20Council%20of%2011%20May%202016%20on%20the%20European%20Union%20Agency%20for%20Law%20Enforcement%20Cooperation%20%28Europol%29%20%28hereinafter%20%E2%80%9CEuropol%20Regulation%E2%80%9D%29%2C%20as%20amended%20by%20Regulation%202022/991%20of%20the%20European%20Parliament%20and%20of%20the%20Council%20of%208%20June%202022%20%28hereinafter%20%E2%80%9CRegulation%20amending%20Europol%20Regulation%E2%80%9D%29.%20%0DCategories%20of%20personal%20data%20processed%20%0DPersonal%20data%20collected%20and%20processed%20by%20Europol%20relate%20to:%20%0Da%29%20persons%20who%2C%20in%20accordance%20with%20the%20national%20law%20of%20the%20Member%20State%20concerned%2C%20are%20suspected%20of%20having%20committed%20or%20having%20taken%20part%20in%20a%20criminal%20offence%20in%20respect%20of%20which%20Europol%20is%20competent%2C%20or%20who%20have%20been%20convicted%20of%20such%20an%20offence%3B%20%0Db%29%20persons%20regarding%20whom%20there%20are%20factual%20indications%20or%20reasonable%20grounds%20under%20the%20national%20law%20of%20the%20Member%20State%20concerned%20to%20believe%20that%20they%20will%20commit%20criminal%20offences%20in%20respect%20of%20which%20Europol%20is%20competent%3B%20%0Dc%29%20persons%20who%20might%20be%20called%20on%20to%20testify%20in%20investigations%20in%20connection%20with%20the%20offences%20under%20consideration%20or%20in%20subsequent%20criminal%20proceedings%3B%20%0D%0D6%20Coordinated%20Supervision%20Committee%20-%20A%20Guide%20for%20exercising%20data%20subjects%E2%80%99%20rights%20July%202023%20%0Dd%29%20persons%20who%20have%20been%20the%20victims%20of%20one%20of%20the%20offences%20under%20consideration%20or%20with%20regard%20to%20whom%20certain%20facts%20give%20reasons%20to%20believe%20that%20they%20could%20be%20the%20victims%20of%20such%20an%20offence%3B%20%0De%29%20contacts%20and%20associates%3B%20and%20%0Df%29%20persons%20who%20can%20provide%20information%20on%20the%20criminal%20offences%20under%20consideration.%20%0D%0DThe%20categories%20of%20personal%20data%20and%20categories%20of%20data%20subjects%20whose%20data%20may%20be%20collected%20and%20processed%20for%20each%20purpose%20referred%20to%20in%20Article%2018%282%29%20are%20listed%20in%20Annex%20II%20to%20the%20Europol%20Regulation1.%20%0D1%20Regulation%20%28EU%29%202016/794%20of%20the%20European%20Parliament%20and%20of%20the%20Council%20of%2011%20May%202016%20on%20the%20European%20Union%20Agency%20for%20Law%20Enforcement%20Cooperation%20%28Europol%29%20and%20replacing%20and%20repealing%20Council%20Decisions%202009/371/JHA%2C%202009/934/JHA%2C%202009/935/JHA%2C%202009/936/JHA%20and%202009/968/JHA%2C%20page%2057%20%0DProcessing%20of%20personal%20data%2C%20by%20automated%20or%20other%20means%2C%20revealing%20racial%20or%20ethnic%20origin%2C%20political%20opinions%2C%20religious%20or%20philosophical%20beliefs%20or%20trade%20union%20membership%20and%20processing%20of%20genetic%20data%2C%20biometric%20data%20for%20the%20purpose%20of%20uniquely%20identifying%20a%20natural%20person%2C%20or%20data%20concerning%20a%20person%27s%20health%20or%20sex%20life%20shall%20be%20allowed%20only%20where%20strictly%20necessary%20and%20proportionate%20for%20the%20purposes%20of%20research%20and%20innovation%20projects%20pursuant%20to%20Article%2033a%20and%20for%20operational%20purposes%2C%20within%20Europol%E2%80%99s%20objectives%2C%20and%20only%20for%20preventing%20or%20combating%20crime%20that%20falls%20within%20Europol%E2%80%99s%20objectives.%20Such%20processing%20shall%20also%20be%20subject%20to%20appropriate%20safeguards%20laid%20down%20in%20this%20Regulation%20with%20regard%20to%20the%20rights%20and%20freedoms%20of%20the%20data%20subject%2C%20and%2C%20with%20the%20exception%20of%20biometric%20data%20processed%20for%20the%20purpose%20of%20uniquely%20identifying%20a%20natural%20person%2C%20shall%20be%20allowed%20only%20if%20those%20data%20supplement%20other%20personal%20data%20processed%20by%20Europol.%20%0DThe%20selection%20of%20a%20particular%20group%20of%20persons%20solely%20on%20the%20basis%20of%20such%20personal%20data%20shall%20be%20prohibited.%20%0DExchange%20of%20personal%20data%20%0DEuropol%20should%20be%20a%20hub%20for%20information%20exchange%20in%20the%20Union.%20Information%20collected%2C%20stored%2C%20processed%2C%20analysed%20and%20exchanged%20by%20Europol%20includes%20criminal%20intelligence%20which%20relates%20to%20information%20about%20crime%20or%20criminal%20activities%20falling%20within%20the%20scope%20of%20Europol%E2%80%99s%20objectives%2C%20obtained%20with%20a%20view%20to%20establishing%20whether%20concrete%20criminal%20acts%20have%20been%20committed%20or%20may%20be%20committed%20in%20the%20future.%20%0D7%20Coordinated%20Supervision%20Committee%20-%20A%20Guide%20for%20exercising%20data%20subjects%E2%80%99%20rights%20July%202023%20%0DIn%20order%20to%20ensure%20an%20effective%20cooperation%20between%20Europol%20and%20Member%20States%2C%20a%20national%20unit%20should%20be%20set%20up%20in%20each%20Member%20State.%20The%20national%20unit%20should%20be%20the%20liaison%20link%20between%20national%20competent%20authorities%20and%20Europol.%20To%20ensure%20a%20continuous%20and%20effective%20exchange%20of%20information%20between%20Europol%20and%20the%20national%20units%2C%20and%20to%20facilitate%20their%20cooperation%2C%20each%20national%20unit%20should%20designate%20at%20least%20one%20liaison%20officer%20to%20be%20attached%20to%20Europol.%20The%20liaison%20officers%20shall%20assist%20in%20the%20exchange%20of%20information%20between%20Europol%20and%20their%20Member%20States.%20%0DAlso%2C%20liaison%20officers%20shall%20assist%20in%20the%20exchange%20of%20information%20between%20their%20Member%20States%20and%20the%20liaison%20officers%20of%20other%20Member%20States%2C%20third%20countries%20and%20international%20organisations.%20%0D2.%20RIGHTS%20GRANTED%20TO%20INDIVIDUALS%20WHOSE%20DATA%20ARE%20PROCESSED%20BY%20EUROPOL%20%0DIn%20accordance%20with%20data%20protection%20principles%2C%20all%20individuals%20whose%20data%20are%20processed%20by%20Europol%20are%20granted%20specific%20rights%20by%20the%20aforementioned%20Europol%20Regulation.%20%0DThese%20are%20basically:%20%0D%EF%82%A7%20the%20right%20of%20access%20to%20data%20relating%20to%20them%20stored%20by%20Europol%3B%20%0D%EF%82%A7%20the%20right%20to%20rectification%2C%20erasure%20and%20restriction%3B%20%0D%EF%82%A7%20the%20right%20to%20have%20the%20legality%20of%20data%20relating%20to%20them%20transferred%20to%20Europol%20verified%3B%20%0D%EF%82%A7%20the%20right%20to%20bring%20proceedings%20before%20the%20court%20or%20competent%20authorities%20to%20correct%20or%20delete%20data%20or%20to%20obtain%20compensation.%20%0D%0DAnyone%20exercising%20any%20of%20these%20rights%20can%20apply%20to%20the%20authority%20appointed%20for%20that%20purpose%20in%20the%20Member%20State%20of%20his%20or%20her%20choice.%20That%20authority%20shall%20refer%20the%20request%20to%20Europol%20without%20delay%20and%20in%20any%20case%20within%20one%20month%20of%20receipt.%20%0DDeadlines%20for%20replies%20to%20individuals%E2%80%99%20requests%20%0DWhen%20an%20individual%20exercises%20his/her%20right%20of%20access%2C%20his/her%20right%20to%20rectification%2C%20erasure%20and%20restriction%2C%20Europol%20shall%20answer%20it%20without%20undue%20delay%2C%20and%20in%20any%20case%20within%20three%20months%20of%20receipt%20by%20Europol%20of%20the%20request%20from%20the%20national%20authority.%20%0D8%20Coordinated%20Supervision%20Committee%20-%20A%20Guide%20for%20exercising%20data%20subjects%E2%80%99%20rights%20July%202023%20%0D2.1.%20Right%20of%20access%20%0DThe%20right%20of%20access%20is%20the%20possibility%20for%20anyone%20who%20so%20requests%20to%20consult%20the%20information%20relating%20to%20him/her%20stored%20in%20a%20data%20file.%20This%20is%20a%20fundamental%20principle%20of%20data%20protection%20which%20enables%20data%20subjects%20to%20exercise%20control%20over%20personal%20data%20which%20is%20being%20processed%20by%20the%20controller%2C%20namely%20by%20Europol.%20%0DThis%20right%20is%20expressly%20provided%20for%20in%20Article%2036%20of%20Europol%20Regulation%2C%20and%20Article%2080%20of%20Regulation%20%28EU%29%202018/1725.%20%0DAny%20data%20subject%20wishing%20to%20exercise%20the%20right%20of%20access%20to%20personal%20data%20relating%20to%20him%20or%20her%20may%20make%20a%20request%20to%20that%20effect%20to%20the%20authority%20appointed%20for%20that%20purpose%20in%20the%20Member%20State%20of%20his%20or%20her%20choice%2C%20or%20to%20Europol.%20Where%20the%20request%20is%20made%20to%20that%20authority%2C%20it%20shall%20refer%20the%20request%20to%20Europol%20without%20delay%20and%20in%20any%20case%20within%20one%20month%20of%20receipt.%20%0DEuropol%20shall%20answer%20it%20without%20undue%20delay%20and%20in%20any%20case%20within%20three%20months%20of%20receipt%20by%20Europol%20of%20the%20request%20from%20the%20national%20authority.%20%0DEuropol%20shall%20consult%20the%20competent%20authorities%20of%20the%20Member%20States%20and%20the%20provider%20of%20the%20data%20concerned%20so%20that%20they%20could%20have%20the%20opportunity%20to%20state%20their%20position%20as%20to%20the%20possibility%20of%20disclosing%20the%20data%20to%20the%20applicant%2C%20and%20to%20object%20to%20Europol%27s%20proposed%20response.%20In%20the%20latter%20case%2C%20the%20Member%20State%20or%20the%20provider%20of%20the%20data%20concerned%20shall%20notify%20Europol%20of%20the%20reasons%20for%20its%20objection.%20%0DAccording%20to%20Article%2081%20of%20Regulation%20%28EU%29%202018/1725%2C%20Europol%20may%20restrict%2C%20wholly%20or%20partly%2C%20the%20right%20of%20access%20of%20the%20extent%20that%2C%20and%20for%20as%20long%20as%20such%20a%20partial%20or%20complete%20restriction%20constitutes%20a%20necessary%20and%20proportionate%20measure%20in%20a%20democratic%20society%20with%20due%20regard%20for%20the%20fundamental%20rights%20and%20legitimate%20interests%20of%20the%20natural%20person%20concerned%2C%20in%20order%20to:%20%0Da%29%20avoid%20obstructing%20official%20or%20legal%20inquiries%2C%20investigations%20or%20procedures%3B%20%0Db%29%20avoid%20prejudicing%20the%20prevention%2C%20detection%2C%20investigation%20or%20prosecution%20of%20criminal%20offences%20or%20the%20execution%20of%20criminal%20penalties%3B%20%0Dc%29%20protect%20the%20public%20security%20of%20Member%20States%3B%20%0Dd%29%20protect%20the%20national%20security%20of%20Member%20States%3B%20%0De%29%20protect%20the%20rights%20and%20freedoms%20of%20others%2C%20such%20as%20victims%20and%20witnesses.%20%0D%0DIn%20the%20cases%20referred%20above%2C%20Europol%20shall%20inform%20the%20data%20subject%2C%20without%20undue%20delay%2C%20in%20writing%20of%20any%20refusal%20or%20restriction%20of%20access%20and%20of%20the%20reasons%20for%20the%20refusal%20or%20the%20restriction.%20Such%20%0D9%20Coordinated%20Supervision%20Committee%20-%20A%20Guide%20for%20exercising%20data%20subjects%E2%80%99%20rights%20July%202023%20%0Dinformation%20may%20be%20omitted%20where%20the%20provision%20thereof%20would%20undermine%20one%20of%20the%20purpose%20above.%20%0D2.2.%20Right%20to%20rectification%2C%20erasure%20and%20restriction%20%0DBesides%20the%20right%20of%20access%2C%20there%20is%20also%20the%20right%20to%20request%20Europol%2C%20through%20the%20authority%20appointed%20for%20that%20purpose%20in%20the%20Member%20State%20of%20his%20or%20her%20choice%2C%20or%20to%20Europol%2C%20to%20rectify%20personal%20data%20concerning%20him%20or%20her%20held%20by%20Europol%20if%20they%20are%20incorrect%20or%20to%20complete%20or%20update%20the%20personal%20data.%20%0DThe%20data%20subjects%20have%20also%20the%20right%20to%20request%20Europol%2C%20directly%20or%20through%20the%20authority%20appointed%20for%20that%20purpose%20in%20the%20Member%20State%20of%20his%20or%20her%20choice%2C%20to%20erase%20personal%20data%20relating%20to%20him%20or%20her%20held%20by%20Europol%20if%20they%20are%20no%20longer%20required%20for%20the%20purposes%20for%20which%20they%20are%20collected%20or%20are%20further%20processed.%20%0DIf%20there%20are%20reasonable%20grounds%20to%20believe%20that%20erasure%20could%20affect%20the%20legitimate%20interests%20of%20the%20data%20subjects%2C%20Europol%20shall%20restrict%20rather%20than%20erase%20personal%20data.%20Restricted%20data%20shall%20be%20processed%20only%20for%20the%20purpose%20of%20protecting%20the%20rights%20of%20the%20data%20subject%2C%20where%20it%20is%20necessary%20to%20protect%20the%20vital%20interests%20of%20the%20data%20subject%20or%20of%20another%20person%2C%20or%20for%20the%20purposes%20laid%20down%20in%20Article%2082%284%29%20of%20Regulation%20%28EU%29%202018/1725%20and%20listed%20below:%20%0Da%29%20avoid%20obstructing%20official%20or%20legal%20inquiries%2C%20investigations%20or%20procedures%3B%20%0Db%29%20avoid%20prejudicing%20the%20preve
file:Secretariat%20postal%20address:%20Rue%20Wiertz%2060%2C%20B-1047%20Brussels%20Offices:%20Rue%20Montoyer%2030%2C%20B-1000%20Brussels%20E-mail%20:%20csc-secretariat%40edpb.europa.eu%20%0D%20%0DEUROPOL%E2%80%99S%20INFORMATION%20SYSTEMS%20%0DA%20GUIDE%20FOR%20EXERCISING%20DATA%20SUBJECTS%E2%80%99%20RIGHTS:%20%0DTHE%20RIGHT%20OF%20ACCESS%2C%20RECTIFICATION%2C%20ERASURE%20AND%20RESTRICTION%20%0DCoordinated%20Supervision%20Committee%20-%20A%20Guide%20for%20exercising%20data%20subjects%E2%80%99%20rights%20vis-%C3%A0-vis%20Europol%20July%202023%20%0DThis%20guide%20was%20compiled%20by%20the%20Coordinated%20Supervision%20Committee.%20%0DThe%20national%20contributions%2C%20and%20any%20translations%20of%20this%20guide%20into%20languages%20other%20than%20English%2C%20are%20the%20responsibility%20of%20each%20national%20supervisory%20authority%20and%20they%20do%20not%20necessarily%20reflect%20the%20official%20position%20of%20the%20CSC.%20The%20CSC%20does%20not%20guarantee%20the%20accuracy%20of%20the%20information%20included%20in%20the%20national%20contributions%20and%20any%20questions%20should%20be%20address%20to%20the%20respective%20national%20supervisory%20authorities.%20Neither%20the%20CSC%20nor%20any%20person%20acting%20on%20the%20CSC%E2%80%99s%20behalf%20may%20be%20held%20responsible%20for%20the%20use%20which%20may%20be%20made%20of%20the%20information%20contained%20therein.%20%0DSecretariat%20postal%20address:%20Rue%20Wiertz%2060%2C%20B-1047%20Brussels%20%0DOffices:%20Rue%20Montoyer%2030%2C%20B-1000%20Brussels%20%0DE-mail%20:%20csc-secretariat%40edpb.europa.eu%20%0D3%20Coordinated%20Supervision%20Committee%20-%20A%20Guide%20for%20exercising%20data%20subjects%E2%80%99%20rights%20July%202023%20%0DTABLE%20OF%20CONTENTS%20%0D1.%20DATA%20CATEGORIES%20AND%20EXCHANGE%20OF%20PERSONAL%20DATA%20BETWEEN%20MEMBER%20STATES%20AND%20EUROPOL%20........................................................................................................5%20%0D2.%20RIGHTS%20GRANTED%20TO%20INDIVIDUALS%20WHOSE%20DATA%20ARE%20PROCESSED%20BY%20EUROPOL%20.......7%20%0D2.1.%20Right%20of%20access..................................................................................................8%20%0D2.2.%20Right%20to%20rectification%2C%20erasure%20and%20restriction%20.....................................................9%20%0D2.3.%20Right%20to%20have%20the%20legality%20of%20data%20relating%20to%20them%20transferred%20to%20Europol%20verified%20........................................................................................................10%20%0D2.4.%20Remedies:%20the%20right%20to%20complain%20to%20EDPS%20or%20to%20initiate%20a%20judicial%20proceeding......10%20%0D3.%20CONTACT%20POINTS%20..................................................................................................11%20%0D3.1.%20AUSTRIA%20...............................................................................................................12%20%0D3.2.%20BELGIUM%20..............................................................................................................12%20%0D3.3.%20BULGARIA%20.............................................................................................................12%20%0D3.4.%20CROATIA%20...............................................................................................................13%20%0D3.5.%20CYPRUS.................................................................................................................13%20%0D3.6.%20CZECH%20REPUBLIC%20...................................................................................................14%20%0D3.7.%20ESTONIA%20...............................................................................................................14%20%0D3.8.%20FINLAND%20...............................................................................................................15%20%0D3.9.%20FRANCE%20................................................................................................................15%20%0D3.10.%20GERMANY%20.............................................................................................................16%20%0D3.11.%20GREECE.................................................................................................................16%20%0D3.12.%20HUNGARY%20.............................................................................................................17%20%0D3.13.%20IRELAND%20...............................................................................................................17%20%0D3.14.%20ITALY%20....................................................................................................................18%20%0D3.15.%20LATVIA%20..................................................................................................................18%20%0D3.16.%20LITHUANIA%20............................................................................................................19%20%0D3.17.%20LUXEMBOURG%20......................................................................................................19%20%0D3.18.%20MALTA..................................................................................................................20%20%0D4%20Coordinated%20Supervision%20Committee%20-%20A%20Guide%20for%20exercising%20data%20subjects%E2%80%99%20rights%20July%202023%20%0D3.19.%20NETHERLANDS%20......................................................................................................20%20%0D3.20.%20POLAND................................................................................................................21%20%0D3.21.%20PORTUGAL%20............................................................................................................21%20%0D3.22.%20ROMANIA%20.............................................................................................................21%20%0D3.23.%20SLOVAK%20REPUBLIC%20.................................................................................................22%20%0D3.24.%20SLOVENIA%20.............................................................................................................23%20%0D3.25.%20SPAIN%20...................................................................................................................23%20%0D3.26.%20SWEDEN%20...............................................................................................................24%20%0DANNEXES%20%28TEMPLATE%20LETTERS%29%20......................................................................................25%20%0DAnnex%201%20................................................................................................................25%20%0DAnnex%202%20................................................................................................................26%20%0D5%20Coordinated%20Supervision%20Committee%20-%20A%20Guide%20for%20exercising%20data%20subjects%E2%80%99%20rights%20July%202023%20%0DIndividuals%20whose%20personal%20data%20are%20collected%2C%20held%20or%20otherwise%20processed%20by%20Europol%20are%20entitled%20to%20rights%20regarding%20their%20personal%20data%2C%20namely%20the%20right%20of%20access%2C%20right%20to%20rectification%2C%20erasure%20and%20restriction%20of%20personal%20data%20and%20the%20right%20to%20have%20the%20legality%20of%20transfer%20of%20his%20or%20her%20personal%20data%20verified%20by%20a%20national%20supervisory%20authority.%20%0DThis%20Guide%20describes%20the%20modalities%20for%20exercising%20those%20rights.%20%0DThe%20Guide%20is%20divided%20into%20three%20sections:%20%28I%29%20data%20categories%20and%20exchange%20of%20personal%20data%20between%20Member%20States%20and%20Europol%2C%20%28II%29%20the%20rights%20granted%20to%20the%20individuals%20whose%20personal%20data%20are%20processed%20in%20Europol%E2%80%99s%20Information%20Systems%20and%20%28III%29%20a%20description%20of%20the%20procedure%20for%20exercising%20the%20right%20of%20access%20in%20each%20of%20the%20countries%20concerned.%20%0D1.%20DATA%20CATEGORIES%20AND%20EXCHANGE%20OF%20PERSONAL%20DATA%20BETWEEN%20MEMBER%20STATES%20AND%20EUROPOL%20%0DEuropol%20processes%20personal%20data%20based%20on%20Regulation%20%28EU%29%202016/794%20of%20the%20European%20Parliament%20and%20of%20the%20Council%20of%2011%20May%202016%20on%20the%20European%20Union%20Agency%20for%20Law%20Enforcement%20Cooperation%20%28Europol%29%20%28hereinafter%20%E2%80%9CEuropol%20Regulation%E2%80%9D%29%2C%20as%20amended%20by%20Regulation%202022/991%20of%20the%20European%20Parliament%20and%20of%20the%20Council%20of%208%20June%202022%20%28hereinafter%20%E2%80%9CRegulation%20amending%20Europol%20Regulation%E2%80%9D%29.%20%0DCategories%20of%20personal%20data%20processed%20%0DPersonal%20data%20collected%20and%20processed%20by%20Europol%20relate%20to:%20%0Da%29%20persons%20who%2C%20in%20accordance%20with%20the%20national%20law%20of%20the%20Member%20State%20concerned%2C%20are%20suspected%20of%20having%20committed%20or%20having%20taken%20part%20in%20a%20criminal%20offence%20in%20respect%20of%20which%20Europol%20is%20competent%2C%20or%20who%20have%20been%20convicted%20of%20such%20an%20offence%3B%20%0Db%29%20persons%20regarding%20whom%20there%20are%20factual%20indications%20or%20reasonable%20grounds%20under%20the%20national%20law%20of%20the%20Member%20State%20concerned%20to%20believe%20that%20they%20will%20commit%20criminal%20offences%20in%20respect%20of%20which%20Europol%20is%20competent%3B%20%0Dc%29%20persons%20who%20might%20be%20called%20on%20to%20testify%20in%20investigations%20in%20connection%20with%20the%20offences%20under%20consideration%20or%20in%20subsequent%20criminal%20proceedings%3B%20%0D%0D6%20Coordinated%20Supervision%20Committee%20-%20A%20Guide%20for%20exercising%20data%20subjects%E2%80%99%20rights%20July%202023%20%0Dd%29%20persons%20who%20have%20been%20the%20victims%20of%20one%20of%20the%20offences%20under%20consideration%20or%20with%20regard%20to%20whom%20certain%20facts%20give%20reasons%20to%20believe%20that%20they%20could%20be%20the%20victims%20of%20such%20an%20offence%3B%20%0De%29%20contacts%20and%20associates%3B%20and%20%0Df%29%20persons%20who%20can%20provide%20information%20on%20the%20criminal%20offences%20under%20consideration.%20%0D%0DThe%20categories%20of%20personal%20data%20and%20categories%20of%20data%20subjects%20whose%20data%20may%20be%20collected%20and%20processed%20for%20each%20purpose%20referred%20to%20in%20Article%2018%282%29%20are%20listed%20in%20Annex%20II%20to%20the%20Europol%20Regulation1.%20%0D1%20Regulation%20%28EU%29%202016/794%20of%20the%20European%20Parliament%20and%20of%20the%20Council%20of%2011%20May%202016%20on%20the%20European%20Union%20Agency%20for%20Law%20Enforcement%20Cooperation%20%28Europol%29%20and%20replacing%20and%20repealing%20Council%20Decisions%202009/371/JHA%2C%202009/934/JHA%2C%202009/935/JHA%2C%202009/936/JHA%20and%202009/968/JHA%2C%20page%2057%20%0DProcessing%20of%20personal%20data%2C%20by%20automated%20or%20other%20means%2C%20revealing%20racial%20or%20ethnic%20origin%2C%20political%20opinions%2C%20religious%20or%20philosophical%20beliefs%20or%20trade%20union%20membership%20and%20processing%20of%20genetic%20data%2C%20biometric%20data%20for%20the%20purpose%20of%20uniquely%20identifying%20a%20natural%20person%2C%20or%20data%20concerning%20a%20person%27s%20health%20or%20sex%20life%20shall%20be%20allowed%20only%20where%20strictly%20necessary%20and%20proportionate%20for%20the%20purposes%20of%20research%20and%20innovation%20projects%20pursuant%20to%20Article%2033a%20and%20for%20operational%20purposes%2C%20within%20Europol%E2%80%99s%20objectives%2C%20and%20only%20for%20preventing%20or%20combating%20crime%20that%20falls%20within%20Europol%E2%80%99s%20objectives.%20Such%20processing%20shall%20also%20be%20subject%20to%20appropriate%20safeguards%20laid%20down%20in%20this%20Regulation%20with%20regard%20to%20the%20rights%20and%20freedoms%20of%20the%20data%20subject%2C%20and%2C%20with%20the%20exception%20of%20biometric%20data%20processed%20for%20the%20purpose%20of%20uniquely%20identifying%20a%20natural%20person%2C%20shall%20be%20allowed%20only%20if%20those%20data%20supplement%20other%20personal%20data%20processed%20by%20Europol.%20%0DThe%20selection%20of%20a%20particular%20group%20of%20persons%20solely%20on%20the%20basis%20of%20such%20personal%20data%20shall%20be%20prohibited.%20%0DExchange%20of%20personal%20data%20%0DEuropol%20should%20be%20a%20hub%20for%20information%20exchange%20in%20the%20Union.%20Information%20collected%2C%20stored%2C%20processed%2C%20analysed%20and%20exchanged%20by%20Europol%20includes%20criminal%20intelligence%20which%20relates%20to%20information%20about%20crime%20or%20criminal%20activities%20falling%20within%20the%20scope%20of%20Europol%E2%80%99s%20objectives%2C%20obtained%20with%20a%20view%20to%20establishing%20whether%20concrete%20criminal%20acts%20have%20been%20committed%20or%20may%20be%20committed%20in%20the%20future.%20%0D7%20Coordinated%20Supervision%20Committee%20-%20A%20Guide%20for%20exercising%20data%20subjects%E2%80%99%20rights%20July%202023%20%0DIn%20order%20to%20ensure%20an%20effective%20cooperation%20between%20Europol%20and%20Member%20States%2C%20a%20national%20unit%20should%20be%20set%20up%20in%20each%20Member%20State.%20The%20national%20unit%20should%20be%20the%20liaison%20link%20between%20national%20competent%20authorities%20and%20Europol.%20To%20ensure%20a%20continuous%20and%20effective%20exchange%20of%20information%20between%20Europol%20and%20the%20national%20units%2C%20and%20to%20facilitate%20their%20cooperation%2C%20each%20national%20unit%20should%20designate%20at%20least%20one%20liaison%20officer%20to%20be%20attached%20to%20Europol.%20The%20liaison%20officers%20shall%20assist%20in%20the%20exchange%20of%20information%20between%20Europol%20and%20their%20Member%20States.%20%0DAlso%2C%20liaison%20officers%20shall%20assist%20in%20the%20exchange%20of%20information%20between%20their%20Member%20States%20and%20the%20liaison%20officers%20of%20other%20Member%20States%2C%20third%20countries%20and%20international%20organisations.%20%0D2.%20RIGHTS%20GRANTED%20TO%20INDIVIDUALS%20WHOSE%20DATA%20ARE%20PROCESSED%20BY%20EUROPOL%20%0DIn%20accordance%20with%20data%20protection%20principles%2C%20all%20individuals%20whose%20data%20are%20processed%20by%20Europol%20are%20granted%20specific%20rights%20by%20the%20aforementioned%20Europol%20Regulation.%20%0DThese%20are%20basically:%20%0D%EF%82%A7%20the%20right%20of%20access%20to%20data%20relating%20to%20them%20stored%20by%20Europol%3B%20%0D%EF%82%A7%20the%20right%20to%20rectification%2C%20erasure%20and%20restriction%3B%20%0D%EF%82%A7%20the%20right%20to%20have%20the%20legality%20of%20data%20relating%20to%20them%20transferred%20to%20Europol%20verified%3B%20%0D%EF%82%A7%20the%20right%20to%20bring%20proceedings%20before%20the%20court%20or%20competent%20authorities%20to%20correct%20or%20delete%20data%20or%20to%20obtain%20compensation.%20%0D%0DAnyone%20exercising%20any%20of%20these%20rights%20can%20apply%20to%20the%20authority%20appointed%20for%20that%20purpose%20in%20the%20Member%20State%20of%20his%20or%20her%20choice.%20That%20authority%20shall%20refer%20the%20request%20to%20Europol%20without%20delay%20and%20in%20any%20case%20within%20one%20month%20of%20receipt.%20%0DDeadlines%20for%20replies%20to%20individuals%E2%80%99%20requests%20%0DWhen%20an%20individual%20exercises%20his/her%20right%20of%20access%2C%20his/her%20right%20to%20rectification%2C%20erasure%20and%20restriction%2C%20Europol%20shall%20answer%20it%20without%20undue%20delay%2C%20and%20in%20any%20case%20within%20three%20months%20of%20receipt%20by%20Europol%20of%20the%20request%20from%20the%20national%20authority.%20%0D8%20Coordinated%20Supervision%20Committee%20-%20A%20Guide%20for%20exercising%20data%20subjects%E2%80%99%20rights%20July%202023%20%0D2.1.%20Right%20of%20access%20%0DThe%20right%20of%20access%20is%20the%20possibility%20for%20anyone%20who%20so%20requests%20to%20consult%20the%20information%20relating%20to%20him/her%20stored%20in%20a%20data%20file.%20This%20is%20a%20fundamental%20principle%20of%20data%20protection%20which%20enables%20data%20subjects%20to%20exercise%20control%20over%20personal%20data%20which%20is%20being%20processed%20by%20the%20controller%2C%20namely%20by%20Europol.%20%0DThis%20right%20is%20expressly%20provided%20for%20in%20Article%2036%20of%20Europol%20Regulation%2C%20and%20Article%2080%20of%20Regulation%20%28EU%29%202018/1725.%20%0DAny%20data%20subject%20wishing%20to%20exercise%20the%20right%20of%20access%20to%20personal%20data%20relating%20to%20him%20or%20her%20may%20make%20a%20request%20to%20that%20effect%20to%20the%20authority%20appointed%20for%20that%20purpose%20in%20the%20Member%20State%20of%20his%20or%20her%20choice%2C%20or%20to%20Europol.%20Where%20the%20request%20is%20made%20to%20that%20authority%2C%20it%20shall%20refer%20the%20request%20to%20Europol%20without%20delay%20and%20in%20any%20case%20within%20one%20month%20of%20receipt.%20%0DEuropol%20shall%20answer%20it%20without%20undue%20delay%20and%20in%20any%20case%20within%20three%20months%20of%20receipt%20by%20Europol%20of%20the%20request%20from%20the%20national%20authority.%20%0DEuropol%20shall%20consult%20the%20competent%20authorities%20of%20the%20Member%20States%20and%20the%20provider%20of%20the%20data%20concerned%20so%20that%20they%20could%20have%20the%20opportunity%20to%20state%20their%20position%20as%20to%20the%20possibility%20of%20disclosing%20the%20data%20to%20the%20applicant%2C%20and%20to%20object%20to%20Europol%27s%20proposed%20response.%20In%20the%20latter%20case%2C%20the%20Member%20State%20or%20the%20provider%20of%20the%20data%20concerned%20shall%20notify%20Europol%20of%20the%20reasons%20for%20its%20objection.%20%0DAccording%20to%20Article%2081%20of%20Regulation%20%28EU%29%202018/1725%2C%20Europol%20may%20restrict%2C%20wholly%20or%20partly%2C%20the%20right%20of%20access%20of%20the%20extent%20that%2C%20and%20for%20as%20long%20as%20such%20a%20partial%20or%20complete%20restriction%20constitutes%20a%20necessary%20and%20proportionate%20measure%20in%20a%20democratic%20society%20with%20due%20regard%20for%20the%20fundamental%20rights%20and%20legitimate%20interests%20of%20the%20natural%20person%20concerned%2C%20in%20order%20to:%20%0Da%29%20avoid%20obstructing%20official%20or%20legal%20inquiries%2C%20investigations%20or%20procedures%3B%20%0Db%29%20avoid%20prejudicing%20the%20prevention%2C%20detection%2C%20investigation%20or%20prosecution%20of%20criminal%20offences%20or%20the%20execution%20of%20criminal%20penalties%3B%20%0Dc%29%20protect%20the%20public%20security%20of%20Member%20States%3B%20%0Dd%29%20protect%20the%20national%20security%20of%20Member%20States%3B%20%0De%29%20protect%20the%20rights%20and%20freedoms%20of%20others%2C%20such%20as%20victims%20and%20witnesses.%20%0D%0DIn%20the%20cases%20referred%20above%2C%20Europol%20shall%20inform%20the%20data%20subject%2C%20without%20undue%20delay%2C%20in%20writing%20of%20any%20refusal%20or%20restriction%20of%20access%20and%20of%20the%20reasons%20for%20the%20refusal%20or%20the%20restriction.%20Such%20%0D9%20Coordinated%20Supervision%20Committee%20-%20A%20Guide%20for%20exercising%20data%20subjects%E2%80%99%20rights%20July%202023%20%0Dinformation%20may%20be%20omitted%20where%20the%20provision%20thereof%20would%20undermine%20one%20of%20the%20purpose%20above.%20%0D2.2.%20Right%20to%20rectification%2C%20erasure%20and%20restriction%20%0DBesides%20the%20right%20of%20access%2C%20there%20is%20also%20the%20right%20to%20request%20Europol%2C%20through%20the%20authority%20appointed%20for%20that%20purpose%20in%20the%20Member%20State%20of%20his%20or%20her%20choice%2C%20or%20to%20Europol%2C%20to%20rectify%20personal%20data%20concerning%20him%20or%20her%20held%20by%20Europol%20if%20they%20are%20incorrect%20or%20to%20complete%20or%20update%20the%20personal%20data.%20%0DThe%20data%20subjects%20have%20also%20the%20right%20to%20request%20Europol%2C%20directly%20or%20through%20the%20authority%20appointed%20for%20that%20purpose%20in%20the%20Member%20State%20of%20his%20or%20her%20choice%2C%20to%20erase%20personal%20data%20relating%20to%20him%20or%20her%20held%20by%20Europol%20if%20they%20are%20no%20longer%20required%20for%20the%20purposes%20for%20which%20they%20are%20collected%20or%20are%20further%20processed.%20%0DIf%20there%20are%20reasonable%20grounds%20to%20believe%20that%20erasure%20could%20affect%20the%20legitimate%20interests%20of%20the%20data%20subjects%2C%20Europol%20shall%20restrict%20rather%20than%20erase%20personal%20data.%20Restricted%20data%20shall%20be%20processed%20only%20for%20the%20purpose%20of%20protecting%20the%20rights%20of%20the%20data%20subject%2C%20where%20it%20is%20necessary%20to%20protect%20the%20vital%20interests%20of%20the%20data%20subject%20or%20of%20another%20person%2C%20or%20for%20the%20purposes%20laid%20down%20in%20Article%2082%284%29%20of%20Regulation%20%28EU%29%202018/1725%20and%20listed%20below:%20%0Da%29%20avoid%20obstructing%20official%20or%20legal%20inquiries%2C%20investigations%20or%20procedures%3B%20%0Db%29%20avoid%20prejudicing%20the%20preve
file:Secretariat%20postal%20address:%20Rue%20Wiertz%2060%2C%20B-1047%20Brussels%20Offices:%20Rue%20Montoyer%2030%2C%20B-1000%20Brussels%20E-mail%20:%20csc-secretariat%40edpb.europa.eu%20%0D%20%0DEUROPOL%E2%80%99S%20INFORMATION%20SYSTEMS%20%0DA%20GUIDE%20FOR%20EXERCISING%20DATA%20SUBJECTS%E2%80%99%20RIGHTS:%20%0DTHE%20RIGHT%20OF%20ACCESS%2C%20RECTIFICATION%2C%20ERASURE%20AND%20RESTRICTION%20%0DCoordinated%20Supervision%20Committee%20-%20A%20Guide%20for%20exercising%20data%20subjects%E2%80%99%20rights%20vis-%C3%A0-vis%20Europol%20July%202023%20%0DThis%20guide%20was%20compiled%20by%20the%20Coordinated%20Supervision%20Committee.%20%0DThe%20national%20contributions%2C%20and%20any%20translations%20of%20this%20guide%20into%20languages%20other%20than%20English%2C%20are%20the%20responsibility%20of%20each%20national%20supervisory%20authority%20and%20they%20do%20not%20necessarily%20reflect%20the%20official%20position%20of%20the%20CSC.%20The%20CSC%20does%20not%20guarantee%20the%20accuracy%20of%20the%20information%20included%20in%20the%20national%20contributions%20and%20any%20questions%20should%20be%20address%20to%20the%20respective%20national%20supervisory%20authorities.%20Neither%20the%20CSC%20nor%20any%20person%20acting%20on%20the%20CSC%E2%80%99s%20behalf%20may%20be%20held%20responsible%20for%20the%20use%20which%20may%20be%20made%20of%20the%20information%20contained%20therein.%20%0DSecretariat%20postal%20address:%20Rue%20Wiertz%2060%2C%20B-1047%20Brussels%20%0DOffices:%20Rue%20Montoyer%2030%2C%20B-1000%20Brussels%20%0DE-mail%20:%20csc-secretariat%40edpb.europa.eu%20%0D3%20Coordinated%20Supervision%20Committee%20-%20A%20Guide%20for%20exercising%20data%20subjects%E2%80%99%20rights%20July%202023%20%0DTABLE%20OF%20CONTENTS%20%0D1.%20DATA%20CATEGORIES%20AND%20EXCHANGE%20OF%20PERSONAL%20DATA%20BETWEEN%20MEMBER%20STATES%20AND%20EUROPOL%20........................................................................................................5%20%0D2.%20RIGHTS%20GRANTED%20TO%20INDIVIDUALS%20WHOSE%20DATA%20ARE%20PROCESSED%20BY%20EUROPOL%20.......7%20%0D2.1.%20Right%20of%20access..................................................................................................8%20%0D2.2.%20Right%20to%20rectification%2C%20erasure%20and%20restriction%20.....................................................9%20%0D2.3.%20Right%20to%20have%20the%20legality%20of%20data%20relating%20to%20them%20transferred%20to%20Europol%20verified%20........................................................................................................10%20%0D2.4.%20Remedies:%20the%20right%20to%20complain%20to%20EDPS%20or%20to%20initiate%20a%20judicial%20proceeding......10%20%0D3.%20CONTACT%20POINTS%20..................................................................................................11%20%0D3.1.%20AUSTRIA%20...............................................................................................................12%20%0D3.2.%20BELGIUM%20..............................................................................................................12%20%0D3.3.%20BULGARIA%20.............................................................................................................12%20%0D3.4.%20CROATIA%20...............................................................................................................13%20%0D3.5.%20CYPRUS.................................................................................................................13%20%0D3.6.%20CZECH%20REPUBLIC%20...................................................................................................14%20%0D3.7.%20ESTONIA%20...............................................................................................................14%20%0D3.8.%20FINLAND%20...............................................................................................................15%20%0D3.9.%20FRANCE%20................................................................................................................15%20%0D3.10.%20GERMANY%20.............................................................................................................16%20%0D3.11.%20GREECE.................................................................................................................16%20%0D3.12.%20HUNGARY%20.............................................................................................................17%20%0D3.13.%20IRELAND%20...............................................................................................................17%20%0D3.14.%20ITALY%20....................................................................................................................18%20%0D3.15.%20LATVIA%20..................................................................................................................18%20%0D3.16.%20LITHUANIA%20............................................................................................................19%20%0D3.17.%20LUXEMBOURG%20......................................................................................................19%20%0D3.18.%20MALTA..................................................................................................................20%20%0D4%20Coordinated%20Supervision%20Committee%20-%20A%20Guide%20for%20exercising%20data%20subjects%E2%80%99%20rights%20July%202023%20%0D3.19.%20NETHERLANDS%20......................................................................................................20%20%0D3.20.%20POLAND................................................................................................................21%20%0D3.21.%20PORTUGAL%20............................................................................................................21%20%0D3.22.%20ROMANIA%20.............................................................................................................21%20%0D3.23.%20SLOVAK%20REPUBLIC%20.................................................................................................22%20%0D3.24.%20SLOVENIA%20.............................................................................................................23%20%0D3.25.%20SPAIN%20...................................................................................................................23%20%0D3.26.%20SWEDEN%20...............................................................................................................24%20%0DANNEXES%20%28TEMPLATE%20LETTERS%29%20......................................................................................25%20%0DAnnex%201%20................................................................................................................25%20%0DAnnex%202%20................................................................................................................26%20%0D5%20Coordinated%20Supervision%20Committee%20-%20A%20Guide%20for%20exercising%20data%20subjects%E2%80%99%20rights%20July%202023%20%0DIndividuals%20whose%20personal%20data%20are%20collected%2C%20held%20or%20otherwise%20processed%20by%20Europol%20are%20entitled%20to%20rights%20regarding%20their%20personal%20data%2C%20namely%20the%20right%20of%20access%2C%20right%20to%20rectification%2C%20erasure%20and%20restriction%20of%20personal%20data%20and%20the%20right%20to%20have%20the%20legality%20of%20transfer%20of%20his%20or%20her%20personal%20data%20verified%20by%20a%20national%20supervisory%20authority.%20%0DThis%20Guide%20describes%20the%20modalities%20for%20exercising%20those%20rights.%20%0DThe%20Guide%20is%20divided%20into%20three%20sections:%20%28I%29%20data%20categories%20and%20exchange%20of%20personal%20data%20between%20Member%20States%20and%20Europol%2C%20%28II%29%20the%20rights%20granted%20to%20the%20individuals%20whose%20personal%20data%20are%20processed%20in%20Europol%E2%80%99s%20Information%20Systems%20and%20%28III%29%20a%20description%20of%20the%20procedure%20for%20exercising%20the%20right%20of%20access%20in%20each%20of%20the%20countries%20concerned.%20%0D1.%20DATA%20CATEGORIES%20AND%20EXCHANGE%20OF%20PERSONAL%20DATA%20BETWEEN%20MEMBER%20STATES%20AND%20EUROPOL%20%0DEuropol%20processes%20personal%20data%20based%20on%20Regulation%20%28EU%29%202016/794%20of%20the%20European%20Parliament%20and%20of%20the%20Council%20of%2011%20May%202016%20on%20the%20European%20Union%20Agency%20for%20Law%20Enforcement%20Cooperation%20%28Europol%29%20%28hereinafter%20%E2%80%9CEuropol%20Regulation%E2%80%9D%29%2C%20as%20amended%20by%20Regulation%202022/991%20of%20the%20European%20Parliament%20and%20of%20the%20Council%20of%208%20June%202022%20%28hereinafter%20%E2%80%9CRegulation%20amending%20Europol%20Regulation%E2%80%9D%29.%20%0DCategories%20of%20personal%20data%20processed%20%0DPersonal%20data%20collected%20and%20processed%20by%20Europol%20relate%20to:%20%0Da%29%20persons%20who%2C%20in%20accordance%20with%20the%20national%20law%20of%20the%20Member%20State%20concerned%2C%20are%20suspected%20of%20having%20committed%20or%20having%20taken%20part%20in%20a%20criminal%20offence%20in%20respect%20of%20which%20Europol%20is%20competent%2C%20or%20who%20have%20been%20convicted%20of%20such%20an%20offence%3B%20%0Db%29%20persons%20regarding%20whom%20there%20are%20factual%20indications%20or%20reasonable%20grounds%20under%20the%20national%20law%20of%20the%20Member%20State%20concerned%20to%20believe%20that%20they%20will%20commit%20criminal%20offences%20in%20respect%20of%20which%20Europol%20is%20competent%3B%20%0Dc%29%20persons%20who%20might%20be%20called%20on%20to%20testify%20in%20investigations%20in%20connection%20with%20the%20offences%20under%20consideration%20or%20in%20subsequent%20criminal%20proceedings%3B%20%0D%0D6%20Coordinated%20Supervision%20Committee%20-%20A%20Guide%20for%20exercising%20data%20subjects%E2%80%99%20rights%20July%202023%20%0Dd%29%20persons%20who%20have%20been%20the%20victims%20of%20one%20of%20the%20offences%20under%20consideration%20or%20with%20regard%20to%20whom%20certain%20facts%20give%20reasons%20to%20believe%20that%20they%20could%20be%20the%20victims%20of%20such%20an%20offence%3B%20%0De%29%20contacts%20and%20associates%3B%20and%20%0Df%29%20persons%20who%20can%20provide%20information%20on%20the%20criminal%20offences%20under%20consideration.%20%0D%0DThe%20categories%20of%20personal%20data%20and%20categories%20of%20data%20subjects%20whose%20data%20may%20be%20collected%20and%20processed%20for%20each%20purpose%20referred%20to%20in%20Article%2018%282%29%20are%20listed%20in%20Annex%20II%20to%20the%20Europol%20Regulation1.%20%0D1%20Regulation%20%28EU%29%202016/794%20of%20the%20European%20Parliament%20and%20of%20the%20Council%20of%2011%20May%202016%20on%20the%20European%20Union%20Agency%20for%20Law%20Enforcement%20Cooperation%20%28Europol%29%20and%20replacing%20and%20repealing%20Council%20Decisions%202009/371/JHA%2C%202009/934/JHA%2C%202009/935/JHA%2C%202009/936/JHA%20and%202009/968/JHA%2C%20page%2057%20%0DProcessing%20of%20personal%20data%2C%20by%20automated%20or%20other%20means%2C%20revealing%20racial%20or%20ethnic%20origin%2C%20political%20opinions%2C%20religious%20or%20philosophical%20beliefs%20or%20trade%20union%20membership%20and%20processing%20of%20genetic%20data%2C%20biometric%20data%20for%20the%20purpose%20of%20uniquely%20identifying%20a%20natural%20person%2C%20or%20data%20concerning%20a%20person%27s%20health%20or%20sex%20life%20shall%20be%20allowed%20only%20where%20strictly%20necessary%20and%20proportionate%20for%20the%20purposes%20of%20research%20and%20innovation%20projects%20pursuant%20to%20Article%2033a%20and%20for%20operational%20purposes%2C%20within%20Europol%E2%80%99s%20objectives%2C%20and%20only%20for%20preventing%20or%20combating%20crime%20that%20falls%20within%20Europol%E2%80%99s%20objectives.%20Such%20processing%20shall%20also%20be%20subject%20to%20appropriate%20safeguards%20laid%20down%20in%20this%20Regulation%20with%20regard%20to%20the%20rights%20and%20freedoms%20of%20the%20data%20subject%2C%20and%2C%20with%20the%20exception%20of%20biometric%20data%20processed%20for%20the%20purpose%20of%20uniquely%20identifying%20a%20natural%20person%2C%20shall%20be%20allowed%20only%20if%20those%20data%20supplement%20other%20personal%20data%20processed%20by%20Europol.%20%0DThe%20selection%20of%20a%20particular%20group%20of%20persons%20solely%20on%20the%20basis%20of%20such%20personal%20data%20shall%20be%20prohibited.%20%0DExchange%20of%20personal%20data%20%0DEuropol%20should%20be%20a%20hub%20for%20information%20exchange%20in%20the%20Union.%20Information%20collected%2C%20stored%2C%20processed%2C%20analysed%20and%20exchanged%20by%20Europol%20includes%20criminal%20intelligence%20which%20relates%20to%20information%20about%20crime%20or%20criminal%20activities%20falling%20within%20the%20scope%20of%20Europol%E2%80%99s%20objectives%2C%20obtained%20with%20a%20view%20to%20establishing%20whether%20concrete%20criminal%20acts%20have%20been%20committed%20or%20may%20be%20committed%20in%20the%20future.%20%0D7%20Coordinated%20Supervision%20Committee%20-%20A%20Guide%20for%20exercising%20data%20subjects%E2%80%99%20rights%20July%202023%20%0DIn%20order%20to%20ensure%20an%20effective%20cooperation%20between%20Europol%20and%20Member%20States%2C%20a%20national%20unit%20should%20be%20set%20up%20in%20each%20Member%20State.%20The%20national%20unit%20should%20be%20the%20liaison%20link%20between%20national%20competent%20authorities%20and%20Europol.%20To%20ensure%20a%20continuous%20and%20effective%20exchange%20of%20information%20between%20Europol%20and%20the%20national%20units%2C%20and%20to%20facilitate%20their%20cooperation%2C%20each%20national%20unit%20should%20designate%20at%20least%20one%20liaison%20officer%20to%20be%20attached%20to%20Europol.%20The%20liaison%20officers%20shall%20assist%20in%20the%20exchange%20of%20information%20between%20Europol%20and%20their%20Member%20States.%20%0DAlso%2C%20liaison%20officers%20shall%20assist%20in%20the%20exchange%20of%20information%20between%20their%20Member%20States%20and%20the%20liaison%20officers%20of%20other%20Member%20States%2C%20third%20countries%20and%20international%20organisations.%20%0D2.%20RIGHTS%20GRANTED%20TO%20INDIVIDUALS%20WHOSE%20DATA%20ARE%20PROCESSED%20BY%20EUROPOL%20%0DIn%20accordance%20with%20data%20protection%20principles%2C%20all%20individuals%20whose%20data%20are%20processed%20by%20Europol%20are%20granted%20specific%20rights%20by%20the%20aforementioned%20Europol%20Regulation.%20%0DThese%20are%20basically:%20%0D%EF%82%A7%20the%20right%20of%20access%20to%20data%20relating%20to%20them%20stored%20by%20Europol%3B%20%0D%EF%82%A7%20the%20right%20to%20rectification%2C%20erasure%20and%20restriction%3B%20%0D%EF%82%A7%20the%20right%20to%20have%20the%20legality%20of%20data%20relating%20to%20them%20transferred%20to%20Europol%20verified%3B%20%0D%EF%82%A7%20the%20right%20to%20bring%20proceedings%20before%20the%20court%20or%20competent%20authorities%20to%20correct%20or%20delete%20data%20or%20to%20obtain%20compensation.%20%0D%0DAnyone%20exercising%20any%20of%20these%20rights%20can%20apply%20to%20the%20authority%20appointed%20for%20that%20purpose%20in%20the%20Member%20State%20of%20his%20or%20her%20choice.%20That%20authority%20shall%20refer%20the%20request%20to%20Europol%20without%20delay%20and%20in%20any%20case%20within%20one%20month%20of%20receipt.%20%0DDeadlines%20for%20replies%20to%20individuals%E2%80%99%20requests%20%0DWhen%20an%20individual%20exercises%20his/her%20right%20of%20access%2C%20his/her%20right%20to%20rectification%2C%20erasure%20and%20restriction%2C%20Europol%20shall%20answer%20it%20without%20undue%20delay%2C%20and%20in%20any%20case%20within%20three%20months%20of%20receipt%20by%20Europol%20of%20the%20request%20from%20the%20national%20authority.%20%0D8%20Coordinated%20Supervision%20Committee%20-%20A%20Guide%20for%20exercising%20data%20subjects%E2%80%99%20rights%20July%202023%20%0D2.1.%20Right%20of%20access%20%0DThe%20right%20of%20access%20is%20the%20possibility%20for%20anyone%20who%20so%20requests%20to%20consult%20the%20information%20relating%20to%20him/her%20stored%20in%20a%20data%20file.%20This%20is%20a%20fundamental%20principle%20of%20data%20protection%20which%20enables%20data%20subjects%20to%20exercise%20control%20over%20personal%20data%20which%20is%20being%20processed%20by%20the%20controller%2C%20namely%20by%20Europol.%20%0DThis%20right%20is%20expressly%20provided%20for%20in%20Article%2036%20of%20Europol%20Regulation%2C%20and%20Article%2080%20of%20Regulation%20%28EU%29%202018/1725.%20%0DAny%20data%20subject%20wishing%20to%20exercise%20the%20right%20of%20access%20to%20personal%20data%20relating%20to%20him%20or%20her%20may%20make%20a%20request%20to%20that%20effect%20to%20the%20authority%20appointed%20for%20that%20purpose%20in%20the%20Member%20State%20of%20his%20or%20her%20choice%2C%20or%20to%20Europol.%20Where%20the%20request%20is%20made%20to%20that%20authority%2C%20it%20shall%20refer%20the%20request%20to%20Europol%20without%20delay%20and%20in%20any%20case%20within%20one%20month%20of%20receipt.%20%0DEuropol%20shall%20answer%20it%20without%20undue%20delay%20and%20in%20any%20case%20within%20three%20months%20of%20receipt%20by%20Europol%20of%20the%20request%20from%20the%20national%20authority.%20%0DEuropol%20shall%20consult%20the%20competent%20authorities%20of%20the%20Member%20States%20and%20the%20provider%20of%20the%20data%20concerned%20so%20that%20they%20could%20have%20the%20opportunity%20to%20state%20their%20position%20as%20to%20the%20possibility%20of%20disclosing%20the%20data%20to%20the%20applicant%2C%20and%20to%20object%20to%20Europol%27s%20proposed%20response.%20In%20the%20latter%20case%2C%20the%20Member%20State%20or%20the%20provider%20of%20the%20data%20concerned%20shall%20notify%20Europol%20of%20the%20reasons%20for%20its%20objection.%20%0DAccording%20to%20Article%2081%20of%20Regulation%20%28EU%29%202018/1725%2C%20Europol%20may%20restrict%2C%20wholly%20or%20partly%2C%20the%20right%20of%20access%20of%20the%20extent%20that%2C%20and%20for%20as%20long%20as%20such%20a%20partial%20or%20complete%20restriction%20constitutes%20a%20necessary%20and%20proportionate%20measure%20in%20a%20democratic%20society%20with%20due%20regard%20for%20the%20fundamental%20rights%20and%20legitimate%20interests%20of%20the%20natural%20person%20concerned%2C%20in%20order%20to:%20%0Da%29%20avoid%20obstructing%20official%20or%20legal%20inquiries%2C%20investigations%20or%20procedures%3B%20%0Db%29%20avoid%20prejudicing%20the%20prevention%2C%20detection%2C%20investigation%20or%20prosecution%20of%20criminal%20offences%20or%20the%20execution%20of%20criminal%20penalties%3B%20%0Dc%29%20protect%20the%20public%20security%20of%20Member%20States%3B%20%0Dd%29%20protect%20the%20national%20security%20of%20Member%20States%3B%20%0De%29%20protect%20the%20rights%20and%20freedoms%20of%20others%2C%20such%20as%20victims%20and%20witnesses.%20%0D%0DIn%20the%20cases%20referred%20above%2C%20Europol%20shall%20inform%20the%20data%20subject%2C%20without%20undue%20delay%2C%20in%20writing%20of%20any%20refusal%20or%20restriction%20of%20access%20and%20of%20the%20reasons%20for%20the%20refusal%20or%20the%20restriction.%20Such%20%0D9%20Coordinated%20Supervision%20Committee%20-%20A%20Guide%20for%20exercising%20data%20subjects%E2%80%99%20rights%20July%202023%20%0Dinformation%20may%20be%20omitted%20where%20the%20provision%20thereof%20would%20undermine%20one%20of%20the%20purpose%20above.%20%0D2.2.%20Right%20to%20rectification%2C%20erasure%20and%20restriction%20%0DBesides%20the%20right%20of%20access%2C%20there%20is%20also%20the%20right%20to%20request%20Europol%2C%20through%20the%20authority%20appointed%20for%20that%20purpose%20in%20the%20Member%20State%20of%20his%20or%20her%20choice%2C%20or%20to%20Europol%2C%20to%20rectify%20personal%20data%20concerning%20him%20or%20her%20held%20by%20Europol%20if%20they%20are%20incorrect%20or%20to%20complete%20or%20update%20the%20personal%20data.%20%0DThe%20data%20subjects%20have%20also%20the%20right%20to%20request%20Europol%2C%20directly%20or%20through%20the%20authority%20appointed%20for%20that%20purpose%20in%20the%20Member%20State%20of%20his%20or%20her%20choice%2C%20to%20erase%20personal%20data%20relating%20to%20him%20or%20her%20held%20by%20Europol%20if%20they%20are%20no%20longer%20required%20for%20the%20purposes%20for%20which%20they%20are%20collected%20or%20are%20further%20processed.%20%0DIf%20there%20are%20reasonable%20grounds%20to%20believe%20that%20erasure%20could%20affect%20the%20legitimate%20interests%20of%20the%20data%20subjects%2C%20Europol%20shall%20restrict%20rather%20than%20erase%20personal%20data.%20Restricted%20data%20shall%20be%20processed%20only%20for%20the%20purpose%20of%20protecting%20the%20rights%20of%20the%20data%20subject%2C%20where%20it%20is%20necessary%20to%20protect%20the%20vital%20interests%20of%20the%20data%20subject%20or%20of%20another%20person%2C%20or%20for%20the%20purposes%20laid%20down%20in%20Article%2082%284%29%20of%20Regulation%20%28EU%29%202018/1725%20and%20listed%20below:%20%0Da%29%20avoid%20obstructing%20official%20or%20legal%20inquiries%2C%20investigations%20or%20procedures%3B%20%0Db%29%20avoid%20prejudicing%20the%20preve
file:%0D%20AUDIT%20REPORT%20ON%20THE%20EUROPEAN%20UNION%20AGENCY%20FOR%20LAW%20ENFORCEMENT%20COOPERATION%20%28EUROPOL%29%20%0DThe%20Hague%2C%2016%20December%202022%20-%20EDPS%20Case%20number%202022-0382%20%0DExecutive%20summary%20%0DIntroduction%20%0DThe%20European%20Data%20Protection%20Supervisor%20%28EDPS%29%20is%20the%20independent%20supervisory%20authority%20established%20by%20Article%2052%20of%20Regulation%20%28EU%29%202018/1725%20and%20responsible%20under%20Article%2043%20of%20Regulation%20%28EU%29%202016/794%20%28hereinafter%20referred%20to%20as%20%E2%80%98the%20Europol%20Regulation%E2%80%99%20or%20%E2%80%98ER%E2%80%99%20abbreviated%29%20for:%20%0D%EF%82%A7%20monitoring%20and%20ensuring%20the%20application%20of%20the%20provisions%20of%20the%20Europol%20Regulation%20and%20of%20Regulation%20%28EU%29%202018/1725%20relating%20to%20the%20protection%20of%20fundamental%20rights%20and%20freedoms%20of%20natural%20persons%20with%20regard%20to%20the%20processing%20of%20personal%20data%20by%20Europol%2C%20and%20for%20advising%20Europol%20and%20data%20subjects%20on%20all%20matters%20concerning%20the%20processing%20of%20personal%20data.%20%0D%0DTo%20these%20ends%2C%20the%20EDPS%20fulfils%20the%20duties%20provided%20for%20in%20Article%2043%282%29%20and%20exercises%20the%20powers%20granted%20in%20Article%2043%284%29%20of%20the%20Europol%20Regulation.%20Among%20his%20powers%20to%20investigate%2C%20the%20EDPS%20can%20carry%20out%20investigations%20in%20the%20form%20of%20data%20protection%20inspections.%20The%20power%20to%20inspect%20is%20one%20of%20the%20tools%20established%20to%20monitor%20and%20ensure%20compliance%20with%20Europol%E2%80%99s%20legal%20framework.%20%0DThe%20inspection%20at%20Europol%20was%20part%20of%20the%20EDPS%20annual%20audit%20plan%20for%202022.%20The%20formal%20Decision%20was%20communicated%20to%20Europol%20by%20means%20of%20an%20Announcement%20Letter%20dated%2017%20November%202022.%20The%20fieldwork%20was%20carried%20out%20on%2016%20December%202022%20at%20Europol%E2%80%99s%20premises%2C%20Eisenhowerlaan%2073%202517%20KK%20in%20The%20Hague%2C%20The%20Netherlands.%20%0DScope%20of%20the%20inspection%20%0DThe%20EDPS%20carried%20out%20an%20inspection%20of%20Europol%E2%80%99s%20processing%20of%20personal%20data%20of%20minors%20under%2015%20years%20old%2C%20provided%20to%20the%20Agency%20by%20third%20countries%20and%20international%20organisations%2C%20and%20marked%20as%20suspects.%20%0D2%20%0DAccording%20to%20Article%2030%281%29%20of%20the%20Europol%20Regulation%2C%20the%20processing%20of%20individuals%20under%20the%20age%20of%2018%20is%20allowed%20if%20it%20is%20strictly%20necessary%20and%20proportionate%20for%20the%20purposes%20of%20preventing%20or%20combating%20crime%20within%20the%20scope%20of%20Europol%E2%80%99s%20objectives.%20This%20requirement%20reflects%20the%20additional%20vulnerability%20of%20minors%20and%20the%20sensitivity%20associated%20with%20processing%20their%20data%2C%20as%20well%20as%20the%20potential%20harms%20they%20may%20face%20if%20involved%20in%20the%20criminal%20justice%20system%20at%20an%20early%20stage%20of%20their%20development.%20%0DMore%20specifically%2C%20the%20EDPS%20limited%20the%20scope%20of%20this%20inspection%20to%20the%20processing%20of%20minors%20under%2015%20years%20old.%20This%20decision%20was%20based%20on%20the%20findings%20of%20the%20Joint%202018%20Annual%20Inspection%20with%20regard%20to%20the%20compliance%20with%20Article%2030%281%29%20ER%2C%20where%20the%20average%20Minimum%20Age%20of%20Criminal%20Responsibility%20%28MACR%29%20used%20at%20Member%20State%20level%20was%20found%20to%20be%2015%20years%20old.%20This%20in%20turn%20means%20that%20personal%20data%20on%20minors%20processed%20by%20Europol%20before%20the%20minor%20reaches%2015%20years%20of%20age%20should%20be%20carefully%20checked%20to%20ensure%20lawfulness%20of%20the%20processing.%20%0DThe%202018%20Annual%20Inspection%20also%20showed%20the%20need%20for%20coordinated%20supervision%20of%20the%20processing%20of%20personal%20data%20of%20minors%2C%20in%20particular%20of%20minors%20under%2015%20marked%20as%20suspects%20in%20Europol%20systems.%20%0DUnder%20Article%2038%20ER%2C%20the%20responsibility%20for%20the%20legality%20of%20a%20transfer%20and%20of%20the%20quality%20of%20the%20personal%20data%20processed%20by%20Europol%2C%20and%20thus%20of%20the%20lawful%20marking%20of%20a%20minor%20as%20suspect%20%28during%20the%20%E2%80%98Data%20Subject%20Categorisation%E2%80%99%2C%20or%20%E2%80%98DSC%E2%80%99%20process%291%20and%20of%20the%20accuracy%20of%20the%20personal%20data%20processed%20about%20that%20minor%2C%20lies%20with%20Europol%20when%20the%20data%20is%20provided%20by%20third%20countries%20or%20international%20organisations%20%28Article%2038%282%29%28b%29%20Europol%20Regulation%29.%20%0D1%20In%20the%20context%20of%20Europol%2C%20DSC%20stands%20for%20Data%20Subject%20Categorisation.%20It%20is%20the%20act%20of%20identifying%20in%20datasets%20suspects%2C%20potential%20future%20criminals%2C%20contacts%20and%20associates%2C%20victims%2C%20witnesses%20and%20informants%20linked%20to%20criminal%20activities.%20%0D2%20The%20Europol%20Cooperation%20Board%20%28ECB%29%20was%20an%20advisory%20body%20composed%20of%20representatives%20of%20the%20national%20supervisory%20authorities%20of%20the%20European%20Union%20Member%20States%20and%20of%20the%20EDPS%2C%20cooperating%20on%20specific%20issues%20requiring%20national%20involvement%20and%20to%20ensure%20the%20consistent%20application%20of%20the%20Europol%20Regulation.%20%0D3%20On%2028%20June%202022%2C%20the%20ECB%20ceased%20to%20exist%20with%20the%20entry%20into%20force%20of%20Regulation%20%28EU%29%202022/991%20of%20the%20European%20Parliament%20and%20of%20the%20Council%20of%208%20June%202022%2C%20which%20transferred%20its%20tasks%20to%20the%20Coordinated%20Supervision%20Committee%20of%20the%20EDPB.%20%0DSuch%20responsibility%20lies%20with%20Member%20States%20when%20they%20provide%20personal%20data%20to%20Europol.%20A%20finding%20of%20the%202018%20Annual%20Inspection%20was%20that%2C%20given%20the%20complexity%20of%20the%20different%20national%20legal%20frameworks%20as%20regards%20the%20definition%20of%20the%20minimum%20age%20of%20criminal%20responsibility%2C%20it%20is%20difficult%20for%20Europol%20to%20give%20assurance%20that%20data%20provided%20by%20national%20authorities%20complies%20with%20this%20requirement.%20%0DA%20coordinated%20supervisory%20action%20was%20thus%20launched%20in%202020%20in%20the%20context%20of%20the%20Europol%20Cooperation%20Board2%2C%20now%20taken%20over%20by%20the%20Coordinated%20Supervision%20Committee%20%28CSC%29%203%20of%20the%20European%20Data%20Protection%20Board%20%28EDPB%29.%20Within%20the%20CSC%2C%20the%20supervisory%20authorities%20of%20Member%20States%2C%20along%20with%20the%20EDPS%2C%20have%20undertaken%20to%20verify%20the%20lawfulness%20and%20accuracy%20of%20the%20processing%20of%20personal%20data%20of%20minors%20under%2015%20sent%20to%20Europol%20as%20suspects%2C%20on%20a%20yearly%20basis.%20This%20subcategory%20of%20minors%20was%20chosen%20based%20on%20the%20same%20combination%20of%20the%20stigmatising%20effect%20of%20being%20labelled%20specifically%20as%20a%20suspect%2C%20as%20well%20as%20the%20common%20MACR%20of%2015%20years%20old%20across%20EU%20Member%20States.%20It%20must%20be%20borne%20in%20mind%20that%20Article%2030%281%29%20of%20the%20Europol%20Regulation%20requires%20that%20all%20personal%20data%20about%20minors%20is%20processed%20only%20where%20%E2%80%98strictly%20necessary%E2%80%99%2C%20and%20not%20only%20this%20subcategory%20of%20minors%20under%2015.%20However%2C%20even%20among%20this%20already%20specially%20protected%20category%20of%20data%2C%20processing%20data%20on%20minors%20under%2015%20as%20suspects%20can%20be%20seen%20as%20the%20%E2%80%98most%20sensitive%20of%20sensitive%E2%80%99%20processing.%20%0D3%20%0DFor%20these%20reasons%2C%20national%20data%20protection%20authorities%20have%20undertaken%2C%20on%20a%20yearly%20basis%2C%20to%20verify%20the%20lawfulness%20of%20the%20transmission%20of%20data%20about%20these%20minors%20by%20EU%20Member%20State%20competent%20enforcement%20authorities%20to%20Europol.%20%0DAs%20an%20integral%20part%20of%20this%20joint%20exercise%2C%20the%20EDPS%2C%20as%20the%20supervisory%20authority%20of%20Europol%2C%20should%20also%20conduct%20checks%20of%20the%20processing%20of%20personal%20data%20of%20minors%20under%2015%2C%20transferred%20to%20Europol%20by%20third%20countries%20and%20international%20organisations%2C%20thus%20ensuring%20that%20all%20contributions%20are%20covered.%20%0DThis%20inspection%20was%20carried%20out%20in%20that%20context.%20%0DKey%20findings%20of%20the%20inspection%20%0DThe%20audit%20identified%20seven%20formal%20findings.%20The%20main%20findings%20are%20summarised%20below:%20%0D%E2%80%A2%20The%20EDPS%20found%20that%20the%20general%20process%20for%20the%20assessment%20of%20information%20provided%20by%20partners%20on%20minors%20%28including%20minors%20under%2015%20years%20old%29%20is%20clear%20and%20well%20developed.%20Furthermore%2C%20this%20general%20process%20has%20been%20well%20documented%20in%20the%20appropriate%20process%20descriptions%20and%20guidelines.%20However%2C%20when%20examining%20whether%20Europol%20applies%20any%20specific%20%28or%20additional%29%20safeguards%20for%20personal%20data%20transferred%20by%20third%20countries%20and%20international%20organisations%2C%20the%20EDPS%20found%20that%20Europol%20does%20not%20apply%20different%20measures%20to%20those%20data.%20%0D%0DThe%20EDPS%20considers%20that%20the%20assessment%20Europol%20needs%20to%20perform%20where%20it%20receives%20personal%20data%20of%20minors%20under%2015%20years%20old%20marked%20as%20%E2%80%98suspects%E2%80%99%20by%20third%20countries%20and%20international%20organisations%20differs%20from%20the%20assessment%20it%20needs%20to%20perform%20where%20it%20receives%20this%20data%20from%20Member%20States.%20Whereby%20for%20the%20latter%20Europol%20can%20rely%20%28if%20available%29%20on%20the%20sender%E2%80%99s%20own%20assessment%20that%20the%20transfer%20is%20lawful%20under%20their%20legal%20system%2C%20for%20third%20country%20partners%20Europol%20must%20instead%20perform%20its%20own%20assessment%20whether%20the%20data%20is%20lawful%20under%20the%20EU%E2%80%99s%20legal%20system%20%28which%20may%20have%20a%20higher%20threshold%29.%20%0D%E2%80%A2%20Upon%20conducting%20specific%20checks%20of%20third%20country%20datasets%2C%20the%20EDPS%20found%20multiple%20cases%20where%20minors%20%28under%2015%20years%20old%29%20apparently%20have%20only%20been%20involved%20in%20relatively%20minor%20infractions%2C%20such%20as%20pickpocketing%20%28at%20least%20two%20cases%29%20or%20shoplifting%2C%20within%20the%20broader%20framework%20of%20an%20organised%20crime%20group.%20%0D%0DThe%20EDPS%20considers%20it%20crucial%20to%20distinguish%20between%20the%20varying%20levels%20of%20involvement%20within%20an%20organised%20crime%20group.%20While%20the%20organised%20crime%20group%20itself%20may%20be%20engaged%20in%20more%20serious%20or%20organised%20criminal%20activities%2C%20minors%20affiliated%20with%20the%20group%20may%20have%20limited%20roles%20or%20may%20have%20been%20coerced%20or%20influenced%20by%20family%20ties%20or%20older%20family%20members.%20Thus%2C%20attributing%20the%20same%20level%20of%20suspicion%20%28in%20terms%20of%20classification%29%20to%20minors%20as%20to%20the%20main%20organisers%20of%20the%20criminal%20activities%20could%20fail%20to%20acknowledge%20the%20nuances%20of%20their%20participation%20and%20may%20not%20meet%20the%20threshold%20of%20%E2%80%98strict%20proportionality%E2%80%99%20established%20in%20Article%2030%281%29%20of%20the%20Europol%20Regulation.%20%0D%E2%80%A2%20On%20the%20technical%20side%2C%20the%20EDPS%20found%20that%20Europol%20has%20recently%20upgraded%20its%20architecture%20for%20the%20processing%20of%20personal%20data%20for%20operational%20analysis%20purposes%20%28Article%2018%282%29%28c%29%20of%20the%20Europol%20Regulation%29.%20The%20EDPS%20found%20that%20as%20part%20of%20this%2C%20several%20improvements%20have%20been%20made%20to%20the%20technical%20enforcement%20of%20data%20protection%20safeguards%2C%20including%20data%20%0D%0D4%20%0Dretention%20and%20tracking%20of%20the%20reasons%20for%20the%20processing%20of%20minors.%20However%2C%20the%20justification%20fields%20%28providing%20the%20reasoning%20for%20the%20processing%29%20inspected%20by%20the%20EDPS%20did%20not%20yet%20meet%20the%20standard%20set%20out%20by%20Europol%20itself%2C%20which%20in%20turn%20implement%20Article%2030%281%29%20of%20the%20Europol%20Regulation.%20%0D%0DRecommendations%20and%20follow-up%20of%20the%20audit%20%0DAs%20a%20result%20of%20the%20audit%20activities%20and%20his%20findings%2C%20the%20EDPS%20has%20issued%20a%20set%20of%2010%20recommendations%20addressed%20to%20Europol.%20The%20main%20findings%20and%20recommendations%20are%20included%20at%20the%20end%20of%20each%20section%20of%20the%20report%20%28with%20a%20full%20compiled%20list%20of%20recommendations%20inserted%20in%20Section%205%29.%20The%20recommendations%20contained%20in%20the%20report%20are%20issued%20in%20order%20to%20ensure%20compliance%20with%20the%20Europol%20Regulation%2C%20as%20well%20as%20Chapter%20IX%20of%20Regulation%202018/1725.%20%0DIn%20the%20case%20of%206%20out%20of%2010%20recommendations%2C%20implementation%20is%20designated%20as%20imperative%20to%20ensure%20compliance%20with%20the%20legal%20framework%2C%20with%20the%20requirement%20that%20Europol%20provides%20documentary%20evidence%20to%20the%20EDPS%20of%20implementation%20within%20the%20specified%20timeframe.%20%0DThis%20inspection%20was%20part%20of%20the%20EDPS%20Annual%20Audit%20Plan%20for%202022%20%0D6%20September%202023%20
file:%0D%20AUDIT%20REPORT%20ON%20THE%20EUROPEAN%20UNION%20AGENCY%20FOR%20LAW%20ENFORCEMENT%20COOPERATION%20%28EUROPOL%29%20%0DThe%20Hague%2C%2016%20December%202022%20-%20EDPS%20Case%20number%202022-0382%20%0DExecutive%20summary%20%0DIntroduction%20%0DThe%20European%20Data%20Protection%20Supervisor%20%28EDPS%29%20is%20the%20independent%20supervisory%20authority%20established%20by%20Article%2052%20of%20Regulation%20%28EU%29%202018/1725%20and%20responsible%20under%20Article%2043%20of%20Regulation%20%28EU%29%202016/794%20%28hereinafter%20referred%20to%20as%20%E2%80%98the%20Europol%20Regulation%E2%80%99%20or%20%E2%80%98ER%E2%80%99%20abbreviated%29%20for:%20%0D%EF%82%A7%20monitoring%20and%20ensuring%20the%20application%20of%20the%20provisions%20of%20the%20Europol%20Regulation%20and%20of%20Regulation%20%28EU%29%202018/1725%20relating%20to%20the%20protection%20of%20fundamental%20rights%20and%20freedoms%20of%20natural%20persons%20with%20regard%20to%20the%20processing%20of%20personal%20data%20by%20Europol%2C%20and%20for%20advising%20Europol%20and%20data%20subjects%20on%20all%20matters%20concerning%20the%20processing%20of%20personal%20data.%20%0D%0DTo%20these%20ends%2C%20the%20EDPS%20fulfils%20the%20duties%20provided%20for%20in%20Article%2043%282%29%20and%20exercises%20the%20powers%20granted%20in%20Article%2043%284%29%20of%20the%20Europol%20Regulation.%20Among%20his%20powers%20to%20investigate%2C%20the%20EDPS%20can%20carry%20out%20investigations%20in%20the%20form%20of%20data%20protection%20inspections.%20The%20power%20to%20inspect%20is%20one%20of%20the%20tools%20established%20to%20monitor%20and%20ensure%20compliance%20with%20Europol%E2%80%99s%20legal%20framework.%20%0DThe%20inspection%20at%20Europol%20was%20part%20of%20the%20EDPS%20annual%20audit%20plan%20for%202022.%20The%20formal%20Decision%20was%20communicated%20to%20Europol%20by%20means%20of%20an%20Announcement%20Letter%20dated%2017%20November%202022.%20The%20fieldwork%20was%20carried%20out%20on%2016%20December%202022%20at%20Europol%E2%80%99s%20premises%2C%20Eisenhowerlaan%2073%202517%20KK%20in%20The%20Hague%2C%20The%20Netherlands.%20%0DScope%20of%20the%20inspection%20%0DThe%20EDPS%20carried%20out%20an%20inspection%20of%20Europol%E2%80%99s%20processing%20of%20personal%20data%20of%20minors%20under%2015%20years%20old%2C%20provided%20to%20the%20Agency%20by%20third%20countries%20and%20international%20organisations%2C%20and%20marked%20as%20suspects.%20%0D2%20%0DAccording%20to%20Article%2030%281%29%20of%20the%20Europol%20Regulation%2C%20the%20processing%20of%20individuals%20under%20the%20age%20of%2018%20is%20allowed%20if%20it%20is%20strictly%20necessary%20and%20proportionate%20for%20the%20purposes%20of%20preventing%20or%20combating%20crime%20within%20the%20scope%20of%20Europol%E2%80%99s%20objectives.%20This%20requirement%20reflects%20the%20additional%20vulnerability%20of%20minors%20and%20the%20sensitivity%20associated%20with%20processing%20their%20data%2C%20as%20well%20as%20the%20potential%20harms%20they%20may%20face%20if%20involved%20in%20the%20criminal%20justice%20system%20at%20an%20early%20stage%20of%20their%20development.%20%0DMore%20specifically%2C%20the%20EDPS%20limited%20the%20scope%20of%20this%20inspection%20to%20the%20processing%20of%20minors%20under%2015%20years%20old.%20This%20decision%20was%20based%20on%20the%20findings%20of%20the%20Joint%202018%20Annual%20Inspection%20with%20regard%20to%20the%20compliance%20with%20Article%2030%281%29%20ER%2C%20where%20the%20average%20Minimum%20Age%20of%20Criminal%20Responsibility%20%28MACR%29%20used%20at%20Member%20State%20level%20was%20found%20to%20be%2015%20years%20old.%20This%20in%20turn%20means%20that%20personal%20data%20on%20minors%20processed%20by%20Europol%20before%20the%20minor%20reaches%2015%20years%20of%20age%20should%20be%20carefully%20checked%20to%20ensure%20lawfulness%20of%20the%20processing.%20%0DThe%202018%20Annual%20Inspection%20also%20showed%20the%20need%20for%20coordinated%20supervision%20of%20the%20processing%20of%20personal%20data%20of%20minors%2C%20in%20particular%20of%20minors%20under%2015%20marked%20as%20suspects%20in%20Europol%20systems.%20%0DUnder%20Article%2038%20ER%2C%20the%20responsibility%20for%20the%20legality%20of%20a%20transfer%20and%20of%20the%20quality%20of%20the%20personal%20data%20processed%20by%20Europol%2C%20and%20thus%20of%20the%20lawful%20marking%20of%20a%20minor%20as%20suspect%20%28during%20the%20%E2%80%98Data%20Subject%20Categorisation%E2%80%99%2C%20or%20%E2%80%98DSC%E2%80%99%20process%291%20and%20of%20the%20accuracy%20of%20the%20personal%20data%20processed%20about%20that%20minor%2C%20lies%20with%20Europol%20when%20the%20data%20is%20provided%20by%20third%20countries%20or%20international%20organisations%20%28Article%2038%282%29%28b%29%20Europol%20Regulation%29.%20%0D1%20In%20the%20context%20of%20Europol%2C%20DSC%20stands%20for%20Data%20Subject%20Categorisation.%20It%20is%20the%20act%20of%20identifying%20in%20datasets%20suspects%2C%20potential%20future%20criminals%2C%20contacts%20and%20associates%2C%20victims%2C%20witnesses%20and%20informants%20linked%20to%20criminal%20activities.%20%0D2%20The%20Europol%20Cooperation%20Board%20%28ECB%29%20was%20an%20advisory%20body%20composed%20of%20representatives%20of%20the%20national%20supervisory%20authorities%20of%20the%20European%20Union%20Member%20States%20and%20of%20the%20EDPS%2C%20cooperating%20on%20specific%20issues%20requiring%20national%20involvement%20and%20to%20ensure%20the%20consistent%20application%20of%20the%20Europol%20Regulation.%20%0D3%20On%2028%20June%202022%2C%20the%20ECB%20ceased%20to%20exist%20with%20the%20entry%20into%20force%20of%20Regulation%20%28EU%29%202022/991%20of%20the%20European%20Parliament%20and%20of%20the%20Council%20of%208%20June%202022%2C%20which%20transferred%20its%20tasks%20to%20the%20Coordinated%20Supervision%20Committee%20of%20the%20EDPB.%20%0DSuch%20responsibility%20lies%20with%20Member%20States%20when%20they%20provide%20personal%20data%20to%20Europol.%20A%20finding%20of%20the%202018%20Annual%20Inspection%20was%20that%2C%20given%20the%20complexity%20of%20the%20different%20national%20legal%20frameworks%20as%20regards%20the%20definition%20of%20the%20minimum%20age%20of%20criminal%20responsibility%2C%20it%20is%20difficult%20for%20Europol%20to%20give%20assurance%20that%20data%20provided%20by%20national%20authorities%20complies%20with%20this%20requirement.%20%0DA%20coordinated%20supervisory%20action%20was%20thus%20launched%20in%202020%20in%20the%20context%20of%20the%20Europol%20Cooperation%20Board2%2C%20now%20taken%20over%20by%20the%20Coordinated%20Supervision%20Committee%20%28CSC%29%203%20of%20the%20European%20Data%20Protection%20Board%20%28EDPB%29.%20Within%20the%20CSC%2C%20the%20supervisory%20authorities%20of%20Member%20States%2C%20along%20with%20the%20EDPS%2C%20have%20undertaken%20to%20verify%20the%20lawfulness%20and%20accuracy%20of%20the%20processing%20of%20personal%20data%20of%20minors%20under%2015%20sent%20to%20Europol%20as%20suspects%2C%20on%20a%20yearly%20basis.%20This%20subcategory%20of%20minors%20was%20chosen%20based%20on%20the%20same%20combination%20of%20the%20stigmatising%20effect%20of%20being%20labelled%20specifically%20as%20a%20suspect%2C%20as%20well%20as%20the%20common%20MACR%20of%2015%20years%20old%20across%20EU%20Member%20States.%20It%20must%20be%20borne%20in%20mind%20that%20Article%2030%281%29%20of%20the%20Europol%20Regulation%20requires%20that%20all%20personal%20data%20about%20minors%20is%20processed%20only%20where%20%E2%80%98strictly%20necessary%E2%80%99%2C%20and%20not%20only%20this%20subcategory%20of%20minors%20under%2015.%20However%2C%20even%20among%20this%20already%20specially%20protected%20category%20of%20data%2C%20processing%20data%20on%20minors%20under%2015%20as%20suspects%20can%20be%20seen%20as%20the%20%E2%80%98most%20sensitive%20of%20sensitive%E2%80%99%20processing.%20%0D3%20%0DFor%20these%20reasons%2C%20national%20data%20protection%20authorities%20have%20undertaken%2C%20on%20a%20yearly%20basis%2C%20to%20verify%20the%20lawfulness%20of%20the%20transmission%20of%20data%20about%20these%20minors%20by%20EU%20Member%20State%20competent%20enforcement%20authorities%20to%20Europol.%20%0DAs%20an%20integral%20part%20of%20this%20joint%20exercise%2C%20the%20EDPS%2C%20as%20the%20supervisory%20authority%20of%20Europol%2C%20should%20also%20conduct%20checks%20of%20the%20processing%20of%20personal%20data%20of%20minors%20under%2015%2C%20transferred%20to%20Europol%20by%20third%20countries%20and%20international%20organisations%2C%20thus%20ensuring%20that%20all%20contributions%20are%20covered.%20%0DThis%20inspection%20was%20carried%20out%20in%20that%20context.%20%0DKey%20findings%20of%20the%20inspection%20%0DThe%20audit%20identified%20seven%20formal%20findings.%20The%20main%20findings%20are%20summarised%20below:%20%0D%E2%80%A2%20The%20EDPS%20found%20that%20the%20general%20process%20for%20the%20assessment%20of%20information%20provided%20by%20partners%20on%20minors%20%28including%20minors%20under%2015%20years%20old%29%20is%20clear%20and%20well%20developed.%20Furthermore%2C%20this%20general%20process%20has%20been%20well%20documented%20in%20the%20appropriate%20process%20descriptions%20and%20guidelines.%20However%2C%20when%20examining%20whether%20Europol%20applies%20any%20specific%20%28or%20additional%29%20safeguards%20for%20personal%20data%20transferred%20by%20third%20countries%20and%20international%20organisations%2C%20the%20EDPS%20found%20that%20Europol%20does%20not%20apply%20different%20measures%20to%20those%20data.%20%0D%0DThe%20EDPS%20considers%20that%20the%20assessment%20Europol%20needs%20to%20perform%20where%20it%20receives%20personal%20data%20of%20minors%20under%2015%20years%20old%20marked%20as%20%E2%80%98suspects%E2%80%99%20by%20third%20countries%20and%20international%20organisations%20differs%20from%20the%20assessment%20it%20needs%20to%20perform%20where%20it%20receives%20this%20data%20from%20Member%20States.%20Whereby%20for%20the%20latter%20Europol%20can%20rely%20%28if%20available%29%20on%20the%20sender%E2%80%99s%20own%20assessment%20that%20the%20transfer%20is%20lawful%20under%20their%20legal%20system%2C%20for%20third%20country%20partners%20Europol%20must%20instead%20perform%20its%20own%20assessment%20whether%20the%20data%20is%20lawful%20under%20the%20EU%E2%80%99s%20legal%20system%20%28which%20may%20have%20a%20higher%20threshold%29.%20%0D%E2%80%A2%20Upon%20conducting%20specific%20checks%20of%20third%20country%20datasets%2C%20the%20EDPS%20found%20multiple%20cases%20where%20minors%20%28under%2015%20years%20old%29%20apparently%20have%20only%20been%20involved%20in%20relatively%20minor%20infractions%2C%20such%20as%20pickpocketing%20%28at%20least%20two%20cases%29%20or%20shoplifting%2C%20within%20the%20broader%20framework%20of%20an%20organised%20crime%20group.%20%0D%0DThe%20EDPS%20considers%20it%20crucial%20to%20distinguish%20between%20the%20varying%20levels%20of%20involvement%20within%20an%20organised%20crime%20group.%20While%20the%20organised%20crime%20group%20itself%20may%20be%20engaged%20in%20more%20serious%20or%20organised%20criminal%20activities%2C%20minors%20affiliated%20with%20the%20group%20may%20have%20limited%20roles%20or%20may%20have%20been%20coerced%20or%20influenced%20by%20family%20ties%20or%20older%20family%20members.%20Thus%2C%20attributing%20the%20same%20level%20of%20suspicion%20%28in%20terms%20of%20classification%29%20to%20minors%20as%20to%20the%20main%20organisers%20of%20the%20criminal%20activities%20could%20fail%20to%20acknowledge%20the%20nuances%20of%20their%20participation%20and%20may%20not%20meet%20the%20threshold%20of%20%E2%80%98strict%20proportionality%E2%80%99%20established%20in%20Article%2030%281%29%20of%20the%20Europol%20Regulation.%20%0D%E2%80%A2%20On%20the%20technical%20side%2C%20the%20EDPS%20found%20that%20Europol%20has%20recently%20upgraded%20its%20architecture%20for%20the%20processing%20of%20personal%20data%20for%20operational%20analysis%20purposes%20%28Article%2018%282%29%28c%29%20of%20the%20Europol%20Regulation%29.%20The%20EDPS%20found%20that%20as%20part%20of%20this%2C%20several%20improvements%20have%20been%20made%20to%20the%20technical%20enforcement%20of%20data%20protection%20safeguards%2C%20including%20data%20%0D%0D4%20%0Dretention%20and%20tracking%20of%20the%20reasons%20for%20the%20processing%20of%20minors.%20However%2C%20the%20justification%20fields%20%28providing%20the%20reasoning%20for%20the%20processing%29%20inspected%20by%20the%20EDPS%20did%20not%20yet%20meet%20the%20standard%20set%20out%20by%20Europol%20itself%2C%20which%20in%20turn%20implement%20Article%2030%281%29%20of%20the%20Europol%20Regulation.%20%0D%0DRecommendations%20and%20follow-up%20of%20the%20audit%20%0DAs%20a%20result%20of%20the%20audit%20activities%20and%20his%20findings%2C%20the%20EDPS%20has%20issued%20a%20set%20of%2010%20recommendations%20addressed%20to%20Europol.%20The%20main%20findings%20and%20recommendations%20are%20included%20at%20the%20end%20of%20each%20section%20of%20the%20report%20%28with%20a%20full%20compiled%20list%20of%20recommendations%20inserted%20in%20Section%205%29.%20The%20recommendations%20contained%20in%20the%20report%20are%20issued%20in%20order%20to%20ensure%20compliance%20with%20the%20Europol%20Regulation%2C%20as%20well%20as%20Chapter%20IX%20of%20Regulation%202018/1725.%20%0DIn%20the%20case%20of%206%20out%20of%2010%20recommendations%2C%20implementation%20is%20designated%20as%20imperative%20to%20ensure%20compliance%20with%20the%20legal%20framework%2C%20with%20the%20requirement%20that%20Europol%20provides%20documentary%20evidence%20to%20the%20EDPS%20of%20implementation%20within%20the%20specified%20timeframe.%20%0DThis%20inspection%20was%20part%20of%20the%20EDPS%20Annual%20Audit%20Plan%20for%202022%20%0D6%20September%202023%20
https://www.edpb.europa.eu/system/files/2024-04/recommendations-on-imi-transparency-obligations_en.pdf
https://www.edpb.europa.eu/system/files/2023-09/20230725_europol_guide_for_exercising_the_rights_draft_version_sec_fv.pdf
https://www.edps.europa.eu/system/files/2023-09/23-09-06_executive-summary-europol-inspection-report_en.pdf
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СЪБИТИЯ И ИНИЦИАТИВИ

В очакване на следващите години ККН е готов да приветства повече информационни системи 
на ЕС и повече органи, служби или агенции на ЕС в рамките на своя обхват. Тъй като обхватът на 
дейностите на ККН продължава да се разширява, Комитетът ще прави постоянен преглед на своята 
организация и функциониране, за да осигури ефективен и ефикасен надзор.

Освен това ККН ще продължи да подпомага националните органи за защита на данните (ОЗД) в 
тяхната работа, като предоставя допълнителни разяснения относно тълкуването на законодателството 
на ЕС и националните закони. Комитетът също така ще насърчава обмена на информация и най-добри 
практики и ще предоставя подкрепа за съвместни одити и координирани проверки.

Възползвайки се от уникалната си рамка и широката си перспектива, ККН ще гарантира 
правилното наблюдение на множеството потоци от данни между системите, междусекторните 
взаимодействия и обмена на информация между агенциите и органите на ЕС. За тази цел и за да 
гарантира високо ниво на защита на данните, Комитетът ще продължи да развива координирани 
надзорни дейности.

Контекст.
ККН е група от органи за защита на данните, които заедно осигуряват координиран надзор на 

широкомащабни ИТ системи и на органи, служби и агенции на ЕС, попадащи в нейния обхват.
ККН се ползва с автономно функциониране и позициониране и приема свои собствени 

процедурни правила и методи на работа. Комитетът е създаден в рамките на ЕКЗД.

След обнародването на Закона за защита на лицата, подаващи сигнали 
или публично оповестяващи информация за нарушения (ЗЗЛПСПОИН) 
през 2023 г., КЗЛД предприе всички необходими действия по изпълнение на 
неговите разпоредби. Наред с подзаконовата нормативна рамка (налична тук), 
още през 2023 г. са разработени и приети ключови методически указания, 
адресати на които са всички задължени субекти. Регулярно на интернет 
страницата на Комисията са публикувани публикувани информационно-
разяснителни материали по всички най-съществени аспекти на новото 
законодателство за защита на сигнализиращите лица. Същевременно, бяха 
предприети необходимите действия и беше успешно защитено и одобрено 
за финансиране проектно предложение със заглавие „OPWHI – Open the 
whistle: Protecting whistleblowers through transparency, cooperation and open 

government strategies“ по програма „Граждани, равенство, права и ценности“ на ЕК. Навлизайки във 
втората година от изпълнението на този проект, предстои популяризирането на най-значимите резултати. 
На първо място, ще бъде оповестен практическият наръчник, включващ разяснения и най-добри 
практики, предназначени за организациите в публичния и частния сектор в тяхната дейност в сферата 
на защитата на лицата, подаващи сигнали или публично оповестяващи информация за нарушения. На 
следващо място, до края на настоящата година ще се проведат специализирани обучения, обучения 
за обучители, адаптирани за централната администрация и местната власт, държавните служители и 
частните организации, участващи в прилагането на Директива (ЕС) 2019/1937. По този начин ще се 
насърчи обменът на знания и опит и ще бъдат подпомогнати държавните органи и частните организации 
да адаптират своите процедури с цел включване на най-добри практики. Не на последно място, ще се 
разгърне комуникационна кампания, насочена към гражданите и бизнеса. 

пРОЕКТ OPWHI НАВЛИЗА ВЪВ ВТОРАТА гОДИНА ОТ ИЗпЪЛНЕНИЕТО СИ

https://cpdp.bg/%D0%BF%D1%80%D0%B0%D0%B2%D0%BD%D0%B0-%D1%80%D0%B0%D0%BC%D0%BA%D0%B0-%D0%BD%D0%B0%D1%86%D0%B8%D0%BE%D0%BD%D0%B0%D0%BB%D0%BD%D0%B0/
https://cpdp.bg/%D0%BC%D0%B5%D1%82%D0%BE%D0%B4%D0%B8%D1%87%D0%B5%D1%81%D0%BA%D0%B8-%D1%83%D0%BA%D0%B0%D0%B7%D0%B0%D0%BD%D0%B8%D1%8F-%E2%84%96-1-%D0%B7%D0%B0-%D0%BF%D1%80%D0%B8%D0%B5%D0%BC%D0%B0%D0%BD%D0%B5-%D1%80/
https://cpdp.bg/%D1%80%D0%B0%D0%B7%D1%8F%D1%81%D0%BD%D0%B8%D1%82%D0%B5%D0%BB%D0%BD%D0%B8-%D0%BC%D0%B0%D1%82%D0%B5%D1%80%D0%B8%D0%B0%D0%BB%D0%B8-%D0%BF%D0%BE-%D0%B7%D0%B7%D0%BB%D0%BF%D1%81%D0%BF%D0%BE%D0%B8%D0%BD/
https://cpdp.bg/%D1%80%D0%B0%D0%B7%D1%8F%D1%81%D0%BD%D0%B8%D1%82%D0%B5%D0%BB%D0%BD%D0%B8-%D0%BC%D0%B0%D1%82%D0%B5%D1%80%D0%B8%D0%B0%D0%BB%D0%B8-%D0%BF%D0%BE-%D0%B7%D0%B7%D0%BB%D0%BF%D1%81%D0%BF%D0%BE%D0%B8%D0%BD/
https://cpdp.bg/%D1%80%D0%B0%D0%B7%D1%8F%D1%81%D0%BD%D0%B8%D1%82%D0%B5%D0%BB%D0%BD%D0%B8-%D0%BC%D0%B0%D1%82%D0%B5%D1%80%D0%B8%D0%B0%D0%BB%D0%B8-%D0%BF%D0%BE-%D0%B7%D0%B7%D0%BB%D0%BF%D1%81%D0%BF%D0%BE%D0%B8%D0%BD/
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СЪБИТИЯ И ИНИЦИАТИВИ
С успешното завършване на проектните дейности ще се постигнат и целите на КЗЛД, свързани 

с повишаване на  осведомеността на сигнализиращите лица и задължените субекти по ключови 
въпроси на  ЗЗЛПСПОИН и прилагане на 

разпоредбите му.

Проект „OPWHI – Open the Whistle: Protecting Whistleblowers Through Transparency, Cooperation 
and Open Government Strategies“ съфинансиран по програма „Граждани, равенство, права и ценности“ 
на Европейския съюз с номер на договор 101140801 – OPWHI – CERV-2023-CHAR-LITI.

                             сТУДЕНТСКИ КОНКУРС ЗА ЕСЕ-2025 ГОДИ

Комисия за защита на личните данни 
организира традиционния студентски конкурс 
за есе на тема: „Концепцията за защита на 
личните данни в контекста на новите дигитални 
реалности”. По случай Деня за защита на личните 
данни– 28 януари каним студентите от различни 
специалности да се включат в конкурса за есе.

Награди: Класираните на първо, второ и трето 
място ще бъдат включени в програма на КЗЛД за 

едномесечен платен стаж в Комисията.
Допустими участници: студенти в последната година от обучението във висше училище.

Етапи на провеждане на студентския конкурс за есе:
Първи етап: Електронно кандидатстване с есе – до 28 април 2025 г.
Изисквания към есето:
–	 Executive Summary in English (резюме) на английски език в рамките на половин 

машинописна страница, представящо основните идеи на кандидата.
–	 Да представя аргументирано мнението на автора по темата;
–	 Да се цитирани всички използвани източници (Не се допуска плагиатство!);
–	 Обем на есето от 5 до 10 страници по БДС – 30 реда с 60 знака на ред, шрифт 

TimesNewRoman с големина на буквите 12 и разредка 1,5, като използваните фигури и графики не 
се включват в него;

–	 Да бъде изпратено на електронна поща concours@cpdp.bg в срок до 28 април 2025г., 
24.00ч.

–	 Свеждане на правописните и граматическите грешки до минимум.

Втори етап: Презентация пред конкурсната комисия – 9 май 2025 г.
До този етап на конкурса ще бъдат допуснати 10-те най-добри есета!
–	 Изложение в рамките на 10 минути чрез предварително подготвена презентация (до 

6 слайда) и изложение (до 2 страници).

 Студентски конкурс за есе – 2025 година
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СЪБИТИЯ И ИНИЦИАТИВИ

Победителите ще бъдат наградени на официална церемония в зала „Заседателна” на КЗЛД, бул. 
„Проф. Цветан Лазаров” 2.

Повече информация: Христо Аламинов, +359 2 915 35 34, halaminov@cpdp.bg
Моля, имайте предвид, че с оглед гарантирането на равнопоставеност между участниците 

в конкурса за есе, консултации, предварителни оценки и информация относно приложимостта на 
предложените теми и текстове няма да се предоставя.

Пожелаваме Ви успех!
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КОНТРОЛНА ДЕЙНОСТ

На основание чл. 58, § 1 от Регламент (ЕС) 2016/679 на Европейския парламент и на Съвета 
за м. януари и февруари 2025 г. са извършени общо 32 проверки – 18 след постъпили в КЗЛД 
сигнали и 14 след решение на КЗЛД.

Разгледани са 145 искания, включително различни запитвания по актуални въпроси, относно 
защита на физическите лица във връзка с обработването на лични данни. На всички податели са 
изпратени съответни отговори, а когато е необходимо са изпращани и на съответните органи или 
институции, за отношение по компетентност.

Във връзка с констатации, че с определени операции по обработване на лични данни са 
нарушени разпоредби на регламента, за отчетния период КЗЛД е упражнила корективни правомощия 
по чл. 58, § 2 от Регламент (ЕС) 2016/679, като на съответните администратори на лични данни 
са издадени 13 Разпореждания, отправени са 3 Официални предупреждения, 4 Предупреждения, 
наложено е 1 Административно наказание.

СТАТИСТИКА И АНАЛИЗ НА КОНТРОЛНАТА ДЕЙНОСТ 
ЗА пЕРИОДА ЯНуАРИ-фЕВРуАРИ 2025 г. 
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